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1
Decision/action requested

It is requested to agree to the proposed new solution for TR 33.743 on the security of multi-hop UE-to-Network Relay communication.
2
References

[1]
3GPP TR 23.700-03: " Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS); Phase 3".
3
Rationale

This contribution is the proposal of a new solution of security of multi-hop UE-to-Network Relay communication.

4
Detailed proposal

**** START of CHANGE ****

6.Y
Solution #Y: Security of multi-hop UE-to-Network Relay communication
6.Y.1
Introduction

This solution addresses key issue #1: Security for multi-hop UE-to-Network Relay. 
Each hop of multi-hop UE-to-Network Relay communication (e.g. between Remote UE and intermediate UE-to-Network Relay, between target UE-to-Network Relay and intermediate UE-to-Network Relay, or between two intermediate UE-to-Network Relays) performs PC5 link security establishment procedure and sets up PC5 security context, reusing the methods as specified in clause 6.6.3 of TS 33.503[5].  
Once hop-by-hop security for PC5 link establishment has been performed, the Remote UE and the target UE-to-Network Relay triggers e2e security between them, reusing the security methods (UP based or CP based solution) as specified in clause 6.3.3 of TS 33.503[5]. The signaling of the selected security method is overlay over the secured PC5 link of each hop.
NOTE: There could be one or more intermediate UE-to-Network Relays in the discovery message path. The maximum number of intermediate UE-to-Network Relays in the path is to be defined by SA2. This solution shows only one intermediate UE-to-Network Relay as example.

6.Y.2
Solution details

The security procedure for multi-hop 5G ProSe UE-to-Network Relay communication is described as follows.
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Figure 6.Y.2-1: Security for multi-hop UE-to-Network Relay communication
0.
The 5G ProSe Remote UE, the intermediate UE-to-Network Relay(s) and the target 5G ProSe UE-to-Network Relay sets up hop by hop PC5 link security, reusing the methods as specified in clause 6.6.3 of TS 33.503[5].  

After this procedure, secured PC5 transport messages can be exchanged between PC5 links of each hop and protected by the PC5 link security context of each hop.
1. The 5G ProSe Remote UE is to set up e2e security with the target 5G ProSe UE-to-Network Relay and chooses a security method to be used (i.e. UP based or CP based solution). The 5G ProSe Remote UE forms U2N security container to be sent to the target 5G ProSe UE-to-Network Relay over intermediate UE-to-Network Relay(s) , which contains Direct Communication Request (DCR) messages that contains the UP-PRUK ID/CP-PRUK ID or SUCI, RSC and freshness parameter Nonce_1, as specified in clause 6.3.3.2.2 or clause 6.3.3.2.3  of TS 33.503[5]. The 5G ProSe Remote UE protects U2N security container using the relay discovery security material associated with the target 5G ProSe UE-to-Network Relay, by reusing the protection method as specified in clause 6.3.5 of TS 33.503[5]. 

The 5G ProSe Remote UE sends the U2N security container and possible other additional information (e.g. hop counter) required for multi-hop UE-to-Network Relay over a secured PC5 transport message to the intermediate UE-to-Network Relay. 
NOTE: The content of possible additional information (e.g. hop count) that is required for multi-hop UE-to-Network relay is to be defined by SA2.
2. The intermediate UE-to-Network Relay forwards the secured transport PC5 message to the target 5G ProSe UE-to-Network Relay.
3-5. The target UE-to-Network Relay performs UP based solution (step 4 of clause 6.3.3.2.2 TS 33.503[5]) or CP based solution (step 3-13 of clause 6.3.3.3.2 TS 33.503[5]). The messages, if available, exchanged between the Remote UE and the target 5G ProSe UE-to-Network Relay are sent within the U2N security container over secured PC5 transport messages via PC5 link of each hop.
6.  The 5G ProSe Remote UE and the target 5G ProSe UE-to-Network Relay performs Direct Security Mode Command procedure as specified in UP based solution (step 5 of clause 6.3.3.2.2 TS 33.503[5]) or CP based solution (step 14-17 of clause 6.3.3.3.2 TS 33.503[5]). The messages exchanged between the Remote UE and the target 5G ProSe UE-to-Network Relay are sent within the U2N security container over secured PC5 transport messages via PC5 link of each hop.
Successful verification of the Direct Security Mode Command assures the 5G ProSe Remote UE that the 5G ProSe UE-to-Network Relay is authorized to provide the relay service. Successful verification of the Direct Security Mode Complete message assures the 5G ProSe UE-to-Network Relay that the 5G ProSe Remote UE is authorized to get the relay service.
7-8. After successful verification, PC5 security context is also set up between the Remote UE and the target 5G ProSe UE-to-Network Relay. The 5G ProSe UE-to-Network Relay responds a Direct Communication Accept message within U2N security container over secured PC5 transport messages via PC5 link of each hop. The U2N security container is protected by the PC5 security context between the Remote UE and the target 5G ProSe UE-to-Network Relay.
9.  The Remote UE and the target 5G ProSe UE-to-Network Relay perform the rest of the UE-to-Network relay procedure, such as establishing a new PDU session or modifying an existing PDU session for relaying if needed or performing Remote UE Report etc, as specified in clause 6.3.3.2.2 and clause 6.3.3.2.3 of  TS 33.503[5].
6.Y.3
Evaluation

**** END of CHANGE ****
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