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1
Decision/action requested

Approve the pCR on new solution for key issue #2.
2
References

3

Rationale

This contribution proposes a new solution for KI#2.
4
Detailed proposals
*** BEGIN CHANGES ***
6.0
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues

	Solutions
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Editor’s Note: Each solution should be mapped here.

*** SECOND CHANGE (all new text) ***
6.Y
Solution #Y: Authorization of intermediate UE interacting with AIoT device
6.Y.1
Introduction

This solution addresses KI#2.

Given that AIoT devices are typically owned by third parties, it is often the case that the third-party AAA serves as the custodian of the AIoT device credentials. In this proposed solution, the AAA functions as the authentication and authorization server. It should be noted that the UDM can also serve as an authentication server if the third party has agreement with operator, although this aspect is not illustrated in the current solution.

The reader may be owned by the third party or by another entity with a business agreement with the former. Unauthorized readers are prohibited from interacting with the AIoT device, including communicating with it and obtaining the device ID.

This solution is based on topology 2, where an intermediate UE serves as the reader  for the AIoT device. During the device authentication procedure, the UDM and third-party AAA determine whether the UE is authorized to interact with the AIoT device so that both operator and third-party is aware of the authorization.

6.Y.2
Solution details

The following figure shows the call flow for authorization of intermediate UE interacting with AIoT device during authentication of AIoT device.
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Figure 6.Y.2-1: Authorization of intermediate UE interacting with AIoT device
1.
The UE reader has registered into 5G network with primary authentication performed successfully.

2.
The UE reader triggers the AIoT device to perform authentication procedure, e.g., by receiving an inventory request from the network.
3.
The AIoT device sends an AIoT message with Device SUCI.
NOTE:
Device SUCI aspect will be studied in key issue #3, and is not in scope of this solution.
4.
The UE reader sends UE NAS message with the Device SUCI towards the AMF serving the UE.
5.
The AMF sends Authentication Request with the UE GPSI of the UE reader and Device SUCI to the AAA-S via NSSAAF.
6.
The AAA-S authorizes whether the UE reader is allowed to serve the device. If the authorization fails, go to step 8.

7.
The AIoT Device, UE reader, AMF, NSSAAF, and AAA-S performs authentication procedure.


The UE reader forwards the authentication information between the AIoT device and the AAA-S via AIoT messages.
8.
The AAA-S sends the result to the AMF via NSSAAF. If authentication and authorization succeed, the AAA-S also sends the Device SUPI to the AMF via NSSAAF.
9.
The AMF sends Query message with UE SUPI and Device SUPI to the UDM. The UDM authorizes whether the UE reader is allowed to serve the device. The UDM responds to the AMF with the authorization result.

10.
The AMF sends the result to the UE reader. If the result indicates success, the AMF also sends the Device SUPI to the UE reader.
11.
The UE reader may send an AIoT message with the result to the AIoT device.
6.Y.3
Evaluation

TBA
*** END OF CHANGES ***
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