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1
Decision/action requested

Approve the proposed solution for TR 33.700-32.
2
References

[x] TS 33.501 Security architecture and procedures for 5G System

[y] TS 23.502 Procedures for the 5G System (5GS)

3
Rationale

This contribution proposes provide the solution for KI#2, first requirement in ( TR 33.700-32.)

5.2.3
Potential security requirements

The 5G system shall provide mechanisms for mitigating privacy attacks (e.g. trackability, linkability) against user identifier during the communication between the UE and the network, including the procedures for user authentication and service access.
The 5G system shall provide mechanisms for mitigating privacy attacks (e.g. disclosure) during the exposure of User Identity Profile information by the network to entities outside operator domain.
4
Detailed proposal



* * * * Start of Change * * * *
6.Y
Solution #Y: User privacy during the connection with 5GC
6.Y.1
Introduction

This solution is targeted to KI#2, requirement 1.
6.Y.2
Solution details
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Figure 6.Y.2.1-1: User Id privacy during the connection
1. UE-B is authenticated and registered in the network as defined in TS 33.501 [x] and TS 23.502 [y].
2. User-A is attached/linked to UE#B and provides a user ID.

3. UE-B generates the SUCIuser with UE credentials, where the currently standard SUCI mechanism is reused to generate the SUCIuser. For SUCIuser, a new SUCI type is used where SUPI and User ID are concatenated.

4. UE-B sends a NAS registration request with the 5G-GUTI of the subscriber and the SUCIuser of the user.

NOTE: If the AMF finds that the 5G-GUTI is unknown, then the AMF initiates primary authentication of the subscriber, and then, after successful completion of primary authentication, the below steps are performed.

5. AMF/SMF sends a Nausf_UEAuthentication_Authenticate Request with the SUPI of the subscriber and the SUCIuser of the user to the AUSF selected for the UE.

6. The AUSF sends Nudm_UEAuthentication_Authentication_Get request to UDM with SUPI and SUCIuser.

7. UDM deconceals the SUCIuser and retrieves the User_ID.

8. AUSF/AAA performs the user authentication. User authentication procedure is not defined in this solution.

9. Once user authentication is successful, then AUSF provides User_Id to the AMF.

10. Based on the successful authentication, the AMF generates a new 5G-GUTI that includes user and UE information and provides it to UE-B. UE-B uses this new 5G-GUTI for further communication.

A similar procedure can be executed if user authentication is performed at the PDU session level, where SUCIuser can be provided at the PDU session request, and accordingly, AMF/SMF performs the authentication.

6.Y.3
Evaluation

TBD
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled. The evaluation of the solution should include the impact to the 3GPP system.


* * * * End of Change * * * *
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