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********** FIRST CHANGE *************
[bookmark: _Toc145421622]
4.2.2.1.4	NAS integrity failure
Requirement Name: NAS integrity failure
Requirement Reference: TS 33.501 [2] clause 6.4.3.3. 
Requirement Description: In case of failed integrity check (i.e. faulty or missing NAS-MAC) is detected after the start of NAS integrity protection, the concerned message shall be discarded except for some NAS messages specified in TS 24.501.
Threat Reference:  TBDTR 33.926 [3], clause A.2.3.2, NAS integrity selection and use
Test Name: TC_AMF_NAS_INTEGRITY_FAILURE
Purpose:
Verify that AMF under test drops messages in case the NAS integrity fails or is missing.
Pre-Conditions:
-	Test environment with UE. The UE may be simulated. 
-	AMF under test is connected in emulated/real network environment.
- 	NAS Integrity algorithm different than NIA0 is used.
Execution Steps
Test case 1 (wrong NAS-MAC):
1. The tester triggers the UE to initiate an initial registration procedure with the AMF.
2. The AMF sends the Security Mode Complete message to the UE.
3. After the Security Mode Complete message, send a NAS message from the UE to the AMF with a wrong NAS-MAC. The message used must not be an exception in TS 24.501 [5].
Test case 2 (missing NAS-MAC):
1. The tester triggers the UE to initiate an initial registration procedure with the AMF.
2. The AMF sends the Security Mode Complete message to the UE.
3. After the Security Mode Complete message, send a NAS message from the UE to the AMF removing the NAS-MAC field. The message used must not be an exception in TS 24.501 [5].
Expected Results:
In both test cases, the AMF discards the NAS messages.
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot, packet captures or application log files containing the operational results.
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