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	Reason for change:
	The current note suggests that UDM-UDR interfaces allow the use of implementation-specific protocols for transport security. This interface transports highly sensitive information, such as the long term persistent keys of each subscriber. The use of implementation-specific algorithms carries the risk of using a theoretically unverified security algorithm, which must be prevented at all costs. Therefore, we suggest deleting this part of the note. It is important to note that in any case the rules of section 13.1 of 33.501 apply, which allows the implementation of security protocols such as TLS or IPsec. In this context, we also refer to the note 1-3, which allows specific rules of the use of TLS and IPsec. 

	
	

	Summary of change:
	Edit a note that may introduce unverified security protocols for the UDM-UDR interface.

	
	

	Consequences if not approved:
	Vendors may implement insecure protocols that transport highly sensitive information, such as each participant's long-term persistent keys.
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The long-term key(s) used for authentication and security association setup purposes shall be protected from physical attacks and shall never leave the secure environment of the UDM/ARPF unprotected. 
NOTE 1: Security mechanisms for protection of subscription credentials in ARPF are left to implementation.
NOTE 2: Security mechanisms for storage of subscription credentials in the UDR (as specified in 3GPP TS 29.505 [70]) and for the transfer of authentication subscription data (as specified in 3GPP TS 29.505 [70]) between UDR and ARPF are left to implementation.
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