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1. Discussion
[bookmark: _Hlk98750820]This proposal proposes the evaluation and conclusion for KI#4 as baseline for normative work. 
2. Proposal
It is proposed to capture the following changes in TR 23.700-84.
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8.X	Conclusions for Key Issue #4: NWDAF-assisted Network Abnormal Behaviour Mitigation and Prevention

It is agreed to use following principles as baseline for normative work.
· By means of statistics and predictions, NWDAF supports assistance to signalling storm mitigation and prevention by statistically learning the expected normal level of signalling and identifying a significant deviation indicating a signalling storm caused by massive signalling of UEs and/or caused by NFs signalling.
· A new Analytics ID to support Signalling storm Mitigation and Prevention caused by NFs signalling will be defined. 
· It will be determined in the normative phase whether to define a new Analytics ID or enhance an existing Analytics ID to support Signalling storm Mitigation and Prevention caused by massive signalling of UEs.
· Analytics Filter includes information to assist the NWDAF for the signalling storm as defined above.
NOTE: 	The consumers of the analytics ID and the parameters of the analytics request/subscribe (determined by the consumer) are to be specified in normative work.
· The NWDAF identifies target NFs to obtain data based on the Analytics Filter. 
· The following Input Data are agreed to be collected from NF, MDAF, AF and/or via NRF to support generation of the analytics by NWDAF:
· Information related to control plane signalling exchange, including 
: Request Type of control messages (and related posterior messages), message counts, success and failures, failure cause, fault information, response times for N1 and/or N2 interfaces and 5GC SBIs, taking information as described in clause 6.35.2.2 and table 6.39.1-1.
· Information on NF contexts, including
: UE related number, state transition and timer information of a group of UEs as described in clause 6.35.2.2 and table 6.39.1-1;
: NF load, status & resource usage as described in table 6.39.1-1.
· UE related data per group, including
: input data of existing UE related analytics.
· MDAF data, including
: 5GC Control Plane congestion status/level and/or aggregated data.
· AF data, including
: user active/deactive information as described in table 6.36.1-2.
NOTE:	The details of input data (including source and detailed data description) are to be specified in normative work. Input data already available in earlier releases are re-used.
NOTE:	The NWDAF collects UE related data via NFs(e.g., AMF, etc.) as specified in TS 23.288.
· In order to reduce signalling overhead, offline bulk data report (clause 6.2.6.1 in TS 23.288 [5]) for UE related data collection may be used.
· The following Output Data from NWDAF are agreed to be included in Analytics output:
· Statistics Analytics, including
: Target NF ID, cause of the signalling storm(i.e. signalling storm caused by UEs and signalling storm caused by NF), NF lists or a group of UEs, statistics corresponding to the input data.
· Prediction Analytics, including 
: Target NF ID, cause of the signalling storm, NF lists or a group of UEs, prediction corresponding to the input data, confidence level of the prediction.
NOTE:	Whether more IEs are needed will be discussed and specified in normative work.
· Examples of mitigation or prevention for NFs will be discussed and provided in the normative work, considering a similar format as in table 6.7.5.3-3 in TS 23.288 [5] as a basis, the final mitigation or prevention operations are based on operator’s policy/configuration and NF implementation. The mitigation and prevention described in Solutions #35 and #39 will be consider for used as a basis for such examples:
: UE-related configurations (back-off timers, thresholds, slice or priority based overload control, etc) 
: NF-related configuration ((re)discovery/selection, prioritizations, threshold, etc)

NOTE:	Examples of prevention/mitigation actions based on NWDAF analytics on signaling storm prediction and/or detection may be further refined during the course of the normative work.
NOTE:	Whether SCP entity itself can be a source of input data will be discussed and specified in normative work.
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