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Abstract of the contribution: This contribution is to consolidate the conclusion proposals in this meeting. 
1. Reason for Change
In this meeting, the following contributions are related to the interim conclusion for Identifier Format and Identification Management: 
S2-2407596, S2-2407678, S2-2407762, S2-2407816, S2-2408044, S2-2408249, S2-2408251, S2-2408296, S2-2408443, S2-2408553.
This revision is to merge the following documents for the discussion:
S2-2407596, S2-2407678, S2-2407762, S2-2407816, S2-2408044, S2-2408249, S2-2408251, S2-2408296, S2-2408443, S2-2408553.

2. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-13.
* * * * First Change * * * *
8
Conclusions

Editor's note:
This clause will capture conclusions for the study.
8.x   Interim Conclusion on Identifier and Identification Management
The following aspects and principles are considered and agreed for the interim conclusion on Identifier Format and Identification Management:
Permanent Identifier and temporary Identifier and Identifier Format Part
AIoT Device ID is composed of EPC (used for AIoT Service operation) and 3GPP defined Device ID (MCC+MNC+Device identifier, used for authentication of AIoT Device)
The 5GS should support a permanent Device Identifier. The permanent Device Identifier can flexibly and efficiently identify a specific Ambient IoT Device or a group of Ambient IoT Devices, 
Operator ID information should be contained in the ambient IoT device
In the case that the Ambient IoT Device Identifier is assigned by an operator:

-
The Ambient IoT Device Identifier consists of a Network Identifier and an Operator Allocated Identifier:

-
The Network Identifier is an identifier to indicate the network operator (e.g. MMC+MNC) which allocated the Device ID and holds the subscription-like information for the AIoT Device.

-
The Operator Allocated Identifier is an identifier used to identify the specific Ambient IoT Device.

NOTE:
The Operator Allocated Identifier format is determined by the operator and can follow any format. For example, it can be divided into subfields e.g. Enterprise ID or Group ID and an Instance ID, or use any other format, e.g. EPC.
Each AIoT device has/stores a globally unique permanent device identifier.
both permanent device identifier and temporary identifier can be used in RAN procedures, denpending on the security policy of the AIoT service and physical channel capacity.

the Reader determines whether to use permanent device identifier or temporary identifier for each AIoT communication. If temporary identifier is to be used, the Reader generates the temporary identifier and uses it in the DL trigger/Paging message. How the temporary identifier is generated and coordinated between the device and reader can be decided during the normative phase.
The capabilities of AIoT devices vary quite significantly in terms of their baseband capabilities, storage, form factor, cost, complexity etc. As such, AIoT devices are classified into two device types:

a) Type A AIoT devices:

-
These AIoT devices may not need to address privacy requirements and may also use a fixed permanent device identifier that it uses for all communication. These AIoT devices are suitable for Topology 2 wherein the AIoT device communicates through an intermediate UE Reader.

-
These AIoT devices do not perform the 5GC Registration procedure with the network and the device does not authenticate with the network, though the network may perform certain checks to validate the AIoT device subscription and service operation based on the AIoT Device ID. The AIoT device has no NAS or RRC states as defined in 5GS. The AIoT device can be paged.

-
There is no PDU session created for session management and data transfer is done using NAS messages. The device communicates with the network directly by sending data (Ethernet, Unstructured frames) using its AIoT Device ID.

b) Type B AIoT devices:

-
These AIoT devices may use a temporary identifier to address privacy concerns. These AIoT devices are suitable for Topology 1 wherein the AIoT device communicates directly with the Base station (Reader).

-
These AIoT devices register with the network based on a network trigger (or a trigger from an external AF) and the network authenticates the device and assigns the device temporary identifiers. The AIoT device maintains some notion of NAS states (registered, de-registered, etc.) and can be paged.

-
The AIoT devices performs data transfer using NAS messages. The communication between the device and network is secure (may be encrypted and integrity protected).
Ambient IoT Device ID should support  contains the information of MNO, AF, device type and connectivity capability, use cases, (Globally) Unique Device ID.
Identifier  allocation Part
The ID format should be harmonized design to adapt the operater allocated AIoT devices ID and 3rd party allocated AIoT device ID and index the target credential.
The AIoT network should support the two kinds of AIoT devices. Both Operator allocated AIoT devices ID and 3rd party allocated AIoT devices ID (i.e. EPC, etc.) should be supported.
The permanent Device Identifier can flexibly and efficiently identify a specific Ambient IoT Device or a group of Ambient IoT Devices, such as GS1-owned EPC or operator-owned identifier
Ambient IoT Device Identifier is either assigned by an operator or by a third-party and is stored in the Ambient IoT Device’s non-volatile memory.


The length of Ambient IoT Device Identifier is variable according to the service requirements.

Editor’s Note: How to distinguish between the two assignment options of the Ambient IoT Device Identifier is FFS.
In the case that the Ambient IoT Device Identifier is assigned by a third-party:

-
The Ambient IoT Device Identifier consist of a Network Identifier and an Application Allocated Identifier:

-
The Network Identifier is an identifier to indicate the operator (e.g. MCC+MNC) who holds the subscription-like information for the Ambient IoT Device. The Network Identifier may be set to a pre-defined/reserved value, e.g. 999999, if no operator holds subscription-like information for the Ambient IoT Device.

-
The Application Allocated Identifier is an identifier used to identify the specific Ambient IoT Device allocated by the 3rd Party, for example an EPC.

Identifier  configuration Part
Support bulk out of band provisioning and MNO network on-boarding of AIoT devices.
Support AIoT devices to be pre-provisioned with: Device IDs.
Bulk Provisioning (Group Registration) of Devices including authentication of devices is used for Ambient IoT Devices.
Pre-configuration of ID of IoTs are done between IoTs and AF, which includes AF ID, Device Type ID, Connectivity Type ID, Unique Device ID.
Ambient IoT configures or updates its pre-configured ID with its sensed information. (E.g. geographical information, product ID in warehouse), and sends Device ID Update to AF via SMF/NEF.
Ambient IoT Device ID should support 3 scenarios (Pre-configured, provisioned, and self-configured)
Identification management Part
Both AIoT device with operator credential and AIoT device with 3rd party credential should be supported. 

-
The AIoT device ID should support to index the AIoT device’s credential.
-     The AAA should be included in the architecture in case AIoT devices with 3rd party credential

-
The UDM should be included in the architecture in case AIoT devices with operator credential.
Based on Operator ID, 5GC can perform ambient IoT device management, such as determining the credential holder, supporting roaming service, etc.
read-only operations are preferred in the Identification management procedure
The AIoT device ID shall not be permanently tied to a specific MNO
The existing registration mechanism for the legacy UE is not applicable for AIoT devices. The information necessary for 5GC to validate the AIoT devices will be provided by the AF.
It is proposed, a serving network, owning the licensed spectrum, can enable and disable communication in the licensed spectrum for an Ambient IoT device.
Ambient IoT Device ID validation is supported by AIoTMF, if the AIoTMF is able to access the credential holder (e.g. UDM or AAA server) of the Ambient IoT Device.
Online-subscription from 3rd party (AF) is used so that Service Related Data is provisioned to MNO. Deployment of Ambient IoT Devices is used before Online-subscription.
Provisioning use case specific information (e.g. Area Code) or modified ID may be supported after deployment.
Ambient IoT configures or updates its pre-configured ID with its sensed information. (E.g. geographical information, product ID in warehouse), and sends Device ID Update to AF via SMF/NEF.
* * * * End of Changes * * * *
