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[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc66701831][bookmark: _Toc69883489][bookmark: _Toc73625499][bookmark: _Toc162414385]5.1.4.1	Policy/Parameter provisioning for 5G ProSe UE-to-Network Relay
The following information is provisioned in the UE in support of the UE assuming the role of a 5G ProSe UE-to-Network Relay:
1)	Authorisation policy for acting as a 5G ProSe Layer-3 and/or Layer-2 UE-to-Network Relay when "served by NG-RAN":
-	PLMNs in which the UE is authorized to relay traffic for 5G ProSe Layer-3 and/or Layer-2 Remote UEs.
	The authorisation for a UE to act as a 5G ProSe UE-to-Network Relay also authorizes the use of 5G ProSe UE-to-Network Relay Discovery with Model A and Model B.
NOTE 1:	It is up to UE and application implementation to select a discovery model or whether to perform both models simultaneously.
2)	ProSe Relay Discovery policy/parameters for 5G ProSe UE-to-Network Relay:
-	Includes the parameters that enable the UE to perform 5G ProSe UE-to-Network Relay Discovery when provided by PCF or provisioned in the ME or configured in the UICC:
-	5G ProSe UE-to-Network Relay Discovery parameters (User Info ID, Relay Service Code(s), UE-to-Network Relay Layer Indicator per RSC, optional Control Plane Security Indicator per RSC). The UE-to-Network Relay Layer Indicator indicates whether the associated RSC is offering 5G ProSe Layer-2 or Layer-3 UE-to-Network Relay service. If the Control Plane Security Indicator is provided for a RSC, then the Control Plane based security procedure as described in clause 5.1.4.3.2 is performed for UE-to-Network Relay Communication for that RSC, otherwise if it is not provided for a RSC, then the User Plane based security procedure as described in clause 5.1.4.3.3 is performed for that RSC. RSC dedicated for emergency service may also be provisioned.
-	Default Destination Layer-2 ID(s) for sending Relay Discovery Announcement and Relay Discovery Additional Information messages and receiving Relay Discovery Solicitation messages;
-	For 5G ProSe Layer-3 UE-to-Network Relay, the PDU Session parameters (PDU Session type, DNN, SSC Mode, S-NSSAI, Access Type Preference) to be used for the relayed traffic for each ProSe Relay Service Code;
-	Includes security related content for 5G ProSe UE-to-Network Relay, see TS 33.503 [29].
NOTE 2:	5G ProSe Relay Discovery policy/parameters can be provided from ProSe Application Server to the 5G ProSe UE-to-Network Relay, except for the Security parameters in bullet 2).
3)	For 5G ProSe Layer-3 UE-to-Network Relay, QoS mapping(s):
-	Each QoS mapping entry includes:
-	a mapping between a 5QI value and a PQI value;
-	a PQI PDB adjustment factor, for the PC5 communication for the 5G ProSe Layer-3 UE-to-Network Relay operation;

-	optional the Relay Service Code(s) associates with the QoS mapping entry.
4)	For 5G ProSe Layer-3 UE-to-Network Relay to relay Ethernet or Unstructured traffic from 5G ProSe Layer-3 Remote UE by using IP type PDU Session:
-	Mapping of ProSe Service(s) to ProSe Application Server address information (consisting of IP address/FQDN and transport layer port number).
5)	Parameters to broadcast warning messages:
-	Configured Destination Layer-2 ID(s);
-	PC5 QoS parameters defined in clause 5.6.1;
-	the NR Tx Profile based on the configuration as specified in clause 5.1.3.1.
NOTE 3:	It is up to inter operator alignment and network configuration whether a common Destination Layer-2 ID or IDs are used for all UEs cross PLMNs in a particular region for Public Warning Notification Relaying.
6)	Validity time indicating the expiration time of the Policy/Parameter for 5G ProSe UE-to-Network Relay discovery and communication.
The following information is provisioned in the UE in support of the UE assuming the role of a 5G ProSe Remote UE and thereby enabling the use of a 5G ProSe UE-to-Network Relay:
1)	Authorisation policy for using a 5G ProSe Layer-3 and/or Layer-2 UE-to-Network Relay:
-	For 5G ProSe Layer-3 Remote UE, indicates whether the UE is authorised to use a 5G ProSe Layer-3 UE-to-Network Relay.
-	For 5G ProSe Layer-2 Remote UE, indicates the PLMNs in which the UE is authorized to use a 5G ProSe Layer-2 UE-to-Network Relay.
	The authorisation for a UE to act as a 5G ProSe Remote UE also authorizes the use of 5G ProSe UE-to-Network Relay discovery with Model A and Model B.
NOTE 4:	It is up to UE and application implementation to select a discovery model or whether to perform both models simultaneously.
2)	Policy/parameters for 5G ProSe UE-to-Network Relay Discovery:
-	Includes the parameters for 5G ProSe Relay Discovery and for enabling the UE to connect to the 5G ProSe UE-to-Network Relay after discovery when provided by PCF or provisioned in the ME or configured in the UICC:
-	5G ProSe UE-to-Network Relay Discovery parameters (User Info ID, Relay Service Code(s), UE-to-Network Relay Layer indicator per RSC, optional Control Plane Security Indicator per RSC). The UE-to-Network Relay Layer Indicator indicates whether the associated RSC is offering 5G ProSe Layer-2 or Layer-3 UE-to-Network Relay service. If the Control Plane Security Indicator is provided for a RSC, then the Control Plane based security procedures as described in clause 5.1.4.3.2 is performed for UE-to-Network Relay Communication for that RSC, otherwise if it is not provided for a RSC, then the User Plane based security procedures as described in clause 5.1.4.3.3 is performed for that RSC. RSC(s) dedicated for emergency service may be provisioned to enable the support of emergency services for UE-to-Network Relaying.
-	Default Destination Layer-2 ID(s) for sending Relay Discovery Solicitation messages and receiving Relay Discovery Announcement and Relay Discovery Additional Information messages;
-	For 5G ProSe Layer-3 UE-to-Network Relay, the PDU Session parameters (PDU Session type, DNN, SSC Mode, S-NSSAI, Access Type Preference) to be used for the relayed traffic without using N3IWF access, or an indication of N3IWF access, for each ProSe Relay Service Code;
-	For 5G ProSe Layer-3 UE-to-Network Relay, optionally the ProSe application Traffic Descriptor(s) (as defined in TS 23.503 [9]) to be used for the relayed traffic for each ProSe Relay Service Code;
-	Includes security related content for 5G ProSe UE-to-Network Relay, see TS 33.503 [29].
3)	Policy/parameters for N3IWF selection for 5G ProSe Layer-3 Remote UE:
-	N3IWF identifier configuration for 5G ProSe Layer-3 Remote UE (either FQDN or IP address) in the HPLMN.
-	5G ProSe Layer-3 UE-to-Network Relay access node selection information - a prioritized list of PLMNs for N3IWF selection. It also indicates if selection of an N3IWF in a PLMN should be based on Tracking Area Identity FQDN or on Operator Identifier FQDN.
NOTE 5:	5G ProSe Relay Discovery policy/parameters can be provided from ProSe Application Server to the 5G ProSe Remote UE, except for the Security parameters in bullet 2).
4)	Parameters to receive warning messages:
-	Configured Destination Layer-2 ID(s);
-	PC5 QoS parameters defined in clause 5.6.1;
-	the NR Tx Profile based on the configuration as specified in clause 5.1.3.1.
NOTE 6:	It is up to inter operator alignment and network configuration whether a common Destination Layer-2 ID or IDs are used for all UEs cross PLMNs in a particular region for Public Warning Notification Relaying.
5)	Validity time indicating the expiration time of the Policy/Parameter for 5G ProSe UE-to-Network Relay discovery and communication.
The following information is provisioned in the UE in support of the UE assuming the role of a 5G ProSe UE-to-Network Relay as well as in the UE in support of the UE assuming the role of a 5G ProSe Remote UE and thereby enabling the use of a 5G ProSe UE-to-Network Relay:
1)	Radio parameters for 5G ProSe UE-to-Network Relay Discovery when the UE is not "served by NG-RAN":
-	Includes the radio parameters NR PC5 with Geographical Area(s) and an indication of whether they are "operator managed" or "non-operator managed". The UE uses the radio parameters to perform 5G ProSe Direct Discovery over PC5 reference point when "not served by NG-RAN" only if the UE can reliably locate itself in the corresponding Geographical Area. Otherwise, the UE is not authorized to transmit.
-	Default PC5 DRX configuration (see TS 38.331 [16]).
2)	Radio parameters for 5G ProSe UE-to-Network Relay communication when the UE is not "served by NG-RAN":
-	Includes the radio parameters NR PC5 with Geographical Area(s) and an indication of whether they are "operator managed" or "non-operator managed". The UE uses the radio parameters to perform 5G ProSe Direct Communication over PC5 reference point when "not served by NG-RAN" only if the UE can reliably locate itself in the corresponding Geographical Area. Otherwise, the UE is not authorized to transmit.
NOTE 7:	The validity time of these radio parameters is the same as the validity time of the Policy/Parameter listed above for 5G ProSe UE-to-Network Relay or 5G ProSe Remote UE.
3)	Policy/parameters related to privacy:
-	A privacy timer value indicating the duration after which the UE shall change each source Layer-2 ID self-assigned by the UE when privacy is required.
* * * * Next change * * * *
[bookmark: _Toc66692669][bookmark: _Toc66701848][bookmark: _Toc69883510][bookmark: _Toc73625522][bookmark: _Toc162414429]5.6.2	QoS handling for 5G ProSe UE-to-Network Relay operations
[bookmark: _CR5_6_2_1][bookmark: _Toc69883511][bookmark: _Toc73625523][bookmark: _Toc162414430]5.6.2.1	QoS handling for 5G ProSe Layer-3 UE-to-Network Relay without N3IWF
For a 5G ProSe Layer-3 Remote UE accessing network via 5G ProSe Layer-3 UE-to-Network Relay without N3IWF, the QoS requirement of the relay traffic between 5G ProSe Layer-3 Remote UE and UPF can be satisfied by the corresponding QoS control for the PC5 link between 5G ProSe Layer-3 Remote UE and 5G ProSe Layer-3 UE-to-Network Relay (PC5 QoS control) and the QoS control for the PDU session established between 5G ProSe Layer-3 UE-to-Network Relay and UPF (i.e. Uu QoS control). The PC5 QoS is controlled with PC5 QoS rules and PC5 QoS parameters (e.g. PQI, GFBR, MFBR, PC5 LINK-AMBR) as specified in clause 5.4 of TS 23.287 [2]. The QoS for the PDU session established between the 5G ProSe Layer-3 UE-to-Network Relay and UPF (i.e. Uu QoS control) is controlled with QoS rules and 5G QoS parameters (e.g. 5QI, GFBR, MFBR) as specified in clause 5.7 of TS 23.501 [4].
As shown in figure 5.6.2.1-1 below, the end-to-end QoS can be met only when the QoS requirements are properly translated and satisfied over the two legs respectively. 
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[bookmark: _CRFigure5_6_2_11]Figure 5.6.2.1-1: End-to-End QoS translation for 5G ProSe Layer-3 UE-to-Network Relay  operation
To achieve this, the QoS mapping can be pre-configured or provided to the 5G ProSe Layer-3 UE-to-Network Relay by the PCF using Prose Policy as specified in clause 5.1.4.1. The QoS mapping includes combinations of the 5QIs and PQIs mapping as entries. The PQI shall have standardized values as defined in Table 5.6.1-1 and in Table 5.4.4-1 of TS 23.287 [2]. The 5QI shall have standardized values as defined in TS 23.501 [4] clause 5.7.4. The QoS mapping also includes an adjustment factor for the PQI's PDB, e.g. 1/5 of the standardized PDB value in Table 5.6.1-1 and Table 5.4.4-1 of TS 23.287 [2].
If the QoS Flows setup are initiated by network, the SMF can base on the PCC rules or its local configuration to generates the QoS rules and QoS Flow level QoS parameters (e.g. 5QI, GFBR, MFBR) and signal to the 5G ProSe Layer-3 UE-to-Network Relay using PDU Session Establishment/Modification procedure. For the PDU sessions used for relaying, the SMF always provides the QoS Flow level QoS parameters to the 5G ProSe Layer-3 UE-to-Network Relay when establishes a QoS Flow. Then the 5G ProSe Layer-3 UE-to-Network Relay decides the PC5 QoS parameters for the corresponding PC5 QoS Flow by determining the PQI based the QoS mapping and the GFBR and MFBR values for the PC5 GBR QoS Flow are set equal to the GFBR and MFBR values for the GBR QoS Flow respectively. The PCF differentiates the relay traffic based on either local configuration, e.g.by a dedicated DNN or S-NSSAI used for relay traffic or by the traffic filters.

NOTE:	Separate QoS mappings can be configured for different RSCs.
If the 5G ProSe Layer-3 Remote UE initiates PC5 QoS Flows setup or modification during the Layer-2 link establishment or modification procedure, the 5G ProSe Layer-3 Remote UE provides the QoS Info as described in clause 6.4.3.6 to the 5G ProSe Layer-3 UE-to-Network Relay. The received PC5 QoS parameters of the QoS Info (i.e. PQI and conditionally other parameters such as MFBR/GFBR, etc.) are interpreted as the end-to-end QoS requirements by the 5G ProSe Layer-3 UE-to-Network Relay for the traffic transmission between 5G ProSe Layer-3 Remote UE and UPF. If the end-to-end QoS requirements can be supported by an entry in QoS mapping, the 5G ProSe Layer-3 UE-to-Network Relay uses the 5QI of the entry for the Uu QoS control and uses the PQI of the entry for the PC5 QoS control. If the end-to-end QoS requirements cannot be supported by any entries in QoS mapping, the 5G ProSe Layer-3 UE-to-Network Relay, based on its implementation, decides the 5QI for the Uu QoS control and PQI for the PC5 QoS control. The 5G ProSe Layer-3 UE-to-Network Relay provides the QoS Info (including PQI value chosen by the 5G ProSe Layer-3 UE-to-Network Relay) as part of the Accept message to the 5G ProSe Layer-3 Remote UE. If the 5G ProSe Layer-3 Remote UE performs the Layer-2 link modification procedure to add new PC5 QoS Flow(s) or modify the existing PC5 QoS Flow(s) for IP traffic or Ethernet traffic over PC5 reference point, the 5G ProSe Layer-3 Remote UE may also provide the PC5 QoS Rule(s) for the PC5 QoS Flow(s) to be added or modified to the 5G ProSe Layer-3 UE-to-Network Relay. The 5G ProSe Layer-3 UE-to-Network Relay may generate the Packet Filters used over Uu reference point based on the received PC5 QoS Rule(s).

The 5G ProSe Layer-3 UE-to-Network Relay performs the UE requested PDU session Modification as defined in TS 23.502 [5], clause 4.3.3 for authorizing the requested QoS including the 5QI and the Packet Filters. If the PCF authorizes the requested QoS with a different 5QI value, the 5G ProSe Layer-3 UE-to-Network Relay may further update the PQI value based on the authorized 5QI value and the 5G ProSe Layer-3 UE-to-Network Relay performs the Layer-2 link modification procedure as defined in clause 6.4.3.6 to update the corresponding PC5 QoS Flow with the updated PQI value.
Alternatively, reflective QoS control over Uu as defined in TS 23.501 [4], clause 5.6.5.3 can be leveraged for dynamic QoS handling of 5G ProSe Layer-3 Remote UE to save on signalling between SMF and 5G ProSe Layer-3 UE-to-Network Relay. Upon reception of a DL packet with RQI on the Uu for the 5G ProSe Layer-3 Remote UE, based on the indicated QFI, the 5G ProSe Layer-3 UE-to-Network Relay creates a new derived QoS rule or updates existing derived QoS rule corresponding to the remote UE, as defined in TS 23.501 [4]. The derived QoS rule is for UL packets from the 5G ProSe Layer-3 Remote UE at Uu interface.
Based on signalled QoS rules (via SMF) or derived QoS rules (Uplink Uu via reflective QoS), the 5G ProSe Layer-3 UE-to-Network Relay may generate the Packet Filters used over PC5 reference point and use the L2 Link Modification procedures as defined in clause 6.4.3.6 to either update existing PC5 QoS Flow(s) or to set up new PC5 QoS Flow(s) (when the QFI to PC5 QoS Flow mapping does not exist). The 5G ProSe Layer-3 UE-to-Network Relay may also provide the PC5 QoS Rule(s) for the PC5 QoS Flow(s) to be added or modified to the 5G ProSe Layer-3 Remote UE.
When the 5G ProSe Layer-3 UE-to-Network relay deletes the derived QoS rule e.g. after the RQ Timer expires, the 5G ProSe Layer-3 UE-to-Network Relay may perform L2 Link Modification procedures defined in clause 6.4.3.6 accordingly using the PQI mapped from the 5QI of the currently used QoS rule after the deletion of the derived QoS rule(s).
[bookmark: _CR5_6_2_2][bookmark: _Toc69883512][bookmark: _Toc73625524][bookmark: _Toc162414431]5.6.2.2	QoS handling for 5G ProSe Layer-3 UE-to-Network relay with N3IWF
When accessing 5GS via a 5G ProSe Layer-3 UE-to-Network Relay with N3IWF, the 5G ProSe Layer-3 Remote UE can request for PDU Session establishment or handover an existing PDU session to the N3IWF using UE requested PDU Session Establishment procedure defined in TS 23.502 [5] clause 4.12.5.
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[bookmark: _CRFigure5_6_2_21]Figure 5.6.2.2-1: End-to-End QoS support via Layer-3 UE-to-Network Relay with N3IWF
For the 5G ProSe Layer-3 Remote UE's PDU session(s) established via N3IWF, QoS differentiation can be provided on per-IPsec Child Security Association basis. N3IWF determines the IPsec child SAs as defined in TS 23.502 [5] clause 4.12. The N3IWF is preconfigured to allocate different IPsec child SAs for QoS Flows with different QoS profiles.

Based on configuration, the N3IWF can use one of the options below for QoS support in 5G ProSe Layer-3 UE-to-Network Relay UE's serving PLMN:
-	a static QoS mapping mechanism;
-	a dynamic QoS signalling based mechanism.
For the static QoS mapping mechanism, a SLA is established to govern the QoS handling between the 5G ProSe Layer-3 Remote UE's 5GC and the 5G ProSe Layer-3 UE-to-Network Relay UE's 5GC, e.g. when the RSC is configured. The SLA can include the mapping between the DSCP markings for the IPsec child SAs with the Remote UE and the corresponding QoS and N3IWF IP address(es). The non-alteration of the DSCP field between N3IWF and the 5G ProSe Layer-3 UE-to-Network Relay UE's UPF is also assumed to be governed by an SLA and by transport-level arrangements that are outside of 3GPP scope. The packet detection filters at the 5G ProSe Layer-3 UE-to-Network Relay UE's UPF can be based on the N3IWF IP address and the DSCP markings.
 When the dynamic QoS signalling based mechanism is used by N3IWF, it works as follows:
-	When the 5G ProSe Layer-3 Remote UE establishes or handovers a PDU session via the N3IWF as described in clause 4.12.5 of TS 23.502 [5], the PCF serving the PDU Session in the 5G ProSe Layer-3 Remote UE's 5GC detects need for specific QoS and provides corresponding PCC rules to SMF in the 5G ProSe Layer-3 Remote UE's 5GC. The resulted QoS information is provided to N3IWF in step 2b of clause 4.12.5 of TS 23.502 [5]. The N3IWF determines the IPSec Child SA(s) and signals to the 5G ProSe Layer-3 Remote UE, as in step 4 of clause 4.12.5 of TS 23.502 [5] via IKE signalling including the PDU Session ID, the QFI(s), optionally a DSCP value and optionally the Additional QoS Information specified in clause 4.12.5 of TS 23.502 [5]. The PDU Session Establishment Accept message will be sent to the 5G ProSe Layer-3 Remote UE as in step 5 of clause 4.12.5 of TS 23.502 [5].
-	Based on Additional QoS Information received from the N3IWF, the 5G ProSe Layer-3 Remote UE determines whether it is necessary to request for QoS session modification for the dedicated QoS Flows toward the 5G ProSe Layer-3 UE-to-Network Relay as described in clause 5.6.2.1. The 5G ProSe Layer-3 Remote UE also provides the N3IWF address, DSCP and the SPI as the traffic filter to enable filtering and mapping of DL traffic towards the right PDU Session/QoS Flow within the 5G ProSe Layer-3 UE-to-Network Relay UE's 5GC.
NOTE:	This mechanism allows to communicate GBR related parameters such as GFBR and MFBR from the PCF of the 5G ProSe Layer-3 Remote UE via the N3IWF and the 5G ProSe Layer-3 Remote UE to the 5G ProSe Layer-3 UE-to-Network Relay UE. The 5G ProSe Layer-3 UE-to-Network Relay UE would be able to request the GBR resources from its serving network using UE requested PDU session modification as in clause 4.3.3. of TS 23.502 [5].
-	If the 5G ProSe Layer-3 UE-to-Network Relay performs the PDU Session Modification procedure, the PCF in the 5G ProSe Layer-3 UE-to-Network Relay UE's 5GC authorizes the QoS parameters. If the PDU Session Modification procedure authorized the requested QoS parameters, the 5G ProSe Layer-3 UE-to-Network Relay acknowledges the 5G ProSe Layer-3 Remote UE over PC5. The 5G ProSe Layer-3 UE-to-Network Relay also provides the traffic filter provided by the 5G ProSe Layer-3 Remote UE to the SMF during the PDU Session Modification procedure and the SMF updates the PSA UPF with DL Packet Detection Rules.
-	The PSA UPF in the 5G ProSe Layer-3 UE-to-Network Relay UE's 5GC maps the DL traffic from IPSec Child SA tunnel to appropriate PDU Session/QoS Flow considering SPI and N3IWF address (filters provided by the 5G ProSe Layer-3 Remote UE).
-	The 5G ProSe Layer-3 Remote UE's or the 5G ProSe Layer-3 Remote UE's 5GC may initiated PDU Session Modification procedures as specified in clause 4.12.6 of TS 23.502 [5]. When the 5G ProSe Layer-3 Remote UE received QoS information from the N3IWF, the same interactions between the 5G ProSe Layer-3 Remote UE and 5G ProSe Layer-3 UE-to-Network Relay and between the 5G ProSe Layer-3 UE-to-Network Relay and its 5GC as described above apply.
[bookmark: _CR5_6_2_3][bookmark: _Toc69883513][bookmark: _Toc73625525][bookmark: _Toc162414432]5.6.2.3	QoS handling for 5G ProSe Layer-2 UE-to-Network Relay
For a 5G ProSe Layer-2 Remote UE accessing network via 5G ProSe Layer-2 UE-to-Network Relay, the existing 5G QoS control is reused between the 5G ProSe Layer-2 Remote UE and the 5G ProSe Layer-2 Remote UE's core network. The 5G ProSe Layer-2 Remote UE's SMF provides QoS profiles to NG-RAN, how NG-RAN performs QoS enforcement for PC5 interface (between the 5G ProSe Layer-2 Remote UE and 5G ProSe Layer-2 UE-to-Network Relay) and Uu interface (between the 5G ProSe Layer-2 UE-to-Network Relay and RAN) is specified in TS 38.300 [12].
* * * * Next change * * * *
[bookmark: _Toc69883555][bookmark: _Toc73625570][bookmark: _Toc162414499]6.1.1.7.1	5G ProSe Layer-3 UE-to-Network Relay
The UE-UE protocol stacks for discovery and PC5 link management as defined in clause 6.1.1.2 apply to 5G ProSe Remote UE, 5G ProSe Intermediate Relay and 5G ProSe Layer-3 UE-to-Network Relay. There could be zero, one or multiple 5G ProSe Intermediate Relay(s) between the Remote UE and UE-to-Network Relay. If there is no Intermediate Relay, the IP connection and PC5 link is from the remote UE to the UE-to-Network Relay.
Additionally, when N3IWF is supported by the 5G ProSe Layer-3 UE-to-Network Relay, the following control plane protocol stack apply.
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Legend:
-	NAS, EAP-5G and IKEv2 between the Remote UE and the N3IWF are defined in clause 8.2.4 of TS 23.501 [4].

[bookmark: _CRFigure6_1_1_7_11]Figure 6.1.1.7.1-1: Control plane protocol stacks between 5G ProSe Layer-3 Remote UE and N3IWF over 5G ProSe Layer-3 UE-to-Network Relay before the signalling IPSec SA is established
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Legend:
-	NAS, TCP and IPsec between the Remote UE and the N3IWF are defined in TS 23.501 [4] clause 8.2.4.

[bookmark: _CRFigure6_1_1_7_12]Figure 6.1.1.7.1-2: Control plane protocol stacks between 5G ProSe Layer-3 Remote UE and N3IWF over 5G ProSe Layer-3 UE-to-Network Relay after the signalling IPSec SA is established
* * * * Next change * * * *
[bookmark: _Toc69883561][bookmark: _Toc73625575][bookmark: _Toc162414508]6.1.2.3.1	5G ProSe Layer-3 UE-to-Network Relay



Legend:
-	GPRS Tunnelling Protocol for the user plane (GTP‑U): This protocol tunnels user data between NG-RAN node and UPF as well as between the UPFs in the backbone network (not shown in the figure). GTP-U shall encapsulate all end user PDU packets.
-	SMF controls the user plane tunnel establishment and establishes User Plane Bearers between NG-RAN node and UPF.
-	UDP/IP: These are the backbone network protocols used for routing user data and control signalling.
-	Uu: The NR Uu radio protocols of NG-RAN between the UE-to-Network Relay and the NG-RAN node are specified in TS 38.300 [12].
-	PC5-U: The radio protocols between the UE and the UE-to-Network Relay are specified in clause 6.1.2.2.

[bookmark: _CRFigure6_1_2_3_11]Figure 6.1.2.3.1-1: User plane protocol stack for Layer-3 UE-to-Network Relay
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Legend:
-	IPSec, Inner IP and GRE between the UE and the N3IWF are defined in TS 23.501 [4] clause 8.3.2.

[bookmark: _CRFigure6_1_2_3_12]Figure 6.1.2.3.1-2: User plane protocol stacks for Layer-3 UE-to-Network Relay with N3IWF support
There could be zero, one or multiple 5G ProSe Intermediate Relay(s) between the Remote UE and UE-to-Network Relay. If there is no Intermediate Relay, the IP connection and PC5 link is from the Remote UE to the UE-to-Network Relay.
* * * * Next change * * * *
[bookmark: _CR5_8_3_1][bookmark: _Toc69883536][bookmark: _Toc73625551][bookmark: _Toc162414463][bookmark: _Toc517047937]5.8.3.1	Common identifiers for 5G ProSe UE-to-Network Relay
The following parameters are used for the 5G ProSe UE-to-Network Relay Discovery Announcement message (Model A), where Source Layer-2 ID and Destination Layer-2 ID are used for sending and receiving the message and Announcer Info and Relay Service Code are contained in the message:
-	Source Layer-2 ID: the 5G ProSe UE-to-Network Relay self-selects a Source Layer-2 ID for 5G ProSe UE-to-Network Relay Discovery.
-	Destination Layer-2 ID: the Destination Layer-2 ID for 5G ProSe UE-to-Network Relay Discovery is selected based on the configuration as described in clause 5.1.4.1.
-	Announcer Info: provides information (i.e. User Info ID) about the announcing user.
-	Relay Service Code: parameter identifying a connectivity service the 5G ProSe UE-to-Network Relay provides to a 5G ProSe Remote UE. The Relay Service Codes are configured in a 5G ProSe UE-to-Network Relay for advertisement. Additionally, the Relay Service Code may also identifies authorized users the 5G ProSe UE-to-Network Relay would offer service to and may be used to select the related security policies or information e.g. necessary for authentication and authorization between the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay (e.g. a Relay Service Code for relays for police members only would be different than a Relay Service Code for relays for Fire Fighters only, even though potentially they provided connectivity to same DN e.g. to support Internet Access).
The following parameters are used for the 5G ProSe UE-to-Network Relay Discovery Solicitation message (Model B), where Source Layer-2 ID and Destination Layer-2 ID are used for sending and receiving the message and Discoverer Info and Relay Service Code are contained in the message:
-	Source Layer-2 ID: the 5G ProSe Remote-UE self-selects a Source Layer-2 ID for 5G ProSe UE-to-Network Relay Discovery.
-	Destination Layer-2 ID: the Destination Layer-2 ID for 5G ProSe UE-to-Network Relay Discovery is selected based on the configuration as described in clause 5.1.4.1.
-	Discoverer Info: provides information (i.e. User Info ID) about the discoverer user.
-	Target Info: provides information (i.e. User Info ID) about the targeted discoveree user.
-	Relay Service Code: information about connectivity that the discoverer UE is interested in. The Relay Service Codes are configured in the 5G ProSe Remote UEs interested in related connectivity services.
To support Multi-hop 5G ProSe UE-to-Network Relay discovery the following parameters may be added :
-	(Optional) Hop count: indicates the number of hops that the message is already relayed. It will be increased by 1 per hop.
-	(Optional) Maximum number of hops: a constant value that indicates the hop limit of the message.
-	(Optional) Path information: an (ordered) list of User Info ID of Intermediate Relays that indicates the transmitted path of the message.
The following parameters are used in the 5G ProSe UE-to-Network Relay Discovery Response message (Model B), where Source Layer-2 ID and Destination Layer-2 ID are used for sending and receiving the message and Discoveree Info and Relay Service Code are contained in the message:
-	Source Layer-2 ID: the 5G ProSe UE-to-Network Relay self-selects a Source Layer-2 ID for 5G ProSe UE-to-Network Relay Discovery.
-	Destination Layer-2 ID: set to the Source Layer-2 ID of the received 5G ProSe UE-to-Network Relay Discovery Solicitation message.
-	Relay Service Code: identifies the connectivity service the 5G ProSe UE-to-Network Relay provides to 5G ProSe Remote UEs that matches the Relay Service Code from the corresponding Discovery Solicitation message.
-	Discoveree Info: provides information (i.e. User Info ID) about the discoveree.
To support Multi-hop 5G ProSe UE-to-Network Relay discovery the following parameters may be added :
[bookmark: _Hlk169618226]-	(Optional) Hop count: indicates the number of hops between the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay on the selected path by the the 5G ProSe UE-to-Network Relay.
-	(Optional) Path information: an (ordered) list of User Info ID of Intermediate Relays that indicates the transmitted path of the message.
[bookmark: _Toc69883537][bookmark: _Toc73625552]The following parameters may be used in the Relay Discovery Additional Information message (using Model A) based on the procedure defined in clause 6.5.1.3 for 5G ProSe UE-to-Network Relay where Source Layer-2 ID and Destination Layer-2 ID are used for sending and receiving the message and the other parameters are contained in the message:
-	Source Layer-2 ID: the 5G ProSe UE-to-Network Relay self-selects a Source Layer-2 ID to send the Relay Discovery Additional Information message.
-	Destination Layer-2 ID: the Destination Layer-2 ID to send the Relay Discovery Additional Information message is selected based on the configuration as described in clause 5.1.4.1.
-	Relay Service Code: the Relay Service Code associated with the message. The Relay Service Code is used to identify the security parameters needed by the receiving UE to process the discovery message.
-	Announcer Info: provides information about the announcing user.
-	Additional parameters: the additional parameters for 5G ProSe Layer-3 UE-to-Network Relay (when applicable) are defined in clause 5.8.3.2.
NOTE 1:	The UE implementation needs to ensure that when the UE self-selects Source Layer-2 IDs, the self-selected Source Layer-2 IDs are different between 5G ProSe Direct Discovery (including 5G ProSe UE-to-Network Relay Discovery) in clause 6.3.2 and 5G ProSe Direct Communication (including 5G ProSe UE-to-Network Relay Communication) in clause 6.4 and are different from any other provisioned Destination Layer-2 IDs as described in clause 5.1 and any other self-selected Source Layer-2 IDs used in a simultaneous 5G ProSe Direct Discovery (including 5G ProSe UE-to-Network Relay Discovery) with a different discovery model.
[bookmark: _CR5_8_3_2]NOTE 2:	If a 5G ProSe UE-to-Network Relay and 5G ProSe Remote UE from different PLMNs discover each other, it means that the Relay Service Code is associated with the same connectivity service, and the same Relay Service Code is provisioned based on Service Level Agreement among PLMNs.
NOTE 3:  The Hop count, Maximum number of hops and Path information are used for multi-hop 5G ProSe UE-to-Network Relay Discovery with Model B. The multi-hop UE-to-Network Discovery message has no impact on 5G ProSe UE-to-Network Relay or 5G ProSe Remote UE that only supports single-hop UE-to-Network Relay as, e.g., single-hop and multi-hop UE-to-Network Relay can be distinguished based on RSC.
[bookmark: _CR5_8_3_3][bookmark: _Toc69883584][bookmark: _Toc73625601][bookmark: _Toc162414537]* * * * Next change * * * *
[bookmark: _CR6_3_2_3_1][bookmark: _CR6_3_2_3_2][bookmark: _CR6_3_2_3_3]6.3.2.X.3	Procedure for Multi-hop 5G ProSe UE-to-Network Relay Discovery with Model B
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Figure 6.3.2.X.3-1: General Procedures for 5G ProSe Multi-hop UE-to-Network Relay Discovery with Model B
1.	The 5G ProSe Remote UE decides the maximum number of hops for discovery based on policy configuration (i.e. a mapping between maximum number of hops and RSC) or QoS parameters.
If the maximum number of hops is determined based on RSC, the 5G ProSe Remote UE may not include the maximum number of hops in the Solicitation message. Otherwise, the 5G ProSe Remote UE includes the maximum number of hops in the Solicitation message.
2a.	The 5G ProSe Remote UE sends a 5G ProSe UE-to-Network Relay Discovery Solicitation message. The 5G ProSe UE-to-Network Relay Discovery Solicitation message additionally contains following IEs compared with that in clause 6.3.2.3.3: an indication that multi-hop relay is supported, hop count and the maximum number of hops.
	The Target Info may contain the User Info ID of UE-to-Network Relay and Intermediate Relay(s).
3a.	If the RSC contained in the Solicitation message matches any of the (pre)configured RSC(s), as specified in clause 5.1.4.1, of a 5G ProSe Intermediate Relay, and the Target Info matches the User Info ID of the 5G ProSe Intermediate Relay (if any), the 5G ProSe Intermediate Relay may decide to send a 5G ProSe UE-to-Network Relay Discovery Solicitation message.
The 5G ProSe Intermediate Relay should drop the received Solicitation message when its own User Info ID is contained in the received Solicitation message, or if the hop count (corresponding to the number of Relays included in the message) has reached the maximum number of hops of the received Solicitation message. The maximum number of hops may be obtained from the Solicitation message or may be decided based on RSC if it is not obtained from the message.
	The 5G ProSe Intermediate Relay may send a Response message when it has already found or established PC5 link with 5G ProSe UE-to-Network Relay(s), without sending Solicitation message. i.e., steps 4a-8a are skipped and step 9a is performed directly. The response message additionally contains the User Info ID of UE-to-Network Relay, path information to the UE-to-Network Relay which is an (ordered) list of User Info ID of intermediate Relay(s).
If the same Direct Discovery Set is received from different ProSe UEs, the 5G ProSe UE-to- Network Relay may select a Solicitation message to be sent to the next hop based on various criteria (e.g., hop count, delay, channel quality of received messages, etc.).
NOTE 1:	If the Source End UE does not receive any response after a timeout, based on application requirement, it may increase the maximum number of hops and send the discovery message again.
4a.	A 5G ProSe Intermediate Relay sends a Solicitation message, it additionally includes its own User Info ID in the message. i.e., the message contains the path information which is an (ordered) list of User Info ID of Relays in the path that has relayed the Solicitation message. The hop count is increased by 1.
2b.-6b.	Another discovery path of the Solicitation message.
7-8. If the RSC contained in the solicitation message matches any of the (pre)configured RSC(s), as specified in clause 5.1.4.1, of the 5G ProSe UE-to-Network Relay, and the Target Info matches the User Info ID of the 5G ProSe UE-to-Network Relay (if any), then the 5G ProSe UE-to-Network Relay responds to the 5G ProSe Intermediate Relay with a 5G ProSe UE-to-Network Relay Discovery Response message. The 5G ProSe UE-to- Network Relay Discovery Response message additionally contains the path information compared with that in clause 6.3.2.3.3.
	The 5G ProSe UE-to-Network Relay may choose the path based on e.g., the PC5 signal strength of each message received, hops to the Remote UE, the path information, etc.
9-10.	A 5G ProSe Intermediate Relay sends a 5G ProSe UE-to-Network Relay Discovery Response message. The Response message additionally contains the path information.
11.	The Remote UE may perform relay path selection based on e.g., the PC5 signal strength and the number of hops to the 5G ProSe UE-to-Network Relay.
* * * * Next changes * * * *
6.4.3.X	Layer-2 link management over PC5 reference point for Multi-hop 5G ProSe UE-to-Network Relay after Model B Discovery
The Layer-2 link procedures over PC5 reference point for unicast mode 5G ProSe Direct Communication as depicted from clause 6.4.3.6 is used for the PC5 reference point among 5G ProSe Remote UE, 5G ProSe Intermediate Relay and UE-to-Network Relay after Model B Discovery, with the following differences and clarifications:
For the UE oriented Layer-2 link establishment as described in the clause 6.4.3.1,
-	The 5G ProSe Remote UE determines the destination Layer-2 ID for PC5 unicast link establishment based on the unicast source Layer-2 ID of the selected 5G ProSe Intermediate Relay (as specified in clause 5.8.3) during UE-to-Network Relay discovery as specified in clause 6.3.2.X.
-	The 5G ProSe Intermediate Relay determines the destination Layer-2 ID for PC5 unicast link establishment based on the unicast source Layer-2 ID of the selected 5G ProSe Intermediate Relay or UE-to-Network Relay (as specified in clause 5.8.3) during UE-to-Network Relay discovery as specified in clause 6.3.2.X.
-	5G ProSe Remote UE sends a unicast Direct Communication Request message to the selected 5G ProSe Intermediate Relay. The Direct Communication Request message additionally includes:
-	Path information: an (ordered) list of User Info ID of 5G ProSe Intermediate Relays and the UE-to-Network Relay selected by the 5G ProSe Remote UE based on the path information provided to the 5G ProSe Remote UE during 5G ProSe UE-to-Network Relay Discovery procedure.
 -	QoS Info: indicates the End to End QoS Info.
-	5G ProSe Intermediate Relay sends a unicast Direct Communication Request message to the next 5G ProSe Intermediate Relay or the UE-to-Network Relay according to the path information in the received Direct Communication Request message. The Direct Communication Request message additionally includes:
-	Path information: an (ordered) list of User Info ID of 5G ProSe Intermediate Relays and the UE-to-Network Relay selected by the 5G ProSe Remote UE based on the path information provided to the 5G ProSe Remote UE during 5G ProSe UE-to-Network Relay Discovery procedure.
-	QoS Info: End to End QoS Info and the remaining QoS Info of hops from the Intermediate Relay to the network.
-	In step 4 and step 5, step 4a and step 5a are performed if the 5G ProSe Intermediate/UE-to-Network Relay's identity matches the Target Info (if any) and the Relay Service Code is one of the Relay Service Codes included during UE-to-Network Relay discovery as specified in clause 6.3.2.X.
Editor’s note: Details of QoS info content is FFS.
For the Layer-2 link release as described in the clause 6.4.3.3,
-	If the Layer-2 link release procedure is initiated by the 5G ProSe Intermediate Relay, the Disconnect Request message may indicate the 5G ProSe UE-to-Network Relay is temporarily not available as described in clause 5.12.
-	If the service authorization for acting as a 5G ProSe Intermediate Relay is revoked, the 5G ProSe Intermediate Relay should initiate the release of the layer-2 link that the revoked authorization affects.
Each PC5 unicast link for 5G ProSe UE-to-Network Relay is associated with a Unicast Link Profile, which additionally includes:
-	Path Information: which contains the User Info ID of Intermediate Relay at the next hop to the Remote UE.
Each PC5 unicast link for 5G ProSe Intermediate Relay is associated with a Unicast Link Profile, which additionally includes:
-	Path Information: which contains the User Info ID of Intermediate Relay or UE-to-Network Relay at the adjancent hop.
* * * * Next changes * * * *
[bookmark: _Toc162414562]6.5.1.X	5G ProSe Communication via Multi-hop 5G ProSe Layer-3 UE-to-Network Relay without N3IWF after Model B Discovery
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Figure 6.5.1.X-1: Connection establishment via Multi-hop 5G ProSe Layer-3 UE-to-Network Relay without N3IWF support
Connection establishment via Multi-hop 5G ProSe Layer-3 UE-to-Network Relay without N3IWF support as described in clause 6.5.1.1 is used for multi-hop UE-to-Network Relay after Model B Discovery with the following differences and clarifications:
1.	Service authorization and provisioning are performed for the 5G ProSe Layer-3 UE-to-Network Relay, Intermediate Relay(s) and 5G ProSe Layer-3 Remote UE.
2.	The 5G ProSe Layer-3 UE-to-Network Relay may establish a PDU Session for relaying.
3.	The 5G ProSe Layer-3 Remote UE performs Model B discovery of a 5G ProSe Layer-3 UE-to-Network Relay. The Remote UE obtains the path information to the UE-to-Network Relay(s) from the discovery procedure.
4.	The 5G ProSe Layer-3 Remote UE selects a path and establishes a connection for unicast mode communication.
5.	For IP PDU Session Type and IP traffic over PC5 reference point, the UE-to-Network Relay assigns IPv6 prefix or IPv4 address to Intermediate Relay(s) and the Remote UE. The Intermediate Relay act as DHCP proxy or relay the IP allocation message (e.g., Router Solicitation, Advertisement).
6.	The 5G ProSe Layer-3 Remote UE may provide PC5 QoS Info and PC5 QoS rule(s) to the 5G ProSe Layer-3 UE-to-Network Relay using Layer-2 link modification procedure via Intermediate Relay(s). Intermediate Relays may split the PC5 QoS hop-by-hop as described in clause 5.6.X.
Editor’s note: It is FFS how to handle QoS.
7.	For the Remote UE Report, the Remote User ID is an identity of the 5G ProSe Layer-3 Remote UE.
	For IP PDU Session Type, the Remote UE info is IP info related to Remote UE.
-	for IPv4, the 5G ProSe Layer-3 UE-to-Network Relay shall report IP address and TCP/UDP port ranges that are assigned to 5G ProSe Layer-3 Remote UE(s) by the UE-to-Network Relay;
-	for IPv6, the 5G ProSe Layer-3 UE-to-Network Relay shall report IPv6 prefix(es) assigned to individual 5G ProSe Layer-3 Remote UE(s).
	For Ethernet PDU Session Type, the Remote UE info is Remote UE MAC address which is detected by the 5G ProSe Layer-3 UE-to-Network Relay.
[bookmark: _CR6_5_1_2][bookmark: _CR6_5_1_2_1][bookmark: _CR6_5_1_2_2][bookmark: _CR6_5_1_2_3]NOTE:	Intermediate relays forward the Downlink packet to the correct PC5 links based on destination IP address in the packet.
[bookmark: _Toc73625615][bookmark: _Toc162414563][bookmark: _Toc50130630][bookmark: _Toc50133944][bookmark: _Toc50134284][bookmark: _Toc50557236][bookmark: _Toc50548914][bookmark: _Toc55202219][bookmark: _Toc57209843][bookmark: _Toc57366234][bookmark: _Toc68086187]6.5.1.Y	5G ProSe Communication via Multi-hop 5G ProSe Layer-3 UE-to-Network Relay with N3IWF after Model B Discovery
5G ProSe Communication via Multi-hop 5G ProSe Layer-3 UE-to-Network Relay with N3IWF as described in clause 6.5.1.2 isused for multi-hop UE-to-Network Relay after Model B Discovery with the following differences and clarifications:

Remote UE
Intermediate Relay
U2N Relay
NG-RAN
AMF
SMF
UPF
N3IWF
1. 5GS Registration and/or PDU Session connectivity (UE PRoSe Policy)
1. 5GS Registration, authorization and provisioning (UE ProSe Policy, URSP)
2. Multi-hop U2N Relay Discovery Procedure
3. Establishment of connection for one-to-one PC5 communication session
3. U2N Relay may establish new PDU session(s) for relay
4. IP address/prefix allocation
5. Remote UE selects an N3IWF and obtains its IP address
6. Remote UE performs NAS Registration and establishes IPSec tunnel using IKE procedures with N3IWF as provided in Figure 4.12.2.2-1 of TS 23.502
7. Additional Child SA, configuration and QoS policies are exchanged as specified in TS 23.304


Figure 6.5.1.Y-1: 5G ProSe Communication via Multi-hop 5G ProSe Layer-3 UE-to-Network Relay with N3IWF support
1.	5G ProSe Layer-3 UE-to-Network Relay performs Registration procedures and obtains the ProSe Policy that corresponds to the operation supporting the access to N3IWF. The 5G ProSe Layer-3 Remote UE is configured with the corresponding ProSe Policy and URSP rules.
	Supporting of the RSC configured for making the 5G ProSe Layer-3 Remote UE access to 5GC via N3IWF is preconfigured or provisioned to the Intermediate Relay by the ProSe Policy.
2-4. A 5G ProSe Layer-3 UE-to-Network Relay, 5G ProSe Intermediate Relay(s) and 5G ProSe Layer-3 Remote UE perform multi-hop discovery using the RSC configured for making the 5G ProSe Layer-3 Remote UE access to 5GC via N3IWF. The Remote UE obtains the path information to the UE-to-Network Relay(s) from the discovery procedure.
5.	The 5G ProSe Layer-3 Remote UE that connects to a 5G ProSe Layer-3 UE-to-Network Relay with N3IWF support selects an N3IWF and determines the N3IWF IP address.
6.	The 5G ProSe Layer-3 Remote UE establishes a signalling IPsec tunnel using IKE procedures with an N3IWF via Intermediate Relays and UE-to-Network Relay performs NAS Registration.
7.	Based on Additional QoS Information received from the N3IWF, the 5G ProSe Layer-3 Remote UE determines whether it is necessary to request for QoS session modification for the dedicated QoS Flows toward the 5G ProSe Layer-3 UE-to-Network Relay, taking the number of hops into account.
* * * * End of changes * * * *
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