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1. Introduction
Several solutions address KI#4 for “Traffic detection and QoS flow mapping for multiplexed data flows” 

The description below focuses on the user plane aspects which are relevant for KI#4. The KI#4 solutions also describe the interactions between AF and the 5GC entities which are very similar in all solutions and intended to convey to UPF and UE the needed instructions:

-  Solution #8 also addresses KI#1. It is mainly a solution for consistent PDU Set handling in scenarios with media multiplexing but not really solving how the streams are detected and mapped to QoS flows. The solution has an EN for the feasibility of the proposed detection in UPF and UE.
-  Solution #9 also addresses KI#2 and it is specific for MoQ. The UPF PSA acts as MoQ Relay with MoQ Transport connections with UE and Application server. UPF identifies multiplexed sub-flows based on Track Id, which is received in the MoQ metadata. The PDR detection information is also extended with the Track Id. 
-  Solution #12 also addresses KI#2 and KI#5. This solution proposes that the application server provides over N6 per-packet integrity protected obfuscated metadata (OFC) using UDP Options. There is an initial configuration of the OFCs in the system which provide information like how these codes relate to streams etc, so these codes can be used to identify/distinguish them. The UDP options are sent unencrypted and Multiple codes are used to avoid a 3p can identify patterns by observing these UDP options. QoS Flow mapping in the uplink is not addressed.
-  Solution #14 proposes that the Application Server provides stream info in an N6 tunnelling encapsulation header towards UPF. The Packet Filter Set are extended with the stream info for downlink traffic filtering by UPF. If QUIC traffic, examples of stream info include Connection ID or Stream ID. The specific N6 tunneling technology and encapsulation headers are not described. For uplink, packet filters are extended in a similar way though an EN remains for whether application stream info does actually reach the lower layers in the UE
-  Solution #15 proposes that the Packet Filters are extended to include additional parameters to detect the different streams. The parameters depend on the transport or encapsulation protocol. Examples include QUIC Connection ID or Stream ID. UPF also receives the protocol description to be able to determine these parameters from the N6 traffic. That is, protocol description is part of the PDR and input to PDR matching. Solution contains several open ENs. The uplink is not addressed. 
-  Solution #27 also addresses KI#2 and KI#3. The Solution is for RTP over Quic and it proposes that UDP options are used to provide over N6 inband metadata, including a downlink QUIC session correlation Id (QSC-ID) which is generated per IP flow, QUIC connection and QUIC stream. The PDR packet filter is extended with information of QUIC session correlation ID. The uplink is not addressed neither security consequences of sending (unencrypted) metadata.
-  Solution#28 proposes RTP senders set the PSI taking into account the different media. The mapping into QoS Flows is based on the Packet Filter plus PSI value/value range. UPF also receives PDRs extended with PSI and the protocol description so UPF can determine the PSI from the traffic, i.e. the protocol description is part of PDR and input to PDR matching. The uplink is not addressed
-  Solution#29 also addresses enhancements in handling of lone PDUs. The solution applies to the case where multiple media streams are are carried using RTP or Secure RTP multiplexed into the same transport layer traffic flow potentially with other protocols including among other RTCP or STUN. The Packet Detection Information in PDR is extended with additional parameters corresponding to elements of the specific protocols that can be used to differentiate the streams.
All solutions assume that the packet filters shall be extended to support mapping into QoS Flows media streams multiplexed in a transport connection. However, as described in Tdoc S2-2405554 (a revision of S2-2404480) applications that use QUIC in transport layer can multiplex multiple streams on a single transport connection using MP-QUIC and the media streams can use different 5-tuples. The UE and the network may use then baseline traffic descriptors e.g. 5-tuples to detect these media streams, which facilitates detection and mapping in UE and 5GC with no impact on 5G UP efficiency. Also using a multipath connection allows for separate congestion control for the different media streams which fits better with having them also on different QoS flows.
Some solutions propose the packet filters are extended so that PDR packet detection information includes some form of media or Flow ID: Track ID (#9) , stream info (#14) Connection or Stream ID (#15), QSC-ID (#27) or Obfuscated codes (#12) to match metadata provided by the Application server on the N6. Whereas solutions are very detailed in the handling of the downlink, they either do not address the uplink or assume similar extension in UE rules for the uplink. However no analysis or justification is provided for how this works. Applications (and browsers) are expected to provide some information per packet that should reach the UE lower layers. In the baseline, UE low layers use TFTs constructed from L3 and L4 header fields (e.g., IP addresses, DSCP, flow labels, L4 ports etc) to steer uplink packets to different QoS flows. If TFTs are to be extended with additional per-packet information:
-  An XRM application needs to know the modem capabilities and ensure (assuming it uses QUIC) that Stream frames or datagram frames that belong to different streams with different QoS requirements should not be written to the same QUIC packets. 
-  the XRM metadata needs to be either encoded in the IP packets somehow or in some meta-data associated with the packets that can be accessed by the modem. 
-  When writing the frames to QUIC packets and writing the QUIC packets to UDP datagrams the XRM metadata needs to be encoded either:
-  in the visible part of the QUIC header, or
-  as a kind of shim layer (between UDP and QUIC) header in the UDP payload, or 
-  encoded in some IP header field (e.g. the v6 flow label). 
-  or some other way not yet identified….
-  And then modem needs to strip away these fields so that they are not visible end-to-end. 
All these solutions require application, OS socket interfaces and modem TFT updates. For Browser based applications, probably W3C standardization will be required. Given that no analysis has been performed of these aspects during study phase, and assuming study phase can not be extended, the proposal is not to promote solutions based on metadata per packet information into normative phase. No solution should be defined for downlink without solving uplink as well.
Some solutions are proposing a Protocol Description is input to PDR matching (#15 and #28) so UPF knows where to find the parameters on different protocols or encapsulation. This extension has a big impacts in UPF matching procedure. The specific technology used to provide the metadata should be specified. This is also being discussed for KI#2 and conclusions can be reused. The metadata to be provided and how that is used should however be part of the  conclusions for KI#4.
Enhancements on handling of lone PDUs beyond Rel-18 are out of scope of KI#4.
2. Text Proposal
It is proposed to introduce the following changes vs. TR 23.700-70.
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8.x	Conclusions for Key Issue #4

Conclusion Principles: 

1 XRM Applications that need to multiplex multiple media streams with different QoS needs in one QUIC transport connection can use the MP-QUIC extensions to transmit each media stream with a different 5-tuple as an alternative. 
2 Identifying and providing specific QoS or PDU Set based QoS handling for individual media flows when multiple media flows are multiplexed into a single transport connection is supported in the following cases: 
a  Applications that multiplex multiple media streams in one transport connection using different 5-Tuples.  
b  (S)RTP, (S)RTCP and other associated protocols multiplexed into a single UDP/IP traffic flow (as specified in IETF RFCs 5761, 5764, 7983, 8872 and 9443). Media flow identification is based on headers and demultiplexing rules of those specific protocols. 
3  When multiple media flows are multiplexed into a single transport connection, either PDU Set based handling or ordinary QoS based handling may be applied to each detectable media flow. 
4  The detectable media flows that require different QoS treatment are mapped to distinct QoS Flows. The media flows that share the same QoS requirements can be mapped to the same QoS Flow. 
5  The AF may provide "Application Layer Packet Filter" parameter along with the IP packet Filter in the "AF session with required QoS" procedure to the NEF/PCF. The "Application Layer Packet Filter" is used to detect the media flow among multiple media flows that share the same IP Packet Filter. 
6   "Application Layer Packet Filter" are specified to detect Media flows that are transported with RTP or SRTP and they are based on the fact that the media can be detected using the Synchronization Source (SSRC) and Payload Type (PT) header fields. 
NOTE y: further details of "Application Layer Packet Filter" will be considered in the normative phase. 
7  The AF may provide distinct PDU Set QoS parameters, Protocol Description and traffic characteristics for each media flow. 
8  The AF may provide the QoS requirements and PDU Set QoS requirements for the multiplexed media flows either by:  
a) Using Rel-18 multi-modal procedure which allows the AF to provide multiple IP flow descriptions in a single request at the same time, in this case the IP flow descriptions may have same IP packet Filter and different "Application Layer Packet Filter". 
b) Using separate AF requests  
9  PCF creates a distinct PCC rule for each media flow that is provided with the "Application Layer Packet Filter". The PCC rule is extended with the "Application Layer Packet Filter" if received. 
10 The SMF binds the media flows that require different QoS treatment into different QoS Flows. 
11 SMF provides the "Application Layer Packet Filter" to the UPF in the PDR. The PDI in PDR is thereby extended.    
12 SMF provides QoS rules for the uplink traffic for the UE. QoS rules are extended to include "Application Layer Packet Filters" when required.   
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