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	Reason for change:
	(This is a CR for alignment). Rel-18 DI_5G requirement was not implemented in Stage 2 and Stage 3.

Checking Point:
· New SID proposal on Data Integrity Service in IOT (S6-211481) was endorsed but not finally approved.
· Corresponding LS to SA3 (S6-211496), and following LSs (S3-214337, SP-220028) between SA3, SA1 and SA6 were just for clarification on SA1 requirement. As a consequence, there are no further stage 2 and stage 3 actions.
· Other check list:
· 23.501. Data delivery stack between 5GC and AF is out of scope, and there is no “a mechanism to support data integrity verification service” on N6. 
· 23.433. It is SEALDD service that provide all kinds of mechanisms for data transmission between VAL client and VAL server. Not focusing on data exchange between 5G core and third-party service provider.
The SEALDD server may send the AF request to provide the required QoS information, N6 routing information to 5GC via N33/N5.
· 33.434 [SEAL-SEC-4.1-c] Integrity protection for configuration data and user profile data between an authorized VAL server in the network and the VAL UE.  TLS shall be used to provide integrity protection for the interface between the SEAL\SEALDD server and the VAL server.
Not apply to mechanism supported over interface between 5G core and an external application.
· 24.543 It is required that SDDM-C\ SDDM-S should support CoAP over TCP and Websocket. 
· 33.501 It is required that providing integrity protection for the interface between the NEF and the AF. This is for control plan message.

	
	

	Summary of change:
	Non-implemented requirements for DI_5G are removed.
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* * * * Start of Next Change * * * * 
8	Security

8.9	Data security and privacy
The 5G system shall support data integrity protection and confidentiality methods that serve URLLC, high data rates and energy constrained devices. 
[bookmark: _Hlk522796129]The 5G system shall support a mechanism to verify the integrity of a message as well as the authenticity of the sender of the message.
The 5G system shall support encryption for URLLC services within the requested end-to-end latency.
Subject to regulatory requirements, the 5G system shall enable an MNO to provide end-to-end integrity protection, confidentiality, and protection against replay attacks between a UE and third-party application server, such that the 3GPP network is not able to intercept or modify the data transferred between a UE and third-party application server.
Subject to regulatory requirements and based on operator policy, the 5G system shall provide a mechanism to support data integrity verification service to assure the integrity of the data exchanged between the 5G network and a third-party service provider.
NOTE: 	This requirement could apply to mechanisms supported over the interface between 5G core network and an external application, with no impact on RAN and UE.
Subject to regulatory requirements and based on operator policy, the 5G system shall provide a mechanism to support confidentiality to prevent exposure of data exchanged between the 5G network and a third party service provider.
[bookmark: _GoBack]NOTE: 	This requirement could apply to mechanisms supported over the interface between 5G core network and an external application, with no impact on RAN and UE.
* * * * End of Changes * * * * 

