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Introduction

Your introduction text here.

This work item was the security assurance methodology, security assurance requirement etc for 3GPP virtualized network products work items from Release 18. It focused on following main topics:

- It is derived from SECAM and SCAS WIs which is mainly focus on physical based network products.
- It describes different models, interfaces, procedures, roles and lifetime management, etc.  for 3GPP virtualized network products[1].

- It defines terminology, specific critical assets, threats for generic virtualized network products(GVNP)[2].

- It inherits most security requirement and test cases from physical based network product SCAS([3]) except some not fit for GVNPs. It proposes specific security requirements and test cases also.[4]
Description

The definitions of network product class and network product were documented in the TR 33.916 [5]. For implementing 3GPP defined functionalities in network products, some functionalities that relate to the supporting platform (e.g. hardware components, operating system, etc.) also need to be implemented. The platform provides execution environment for 3GPP defined functionalities. For physical network products, the platform and the 3GPP defined functionalities are tightly coupled, while for virtualized network products, the platform and the 3GPP defined functionalities are decoupled. However, Concept of 3GPP VNF is defined in TS 28.500 [5]. The platform of virtualized network products composes of a hardware layer and a virtualization layer, and is common for 3GPP defined functionalities. It brings difference for security assurance as a part of such work  depends on hardware implementation before.  It needs new methodology, critical assets and threats description and security requirements definition.
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