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1. Background Information
1) Support of transferring ML model address during analytics text transfer since Rel-17
Transferring ML model address during analytics text transfer has been specified by SA2 since Rel-17. In TS 23.288 CR 0282 (S2-2102446), the reason for introducing this feature is stated as follows:

“Current analytics context information includes analytics related and data related context information. Considering the analytics generation also needs ML model information, and the ML model information provided by the source NWDAF may help the target NWDAF to obtain a sound ML model for the ongoing transferred analytics subscription in a quick, efficient and even essential way, it is proposed that the source NWDAF also provides to the target NWDAF the ML model related context information, i.e. ML model used or subscription information by the source NWDAF.”

The ML model information includes the file address of the ML model(s) that the source NWDAF is currently using for the analytics and the Model provider NWDAF ID(s). Since TS 23.288 v17.5.0, the ML model information is further clarified as following:
“
-	ML Model related information:
-	ID(s) of NWDAF(s) containing MTLF: Instance/Set ID(s) of the NWDAF(s) containing MTLF from which the source NWDAF currently subscribes to the ML Model Information used for the analytics.
-	Optionally, file address(es) of the trained ML model(s), which is included only when the source NWDAF itself provides the trained ML model(s) for the analytics subscription(s) for which the related analytics context is requested.”
2) Security for AI/ML model storage and sharing in Rel-18
Security for AI/ML model storage and sharing is specified by SA3 in Rel-18 and the procedure for secured and authorized AI/ML model sharing between different vendors is described in Annex X.10 of TS 33.501, see the latest update in TS 33.501 CR 1976 (S3-241501 in SP-240660) wherein:

· The NF Service Consumer requests an access token from the NRF, and the NRF grants the access token if the Vendor ID of the NF Service Consumer (if the NF Service Consumer requests ML models for itself) or the Vendor ID of the ML model consumer (if the NF Service Consumer requests ML models on behalf of a ML model Consumer) is included in the NF Service Producer's interoperability indicator for the Analytics ID.

· The NF Service Consumer requests ML models from the NF Service Producer, and the NF Service Producer authorizes the NF Service Consumer or the ML model Consumer for model retrieval based on the access token provided by the NF Service Consumer (if the NF Service Consumer requests ML models for itself), or according to the sourceNfinstanceId IE attribute of the access token provided by the NF Service Consumer (if the NF Service Consumer requests ML models on behalf of the ML model Consumer). And if authorized, the NF Service Producer stores also the NF instance ID of Model Consumer as part of allowed NF instance list for the ML model.

3) LS from SA3 to SA2 on Issues related Analytics context transfer between AnLF(s), and that on Security of ML Model Sharing
S3-240912 "LS on Issues related Analytics context transfer between AnLF(s)" is sent from SA3 to SA2 in SA3#115 / SA2#162, and in the LS it states:
"SA3 noticed that in procedure of Transfer of analytics context and analytics subscription, as description in clause 6.1B of TS23.288, the Source AnLF may send the address (e.g. URL or FQDN) of Model file directly to the consumer(Target AnLF). 

Optionally, file address(es) of the trained ML model(s), which is included only when the source NWDAF itself provides the trained ML model(s) for the analytics subscription(s) for which the related analytics context is requested.

A potential security issue is that the Target AnLF is not authorized by the NRF, since it uses Nnwdaf_AnalyticsInfo_ContextTransfer service, not the Nnwdaf_MLModelProvision service. The source AnLF could send the Model file address to the unauthorized AnLF. Regarding this, SA3 suggests that if SA2 wants Model information to be transferred, another information is needed to be transferred from source NWDAF to target NWDAF, but remove the possibility to send Model file address. If the target NWDAF then wants to get the address of the model that the source NWDAF uses, it shall use the Nnwdaf_MLModelProvision service to request the model address from the MTLF model provider. "

2. Discussion
1) Clarifications on transferring model address during Analytics context transfer, and scenarios that the source NWDAF should support ML model address transfer
It is important to clarify that in the procedure of transfer of analytics context and analytics subscription as specified in clause 6.1B of TS 23.288, the source NWDAF (and/or the target NWDAF) can contain both AnLF and MTLF, or contain only AnLF. So it is different from what is described in SA3 LS S3-240912 where analytics context transfer happens only between AnLF(s).

In the case that the source NWDAF contains both AnLF and MTLF, and the source NWDAF (i.e. the MTLF contained in the source NWDAF) produces the ML Model by itself, transferring model address by the source NWDAF to the target NWDAF during analytics context/subscription transfer should be allowed/supported, for the following reasons: 

a) If the source NWDAF and target NWDAF are from the same vendor, the source NWDAF can send ML model address to target NWDAF, e.g. based on the target NWDAF ID locally configured in the source NWDAF.
What is described in Annex X.10 of TS 33.501 is for secured and authorized AI/ML model sharing between different vendors, which (though may be applied, but) shall not be mandatory for the same vendor case.
b) If the source NWDAF and target NWDAF are from different vendors, the source NWDAF can send ML model address to target NWDAF which has been authorized before, e.g. based on the target NWDAF ID stored as part of allowed NF instance list for the ML model(s) as described in S3-241501.
According to step 6a in Annex X.10 of TS 33.501 (see S3-241501), for AI/ML model sharing between different vendors, after verifying the access token and ensuring that the ML model consumer is authorized, the NF Service Producer "stores also the NF instance ID of Model Consumer as part of allowed NF instance list for the ML model." So the source NWDAF containing both AnLF and MTLF (as a model producer) can decide based on the stored NF instance ID of the target NWDAF that the target NWDAF has been authorized for ML model retrieval, and therefore send the ML model address to the target NWDAF for the analytics being transferred during analytics context/subscription transfer.
c) Considering the performance requirements of analytics provisioning, for analytics which has real time or near real time requirements for analytics output (and therefore for analytics context/subscription transfer), it is preferred to provide the ML model address during the analytics context/subscription transfer (instead of using the Nnwdaf_MLModelProvision service), as it takes more time for the ML model consumer to request the model address from the MTLF model provider after the analytics context/subscription transfer (especially considering the procedure in Annex X.10 of TS 33.501 / S3-241501 which starts from requesting access token from the NRF).
2) Trustiness between the source NWDAF and target NWDAF for analytics context/subscription transfer
For analytics context transfer, as specified in clause 6.1B.4 of TS 23.288, the source NWDAF provides to the target NWDAF "(Set of) Analytics context matching the input parameters of the Nnwdaf_AnalyticsInfo_ContextTransfer request. If no Requested Analytics Context type parameters are available in the request, all available analytics context types are sent. Analytics context includes the following information parts, if available:
-	Analytics related:
-	Pending output analytics (i.e. not yet notified to the consumer).
-	Historical output analytics information. ...
…
-	Data related to Analytics:
-	Historical data that is available at the source NWDAF and that is related to the analytics to be handed over to the target NWDAF. …
-	ML Model related information:
…"
It shows that the analytics (pending and/or historical) and historical data, if available, shall/should be sent by the source NWDAF to target NWDAF during analytics context transfer, while the analytics and data are not less valuable and security-sensitive than the ML model address. 

For analytics subscription transfer, as specified in clause 6.1B.2.2 of TS 23.288, the source NWDAF discovers and selects the target NWDAF. How does the source NWDAF select the target NWDAF which can be provisioned with the analytics context information as described above during the analytics subscription transfer and/or can continue to provide sound/trustworthy analytics information to the analytics consumer? One simple way is that the source NWDAF selects a target NWDAF which is from the same vendor or has been authorized for model / analytics / data access.

Considering the above, the source NWDAF and target NWDAF should have trustiness relations, e.g. based on local configuration or stored authorization information in the source NWDAF, which allows the sharing of analytics, data and model information (including model address) during the analytics context/subscription transfer.

3) Alternative ways to resolve the "potential" security issue in SA3 instead of in SA2
[bookmark: _GoBack]Instead of requesting SA2 to removing some valid features, one more positive way which can be done by SA3 is to come up with solutions to resolve "potential" security issues. Taking model address sharing during analytics context transfer as an example, it is questionable why the same security mechanism as that for the Nnwdaf_MLModelProvision service cannot be adopted by the Nnwdaf_AnalyticsInfo_ContextTransfer service operation. For example, the target NWDAF provides the access token in the Nnwdaf_AnalyticsInfo_ContextTransfer request so that the source NWDAF can authorize the target NWDAF and provide ML model address during analytics context transfer, which could be more flexible and support more scenarios of model sharing during analytics transfer than what are described in 1).

3. Proposed way forward
Proposal 1: It is suggested to task SA3 to resolve the security concerns mentioned in S3-240912. (Please note that the source NWDAF can contain both AnLF and MTLF during analytics context transfer.) 
Proposal 2: It is proposed to task SA2 to discuss the CR if necessary in next quarter.
