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Decision/action requested

The intent of this document is to seek guidance from SA for SA3 to progress the work on AIoT security study. 
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Rationale
R19 RAN AIoT study [1] has described the peak device power consumption for two types of AIoT devices:

i. ~1 µW peak power consumption.

ii. ≤ a few hundred µW peak power consumption.
Observation 1:  AIoT device under consideration in R19 has maximum peak power consumption of “≤ a few hundred µW”.
Discussions during SA3#115-Adhoc were inconclusive as to whether the two types of AIoT devices described in the RAN study will have (or can support) (e)UICC or not.  It is apparent that SA3 alone is not in a position to decide, based on the capabilities of the AIoT devices whether (e)UICC can be supported for the AIoT devices to be used in AIoT services.

On the other hand, we can examine the minimum power consumption requirements based on existing 3GPP and ETSI specifications [2-4] to see what is needed to support (e)UICC. 
Note that 3GPP TS 31.120[2] refers back to ETSI TS 102 230[4] for all of its technical details as to test specification of physical characteristics of the UICC, with a reference to ETSI TS 102 221[3] where the requirements for the physical characteristics and  operating conditions for four classes of UICC have been specified. Summary given below is extracted from ETSI TS 102 221 [3] for which each of these four classes of UICC operates:
Table 1: UICC Operating Conditions

	
	Supply Voltage
	Reset
	Clock
	I/O

	Class A (Note)
	4.5-5.5v
	IOHmax =+20μA 

IOLmax = -200 μA 

Cout =Cin =30pF 


	IOHmax = +20 μA 

IOLmax = -200 μA 

Cout =Cin =30pF 


	IOHmax = +20 μA 

IILmax = +1 mA 



	Class B
	2.7-3.3 v
	IOHmax = +20 μA 

IOLmax = -200 μA 

Cout =Cin =30pF 


	IOHmax = +20 μA 

IOLmax = -20 μA 

Cout =Cin =30pF 


	IOHmax = +20 μA 

IILmax =+1mA 



	Class C
	1.62-1.98v
	IOHmax = +20 μA 

IOLmax = -200 μA 

Cout =Cin =30pF 


	IOHmax = +20 μA 

IOLmax = -20 μA 

Cin =Cout =30pF 


	IOHmax =+20μA 

IILmax =+1mA 



	Class D
	1.1-1.3v
	IOHmax =+20μA 

IOLmax = -200 μA 

Cout =Cin =30pF 


	IOHmax = +20 μA 

IOLmax = -20 μA 

Cin =Cout =30pF 


	IOHmax = +20 μA 

IILmax = +1 mA 



	NOTE: To allow for overshoot the voltage on RST, CLK and I/O should remain between -0.3 V and Vcc + 0.3 V during dynamic operations. 


· In a previous study of Machine-Type Communication (TR 31.970 [5]), UICC power optimization and consumption are analyzed. When optimization is applied, UICC/USIM are assumed to operate only during the power cycle of the MTC device but continue to absorb power during idle state. The power consumption assessments were given for the following two scenarios:

· ME keeps the UICC powered up in clock stop mode and the UICC consumes 15μA for the entire duration.

· UE switches off the UICC and re-activates it only when needed.

Additionally, the analysis in TR 31.970 [5] (clause 5.2.2) assumes that,

· UICC/USIM initialization takes about 2 seconds.

· UICC/USIM has a maximum power consumption of 10 mA, as specified by ETSI TS 102 221.

Clause 6.2.3 of ETSI TS 102 221 [3] also specifies that a terminal must supply a minimum current of 10mA to the UICC during an application session. Furthermore, depending on the supply voltage class in use, the minimum required supply voltage can range from 1.1V for Class D, 1.62V for Class C, 2.7V for Class B, to 4.5V for Class A for each of the class of UICC respectively. 
Using the same assumption as TR 31.970 [5] and operating conditions as specified in ETSI TS 102 221 [3], it can be deduced that:
· The UICC/USIM requires approximately 11mW (10mA ( 1.1 V = 11mW) during initialization stage even for a Class D UICC that uses the lowest supply voltage.

· The UICC/USIM consumes approximately 16.5(W (15(A ( 1.1 V = 16.5(W) to keep powered up in clock stop mode for a Class D UICC that uses the lowest supply voltage.

In contrast, the MAXIMUM peak Ambient IoT device power consumption as described in [1] is “≤ a few hundred µW”.

TR 31.970 [5] further notes that power consumption required to initialize a UICC even during the 2-second delay for a UICC containing a simple USIM without any additional service is the sum of the power consumption of the two components:
· Power consumption of the USIM

· Power consumption of the ME

Assuming a USIM uses minimum 10mA to be powered up and an IoT device with few hundred μA (the more powerful of the two types of AIoT devices), the total power consumption is 10+ mA or 11+mW based on the lowest voltage of 1.1V specified for the Class D UICC that uses the lowest supply voltage.
Observation 2: Device supporting UICC must provide minimum of 11mW (or 11000 µW) of power during UICC initialization stage.

Discussions during SA3#116 revealed that GSMA has updated their UICC specifications [6] and [7] to introduce another variation of embedded UICC called “integrated eUICC”.  [6] defines an “integrated eUICC” as follows:

“An eUICC implemented on a Tamper Resistant Element (TRE) that is integrated into a System-on-Chip (SoC), optionally making use of remote volatile/non-volatile memory”  

[7] specifies the testing requirement for the Integrated eUICC.  However, unlike ETSI specification in [3] where the specific maximum power consumptions requirements are specified, none of the GSMA specifications that has expanded to include integrated eUICC specifies power consumption requirements for either the Integrated eUICC or the SoC of which the integrated eUICC is a part of.  Without specifying power consumption details, it is left for implementation as to how or if such device can fulfill the RAN targeted peak device power consumption for the two types of AIoT devices.
Observation 3: Current GSMA specifications do not specify the maximum power consumption requirement for either the Integrated eUICC or the SoC of which the Integrated eUICC is part.
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Proposals for endorsement
We note the observations from Clause 3: 

Observation 1: AIoT device under the consideration in R19 has maximum peak power consumption of ≤ a few hundred µW.
Observation 2: Device supporting UICC must provide minimum of 11mW during UICC initialization stage.

Observation 3: Current GSMA specifications do not specify the maximum power consumption requirement for either the Integrated eUICC or the SoC of which the Integrated eUICC is part.

Based on these analysis and observations, it is not clear to us whether or how an AIoT device with “≤ a few hundred µW” peak power consumption supports UICC. Without any clear indication, SA3 is unable to progress some of the most fundamental and yet critical aspects of security in the AIoT security study, specifically key issues related to authentication and communication.

We would like to seek SA plenary guidance so that SA3 can progress the work on AIoT security study.
