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Change 1
[bookmark: _Toc162277838]8.31	API invoker obtaining authorization from resource owner
[bookmark: _Toc162277839]8.31.1	General
CAPIF may authorize the API invoker to invoke the service API based on the authorization information from the resource owner given before the API invocation. 
Clause 8.31.3 shows the procedure for obtaining the authorization information.
[bookmark: _Toc162277840]8.31.2	Information flows
NOTE:	The security aspects of this procedure are specified in TS 33.122 [12].
[bookmark: _Toc162277841]8.31.3		Procedure
Figure 8.31.3-1 illustrates the procedure for API invoker obtaining authorization from resource owner.
Pre-conditions:
1.	The resource owner function can communicate with the API invoker.
2.	The service API access requires obtaining authorization from resource owner.




Figure 8.31.3-1: Procedure for API invoker obtaining authorization from resource owner
1.	The API invoker requests to obtain resource owner authorization information to invoke the service API exposed by the API exposing function. The authorization function provides the authorization by interacting withvolving the resource owner via the resource owner function.
NOTE:	The detailed procedure to obtain the resource owner's authorization information is specified in TS 33.122 [12].
2.	The API invoker sends service API invocation request to the API exposing function with the resource owner authorization information received in step 1.
3.	The API invoker receives the service API invocation response resulting from the service API invocation once the API exposing function has checked whether the API invoker is authorized to invoke that service API based on the authorization information.


Change 2 (editorial)

[bookmark: _Toc162217971]8.16.3	Procedure
Figure 8.16.3-1 illustrates the procedure for API invoker authorization to access service APIs.
Pre-conditions:
1.	The API invoker has been authenticated.
2.	The API invoker associated authorization information is available at AEF.


[image: A black and white screen with white text

Description automatically generated]
Figure 8.16.3-1: Procedure for API invoker authorization to access service APIs
1.	The API invoker triggers service API invocation request to the AEF, including the service API to be invoked. 
NOTE 1:	Authentication can also be performed if not authenticated previously.
NOTE 2:	The API invoker can trigger several service API invocations asynchronously.
2.	Upon receiving the service API invocation request, the AEF checks whether the API invoker is authorized to invoke that service API, based on the authorization information.
2a.	If the AEF does not have information required to authorize service API invocation, the AEF obtains the authorization information from the CAPIF core function.
3.	The AEF executes the service logic for the invoked service API.
4.	The API invoker receives the service API invocation response as a result of the service API invocation.
End of changes
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