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Introduction
RAN#102 approved the Study on additional topological enhancements for NR [1] which included objectives for the study of Wireless Access Backhaul (WAB) and 5G Femtocells. The first objective stated for the Femtocell objective is as follows:
-	Study the overall RAN architecture and required functional and procedural impacts for supporting 5G Femto deployments [RAN3]. 
Four options were incorporated in the draft TR during RAN3#123-bis [2]-[5]. This paper discusses characteristics of proposed femto architectures which are of importance to AT&T and evaluates the four options based on those characteristics.
Discussion

Desired characteristics for the femto architecture
Following is a non-exhaustive list of characteristics which drive the selection of a femto architecture.
Security. Femtos pose unique security challenges compared to normal gNB equipment. Operators must ensure that the equipment operating as femto cells operate within parameters set by the operators. Operators must also guard against malicious and unauthorized access.
Deployment flexibility. Large operators may have a mix of different equipment in separate parts of their networks. Examples of network variability may include NSA and SA deployments operating in different geographic regions, as well as equipment from a variety of vendors, all of which should be interoperable with the femto architecture. The femto architecture should also be able to provide service continuity whenever the operator upgrades their network, including retrofitting an NSA network with an SA network.
Robust operation. This characteristic has multiple aspects. The first aspect is isolating core elements from unpredictable operation. As femto cells may be deployed on premises outside the domain of operator control, they pose additional challenges in terms of reliable and predictable operation. Femtos are much more vulnerable to power and network outages than macro or micro cells. A second aspect is scalability. Femto architectures should be able to economically service a broad range of enterprise and residential deployments.
Review of existing options
Option 1: Direct connection between NR Femto and 5GC via NG interface


Figure 5.2.1.x-1: Option 1 for NR Femto Architecture
Discussion: While this topology may seem obvious, the depiction of this option is perhaps too abstract. No obvious security provisions are present, and it isn’t clear how this option would operate in e.g., an NSA network. It also may be vulnerable to disruptions in femto service and scalability issues.
Observation 1: Option one offers no obvious solutions for security, deployment flexibility or robust operation.

Option 2: Connection between NR Femto and 5GC via NR Femto GW.


Figure 5.2.1.2-1: Option 2 for NR Femto Architecture

Discussion: This topology is adapted from an EUTRA solution which was developed with attention to the three characteristics described above. The SeGW provides the security layer. The femto GW provides an interface to the core which accommodates various 5GC implementation strategies (i.e., purpose-built vs. virtual implementation) and has the potential to isolate the core from disruptions in femto service. However, the gateway part of this architecture may or may not be deployed depending on the scale of the femto deployment or the capabilities of the core.
Observation 2: Option 2 addresses security, flexibility, and robustness characteristics.
Observation 3: The femto gateway part of the Option 2 architecture is optional, i.e., it may or may not be deployed.


Option 3: SCTP concentrator
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Discussion: This option appears to be focused on addressing the scalability and possibly the isolation aspects of the femto architecture. As such, it may be a more efficient alternative to the femto gateway of Option 2. However, it isn’t apparent how this architecture would accommodate security needs.
Observation 4: More study is needed to determine how Option 3 addresses security issues and if it provides the same degree of isolation which is possible with Option 2.

Option 4: NR Femto as a gNB-DU


Figure 5.2.1.x-1: Option 4 for NR Femto Architecture

Discussion: This option appears to be placing the security role in the gNB-CU-CP and gNB-CU-UP. The efficacy of this approach needs to be demonstrated. This may be a flexible solution in that the gNB-core interface could potentially be reused, but this must be studied. Finally, while this architecture suggests disaggregation of CU resources, the scalability of this solution must still be studied. 
Observation 5: Option 4 is the most significant departure from the EUTRAN architecture. As such, it requires significant study to answer questions regarding security, flexibility, and robustness.
Summary
Of the options presented, Option 2 (Femto GW) is a proven solution which has the benefit of isolating the 5GC from unexpected and unpredictable behavior. Options 1 and 4 may be workable solutions but provide questionable scalability and limited isolation from unpredictable femto behavior. Option 3 is assumed to provide some of the scalability benefits of Option 2, but still provides limited isolation between the 5GC and femtocells. Option 2 is therefore the preferred solution.
In moving forward with the study, it is not obvious that any of the four options should be down-selected at this time. However, it is clear that Option 2 addresses all of the necessary characteristics. For that reason, we recommend that the study proceed with attention to all the offered options with Option 2 as a priority. We also recommend that Option 2 be part of the work item.
Proposal 1: Continue the study with all options as candidates.
Proposal 2: Option 2 will be specified during the work item phase.
Conclusion
Observation 1: Option one offers no obvious solutions for security, deployment flexibility or robust operation.
Observation 2: Option 2 addresses security, flexibility, and robustness characteristics.
Observation 3: The femto gateway part of the Option 2 architecture is optional, i.e., it may or may not be deployed.
Observation 4: More study is needed to determine how Option 3 addresses security issues and if it provides the same degree of isolation which is possible with Option 2.
Observation 5: Option 4 is the most significant departure from the EUTRAN architecture. As such, it requires significant study to answer questions regarding security, flexibility, and robustness.

Proposal 1: Continue the study with all options as candidates.
Proposal 2: Option 2 will be specified during the work item phase.
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