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1	Introduction
[bookmark: _Toc147158671][bookmark: _Toc499559238][bookmark: _Toc61387172]In RAN2#125bis meeting, RAN2 discussed general overall procedure and supported use cases for Ambient IoT (A-IoT). Some related agreement has been achieved [1]:
	· RAN2 will support two use cases, “inventory” and “command”. The definition, detailed wording is FFS
· Baseline procedure:
Step A: Based on the service request, the reader sends the Initial Trigger Message indicating device(s) that need to respond; Details FFS
Step B: Triggered device(s) performs the random access-like procedure, if needed; Details FFS
Step C: The device may perform the data communication with the reader as needed,: Details FFS
· We will study the support of both “inventory” and “command” in the same procedure.
· FFS if Initial Trigger Message can also include “command”.


In this contribution, the general aspects and overall procedure for Ambient IoT are discussed.
2	Discussion
[bookmark: _Toc499559239][bookmark: _Toc61387173][bookmark: _Toc147158672]2.1	General aspects and high-level principle for the study item
Considering that a sampling frequency offset (SFO) for A-IoT could be like 105 PPM (10% timing error), as analysed in [2], it is not possible for A-IoT devices to have time domain slot alignment. Meanwhile, an A-IoT system without time domain alignment has been under study by RAN1. Some timing acquisition signals for both device-to-reader and reader-to-device transmission need to be studied to address the timing acquisition issue.
	R1#116 agreement[1]
At least the following time domain frame structure is studied for A-IoT R2D and D2R transmission.
· For R2D transmission,
· A R2D timing acquisition signal (e.g. R2D preamble) is included at least for timing acquisition and for indicating the start of the R2D transmission in time domain.
· For D2R transmission,
· A D2R timing acquisition signal (e.g. D2R preamble) is included at least for timing acquisition and for indicating the start of the D2R transmission in time domain.
· FFS other necessary component(s), e.g. midamble, postamble, periodic sync signal, control fields, guard period


Since the timing accuracy of A-IoT device could be extremely low, a device cannot work well in an accurately synchronous system by using legacy timing methods in 3GPP. Therefore, unlike NR, the new interface for Ambient IoT would be an asynchronous system, similar to RFID.
[bookmark: _Hlk162520631]Observation 1:	The Ambient IoT should be an asynchronous system.
2.2	Overall procedures
As captured in RAN2#125-bis agreement, RAN2 need to study the support of both “inventory” and “command” in the same procedure.
	· We will study the support of both “inventory” and “command” in the same procedure.


With the above in mind, we intend to present the RAN2 part stage-2 procedure/flowchart to support three cases of “inventory only”, “inventory and command”, and “command only” in this sub-clause.
Another agreement that a stage-2 baseline procedure generally includes 3 steps:
	Baseline procedure:
Step A: Based on the service request, the reader sends the Initial Trigger Message indicating device(s) that need to respond; Details FFS
Step B: Triggered device(s) performs the random access-like procedure, if needed; Details FFS
Step C: The device may perform the data communication with the reader as needed,: Details FFS


Based on the baseline procedure, a stage-2 procedure supporting both inventory and command is described in Figure 1. The detailed procedures between BS-reader and CN (i.e., the grey part in Figure 1) are decided by RAN3/SA2.



Figure 1:	General procedure for Ambient IoT (for inventory and/or command)
A.	A-IoT paging: The BS-reader sends the A-IoT Paging Message to one or multiple devices. Specifically, which device(s) needs to respond is based on the service request from CN.
-	For example, when a BS-reader receives Service Request from CN, it can send A-IoT Paging Message to select the target device and trigger the target device(s) to respond. The A-IoT Paging Message indicates which device(s) needs to respond, e.g., through the indication information (e.g., mask/filter/group information) which is received by Service Request from CN.
B.	A-IoT random access: The target device(s) performs the random access procedure to the BS-reader. 
-	Optionally, a device may skip the A-IoT random access procedure:
	RAN2#125-bis agreement[1]
· We will study the support for access triggering for a single device, group of devices, or all devices. RAN2 to discuss the contention-based and contention-free access procedures and detailed solutions. 


-	So, there are two possible cases in step B:
-	A procedure with random access is performed when multiple devices are selected/triggered by BS-reader, which can be the baseline access procedure. As captured in RAN2#125-bis agreement, slotted-ALOHA is the baseline for A-IoT random access.
-		A procedure without random access can be performed to reduce access delay in some cases, e.g., when only a single device is triggered by BS-reader, by skipping the contention resolution in step B. There can be some A-IoT use cases in which only one device is triggered to respond [3], for example, “inventory” a single A-IoT device attached on one specified item. 
C.	Data transmission: The device(s) that successfully resolves the contention (or without random access) performs the data transmission with the BS-reader.
-	C1.	As for inventory/identification, the target A-IoT device needs to send D2R data, including the device ID. BS-reader forwards the device ID to the CN. This device ID is used for the inventory/identification purpose by the CN. CN needs to perform the device ID validation based on the received device ID.
-	C2.	As for command services, the subsequent R2D data and D2R data transmission follows the step C1 procedure. For example, for Read command, R2D data carrying read command can be sent to the target device, and then the device sends D2R data (data to be read) to BS-reader. For Write command, R2D data can include data to be written into the target device, and then the device sends a feedback (success or failure) response to BS-reader.
Proposal 1a:	As baseline, the “inventory only” case is supported by the procedure (this doesn’t preclude the possibility that some messages can be combined in stage-3):
Step A: A-IoT paging;
Step B: A-IoT random access, if needed;
Step C1: device to reader transmission including the device ID for inventory/identification; 
Proposal 1b:	As baseline, the “inventory and command” case is supported by the procedure (this doesn’t preclude the possibility that some messages can be combined in stage-3):
Step A: A-IoT paging;
Step B: A-IoT random access, if needed;
Step C1: device to reader transmission including the device ID for inventory/identification;
Step C2: 
· C2a: reader to device data transmission (e.g. the DL command), and
· C2b: corresponding device to reader data transmission (e.g. the feedback). 
[bookmark: _Hlk165639004]With the above proposals as the generalized procedure framework, we provide some more clarifications. For a command service, the BS-reader is not aware whether the device successfully receives the DL command if there is no reply. For example, a device may fail to receive the DL command due to poor channel conditions, or lack of power. Another case is that an A-IoT device may move to another BS-reader’s coverage, then the device cannot receive the DL command. A device’s reply is needed for the network to know whether the DL command is received successfully.
[image: ]
Observation 2:	Due to the device moving to the coverage of another BS-reader, there could be the possibility that the device is not reachable by the last BS-reader.
In a UHF RFID system [4], there is always a response message from a tag to reader upon receiving a command message. Taking a read command as an example, a tag will send the Read response (i.e. the data being read) to the Reader after the Read command is successfully received. Even for the Kill command, there are also several signalling interactions between the tag and the Reader.
Hence, from a system perspective, a reply/feedback from a device is needed to help the network to confirm whether the command service is successfully executed/received by a device. The detailed design of command messages can be up to SA2.
Observation 3:	A DL command needs a reply/feedback/response from the device to confirm whether the command is successfully received.
As for command only service, if DL command is included in the A-IoT Paging Message (Step A) rather than in R2D data (Step C2), there is a security issue, especially for Write and Disable command. Once the unprotected Write command is transmitted in a clear text, an attacker may tamper a Write command and send a fake Write command to the A-IoT device. It may change all the data stored in the memory, even including the device ID. To deal with such security issue, normally CN needs to acquire some prior information or security parameters from device before sending DL command from security perspective. Then some security operations can be applied to Command messages. The command procedure is under the study of SA2, and the security issue also needs SA3 further study.
Observation 4:	The DL command (especially write and disable) transmission needs some prior information from the device(s), in order to solve some security issues, e.g., replay attack and data tampering. Therefore, there is a security issue for the command only procedure without inventory first.
Hence, due to some potential security threats, whether to support DL command contained in the A-IoT Paging Message needs to be further discussed and the feasibility also needs to be confirmed by SA2/SA3.
Proposal 2a:	As baseline, the “command only” case is supported by the procedure framework in proposal 1b for “inventory and command” procedure.
Proposal 2b: Whether the “command only” case can be supported by simplified procedure is pending on whether the A-IoT paging message from the reader to device can directly include the command, for reformulation of the procedure in proposal 1b.
As analysed above, if the command is directly included in paging message, there are concerns on security aspects which need to be confirmed by SA3/SA2 (the E2E procedure is designed by SA2), i.e.:
Step A: A-IoT paging; FFS-1 on whether the command can be included without security protection.
Step B: A-IoT random access, if needed;
Step C1: FFS-2 on whether the device ID reporting for identification/authentication can be skipped;
Step C2: 
· C2b: corresponding device to reader data transmission (e.g. the feedback) if needed.
Proposal 2c:	RAN2 sends an LS to ask SA3/SA2 about whether the A-IoT paging message from the reader to device can directly include the command, considering the following security concerns:
FFS-1: whether the command can be included without security protection;
FFS-2: whether the command procedure can be performed before/without device ID reporting for device ID authentication.
Then if an LS is to be sent to SA2 and SA3, it would be good to include some RAN2 agreement and common understanding to help SA2 and SA3 proceed with the E2E procedure and security mechanism design. The following aspects can be considered:
1. The RAN2 agreed general procedure. In RAN2, we try to design a simple AS procedure for inventory and/or DL command use cases. So SA2/3 should be informed that if their design cannot fit into those AS steps, it would add extra latency and complexity to the devices.
2. The RAN2 assumption of no AS security. RAN2 can explain the reason we made such an assumption is because we considered the existing PDCP based security too complex for A-IoT devices, and if there is upper layer security, then adding AS security on top of it is not affordable in terms of device complexity and cost. 
3. The message content in A-IoT AS messages. RAN2 are discussing the content of the AS messages, which have impact on the message size. For instance, in the first R2D message, a short AS ID is to be included for contention resolution. But for device ID reporting, it is assumed a longer upper layer ID is included. SA3 can take this information into account when deciding the length of the security related info to be carried in messages.
2.3	Others
State machine 
In the last RAN2 meeting, some companies proposed to study the state machine and capability reporting. In our view, from RAN2 perspective, it is more important to first discuss the basic procedure and functionalities. As for state machine, it is not clear about the benefit or the usage of designing a state machine mechanism for A-IoT. Additionally, it will cost a lot of time to discuss how many states are needed and how to perform state transition. So for now, it is worthless to have any discussion on state machine before we have a clear understanding of device behaviour. Based on a clear procedure/functionality definition, it would be easy to explain it either based on machine states or by explicit UE behaviour, so it’s just a modelling issue on how to draft the specification, and this can be left to the WI phase.
Capability reporting
Regarding the capabilities of A-IoT devices, as clarified in the SID, our target is to study a harmonized design among different device types. So regarding device type, there is no need to report it to the reader via AS procedure as long as the functionality and procedures are common to all the device types. Then for other UE capabilities, from RAN2 perspective, no necessary capabilities which should be visible to the reader are identified for now. Whether to have other physical layer capabilities are pending to RAN1 discussion. Hence, the issues related to capability reporting can be discussed in the WI phase.
Observation 5:	Whether and how to model the state machine and to support the capability reporting can be discussed in the WI phase.
3	Conclusion
This contribution makes the following observations and proposals:
Observation 1:	The Ambient IoT should be an asynchronous system.
Observation 2:	Due to the device moving under the coverage of another BS-reader, there could be the possibility that the device is not reachable by the last BS-reader.
Observation 3:	A DL command needs a reply/feedback/response from the device to confirm whether the command is successfully received.
Observation 4:	The DL command (especially write and disable) transmission needs some prior information from the device(s), in order to solve some security issues, e.g., replay attack and integrity protection. Therefore, there is a security issue for the command only procedure without inventory first.
Observation 5:	Whether and how to model the state machine and to support the capability reporting can be discussed in the WI phase.
Overall procedures
Proposal 1a:	As baseline, the “inventory only” case is supported by the procedure (this doesn’t preclude the possibility that some messages can be combined in stage-3):
Step A: A-IoT paging;
Step B: A-IoT random access, if needed;
Step C1: device to reader transmission including the device ID for inventory/identification; 
Proposal 1b:	As baseline, the “inventory and command” case is supported by the procedure (this doesn’t preclude the possibility that some messages can be combined in stage-3):
Step A: A-IoT paging;
Step B: A-IoT random access, if needed;
Step C1: device to reader transmission including the device ID for inventory/identification;
Step C2: 
· C2a: reader to device data transmission (e.g. the DL command), and
· C2b: corresponding device to reader data transmission (e.g. the feedback). 
Proposal 2a:	As baseline, the “command only” case is supported by the procedure framework in proposal 1b for “inventory and command” procedure.
Proposal 2b: Whether the “command only” case can be supported by simplified procedure is pending on whether the A-IoT paging message from the reader to device can directly include the command, for reformulation of the procedure in proposal 1b.
Proposal 2c:	RAN2 sends an LS to ask SA3/SA2 about whether the A-IoT paging message from the reader to device can directly include the command, considering the following security concerns:
FFS-1: whether the command can be included without security protection;
FFS-2: whether the command procedure can be performed before/without device ID reporting for device ID authentication.
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