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	Reason for change:
	In coming GSMA LS (C4-240118) on "N32-f N32-c correlation" raised the question on how the SEPP correlates the N32-c connection and the N32-f connections, when TLS security is used.

As specified in TS 29.573, the two SEPPs negotiate the serving PLMN IDs in N32-c and can subsequently correlate the N32-f connections by matching the PLMN ID(s) received in the peer SEPP's TLS certificate with the agreed PLMN IDs in the N32-c.

Multiple N32-c context may be setup between the same two PLMNs, e.g. each PLMN support multiple SEPPs for redundancy). In such a deployment, N32-c context will be negoiated between each different combination of i-SEPP/r-SEPP. For example. If PLMN 1 deployed SEPP1, SEPP2, PLMN 2 deployed SEPP 3 and SEPP4, four N32-c contexts will be setup (SEPP1 and SEPP3, SEPP1 and SEPP4, SEPP2 and SEPP3, SEPP2 and SEPP4). In such a scenario, one SEPP can further correlate the N32-f connection by matching the peer SEPP's ID in the TLS certificate with the information of the peer SEPP within the N32-c context negotiated.

By request from GSMA, 3GPP also defined different N32 purposes to separate the traffics to avoid impacting each other. E.g. to avoid traffic for disaster roaming to impact traffic for normal roaming users. By the principle of traffic isolation design, the N32-c serving different different N32 purposes should be setup on different paths, i.e. preferred via different SEPPs combination. If so, using PLMN ID and/or SEPP ID of peer SEPP in the certificate is already sufficient for the N32-c/N32-f correlation.

If in rare case multiple N32-c contexts for different N32 purposes will be setup between the same pair of SEPPs, it is recommended that the SEPP use the N32 purpose accordingly to correlate the N32-c context and N32-f connection, i.e. by matching the N32 purpose of the forwarded message (as stated in the "3gpp-Sbi-Interplmn-Purpose" Header) with the N32 purpose(s) agreed in the N32-c context.

With above recommendations, the N32-c/N32-f can be correlated during TLS establishment using the TLS certificated for most of the scenarios. For the scenario that multiple N32-c contexts for different N32 purposes will be setup between the same pair of SEPPs, the recommendation of using existing information requries no impact on the existing N32 interface with maximum backward compatibity, i.e. one SEPP can perform N32-c/N32-f correlation independently without requriement on any new implementation in the peer SEPP.


	
	

	Summary of change:
	1/ Add new clause to describe the mechainsm of N32-f / N32-c correlation when TLS Security is used.

2/ Add a reference in TLS Security Message Forwarding Error Handling to the correlation of N32-c/N32-f.


	
	

	Consequences if not approved:
	It is unclear on correlation of a N32-f connection to the corresponding N32-c context, the SEPP will not be possible to perform certain actions, e.g. to tear down the N32-f connections corresponding to specific N32-c context.
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* * * First Change * * * *
[bookmark: _Toc24986306][bookmark: _Toc34205734][bookmark: _Toc39061918][bookmark: _Toc43277160][bookmark: _Toc49847490][bookmark: _Toc56419465][bookmark: _Toc112683271][bookmark: _Toc161916318]5.2.2.x	Correlation of N32-c context and N32-f Connection for TLS Security
This clause addresses the correclation between a N32-f connection and its parent N32-c context when the negotiated security mode is TLS. When TLS Security is used, the correlation between a N32-f connection to its parent N32-c context shall be identified with following mechanism:
-	When only one N32-c context was successfully negotiated between the same pair of SEPPs, one SEPP shall correlate a N32-f connection to its N32-c context by matching the peer SEPP's identifier (i.e. the FDQN of the peer SEPP) in the received TLS certificate with the FQDN(s) of the peer SEPP in the corresponding N32-c context (i.e. the FQDNs carried in the sender IE and/or the senderN32fFqdn IE); or
NOTE: 	If the received certificate contains FDQNs for different SEPPs (e.g. one common certificate used for all the SEPPs in the whole network), one SEPP can use the peer SEPP FQDN in the Via header (see clause 6.10.10.3 of 3GPP TS 29.500 [4]) of incoming N32-f HTTP message to perform the matching with the FQDNs in the corresponding N32-c context.
-	When multiple N32-c contexts for different N32 purposes were successfully negotiated between the same pair of SEPPs, one SEPP should correlate the N32-f connection to its parent N32-c context by matching the N32 purpose of the incoming N32-f HTTP messages (as stated in the "3gpp-Sbi-Interplmn-Purpose" HTTP header if present or as "ROAMING" if the "3gpp-Sbi-Interplmn-Purpose" HTTP header is not present, see clause 6.14 of 3GPP TS 29.500 [4]) with the supported N32 purpose(s) in the corresponding N32-c context.

* * * Next Change * * * *
[bookmark: _Toc24986321][bookmark: _Toc34205749][bookmark: _Toc39061933][bookmark: _Toc43277175][bookmark: _Toc49847505][bookmark: _Toc56419480][bookmark: _Toc112683286][bookmark: _Toc161916334]5.3.3	Message Forwarding to Peer SEPP when TLS is used
When the negotiated security policy between the SEPPs is TLS, then the procedures described in clause 5.3.2 shall not be applied. Messages shall be forwarded to the peer SEPP as specified in clause 6.1.4.3.4 of 3GPP TS 29.500 [4].
On failure or unsuccessful processing of the incoming N32-f request, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code including a ProblemDetails structure with the "cause" attribute set to one of the following application errors as specified in Table 5.3.3-1.
 Table 5.3.3-1: Protocol and application errors generated by SEPP
	Protocol or application Error
	HTTP status code
	Description

	"CONTEXT_NOT_FOUND"
	403 Forbidden
	The N32-f request which was received over TLS connection is rejected due to having no related N32-c context.

For correlation of a N32-f connection to its parent N32-c context, please refer to clause 5.2.2.x.




* * * End of Changes * * * *


