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	Reason for change:
	GSMA LS (C4-240118) on "N32-f N32-c correlation" raised the question on how the SEPP correlates the N32-c and the N32-f connections, when TLS security mode is used.

1. As specified in TS33.501, the specification states the following under clause 13.2.1 “If TLS is selected, the SEPP shall correlate the N32-f TLS connection with the N32-c connection.” Unfortunately, since Release 15, this correlation never been defined in TS33.501 nor in TS29.573. 

2. In addition, TS33.501 states the following: “If the peer network is a PLMN, the SEPP compares the PLMN-IDs contained in the SEPP TLS certificates used to establish the N32-c and N32-f connections. Specifically, if the certificate used for N32-f contains one or more PLMN-IDs that are not contained in the TLS certificate used for the corresponding N32-c, the N32-f certificate shall be rejected.”
2.1 The above two paragraphs under No. 2 never referenced the correlation between N32-c and N32-f. On the contrary, the purpose of these two paragraphs is for security reasons, each SEPP shall verify that the PLMN-ID in messages received over N32-f belongs to one of the PLMN-IDs that have been negotiated between the two SEPP peers over N32-c.
2.2 In addition, these two statements are conditional on the peer network being a PLMN. In other words, SEPP could be deployed in a network which is NOT a PLMN and may not have a PLMN-ID
2.3 This clearly indicates that the validation of the PLMN-ID was never meant to be used for the correlation between N32-c and N32-f connections.

With the above introduction, 3GPP specifications and in specific TS29.573 shall include a mechanism which defines how N32-f connection is correlated to its parent (if that term maybe used) N32-c connection.

This contribution proposes a mechanism for the correlation between N32-c and N32-f when the negotiated security mode is TLS.

Since there are many use cases for the deployment of SEPP(s), the proposed solution shall be generic to address all the following use cases:

1. One single SEPP is deployed as cSEPP and one single SEPP is deployed as pSEPP per PLMN.
2. Multiple SEPPs could be deployed in a specific PLMN.
3. Same SEPP may handle N32 connection for different purposes, e.g., IOT, etc. 
4. The certificate of the client SEPP may include multiple FQDNs for different SEPPs belonging to the same PLMN.
5. The certificate of the server SEPP may include multiple FQDNs for different SEPPs in its same PLMN

This contribution proposes the following:
1. either the remote SEPP Full FQDN or the SEPP Full FQDN and the N32 purpose be used for the correlation between the N32-f and N32c connections.
2. In the case, the Server SEPP, e.g., pSEPP, certificate has multiple FQDNs for multiple SEPPs, the client SEPP, e.g., cSEPP, will always know the exact server SEPP FQDN as it makes the decision to which SEPP to connect to. No special handling is required.
3. In the case, the client SEPP, e.g., cSEPP, certificate has multiple FQDNs for multiple SEPPs, the server SEPP, e.g., pSEPP, will not be able to identify the exact SEPP FQDN it is communicating with. This case requires special handling as described in this contribution.
4. In case the N32 connection is established for a specific purpose as listed in TS29.573, then both the SEPP FQDN and the purpose shall be used for the correlation. The handling of the client vs. server SEPP in 2 and 3 above is applicable to this case too.


	
	

	Summary of change:
	A new clause to introdcue the mechainsm details for the correlation of N32-f with MN32-c when security mode used is TLS.

	
	

	Consequences if not approved:
	When negotiated security mode over N32 is TLS, there is no standard mechanism for the correlation of N32-f connection to the associated N32-c connection.
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* * * First Change * * * *
[bookmark: _Toc24986306][bookmark: _Toc34205734][bookmark: _Toc39061918][bookmark: _Toc43277160][bookmark: _Toc49847490][bookmark: _Toc56419465][bookmark: _Toc112683271][bookmark: _Toc161916318]5.2.2.x	Correlation of N32-f connection with its parent N32-c connection 
This clause addresses the correclation between N32-f connection and its parent N32-c connection when the negotiated security mode between cSEPP and pSEPP is TLS. When TLS security mode is used, the following mechanism shall be followed for the correlation of the N32-f connection to its parent N32-c connection.
-	The remote SEPP FQDN, e.g., pSEPP, shall always be used by the peer SEPP, e.g., cSEPP, for the correlation of N32-f connection and its parent N32-c connection.
-	In addition to the SEPP FQDN, when IntendedN32Purpose is negotiated over N32-c between two SEPP peers, the negotiated IntendedN32Purpose shall be used as an additional parameter in the correlation between N32-f connection and its N32-c parent connection. In this case, the client SEPP, e.g. cSEPP, shall ensure the presence of the 3GPP-Sbi-Interplmn-Purpose header with the negotiated IntendedN32Purpose in every N32-f message sent to the peer SEPP, e.g., pSEPP, as described in clause 6.14 and its subclauses [4].
-	In the case when the client SEPP, e.g., cSEPP, certificate includes multiple FQDNs for different SEPPs, the client SEPP, e.g., cSEPP, shall include the 3GPP-Sbi-NF-Peer-Info header with its unique SEPP FQDN as the the source SEPP in all N32-f messages after the parent N32-c connection negotiation is complete. The client SEPP shall follow the rules of including 3GPP-Sbi-NF-Peer-Info as described in clause 5.2.3.2.21 in [4].
NOTE:	The server SEPP, e.g., pSEPP, does not need to include the 3GPP-Sbi-NF-Peer-Info header with its unique FQDN as the client SEPP, e.g., cSEPP, has all the information to correleate the N32-f connection to its parent N32-c connection with the server SEPP.
* * * Next Change * * * *
