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1. Introduction
In LS reply on LCS user plane connection binding to the UE from SA2, SA2 has concluded to use the LCS-UP connection ID to associate the LCS-UP connection for the UE:
When the LMF determines to utilize LCS-UPP, the LMF allocates an LCS-UP connection ID which is used to associate the TLS connection of the user plane connection with the UE. The LMF performs the correlation of <SUPI/GPSI, connection ID> and sends the user plane positioning information including the LCS-UP connection ID to UE via the control plane.
After the TLS connection is established between the UE and the LMF, the UE sends a binding message including the LCS-UP connection ID via the user plane to the LMF. Based on the LCS-UP connection ID included in the binding message and the correlation of <SUPI/GPSI, connection ID>, the LMF can know the TLS connection belongs to which UE. The LMF performs the correlation of <SUPI/GPSI, LCS UP connection>.
However, there is no security mechanism to protect the LCS-UP connection ID. If a malicious UE provides the LCS-UP connection ID of another genuine UE via the TLS connection, the LMF will incorrectly link the UE ID and TLS connection, which may result in the leaking of genuine UE's LCS-UP messages.
2. Discussion


[bookmark: _CRFigure6_18_11]Figure 1: Example of incorrect correlation of UE ID and TLS connection
[bookmark: OLE_LINK1]To associate the LCS-UP connection for the UE, in the control plane, the LMF sends the allocated connection ID to the UE and performs the correlation of <SUPI/GPSI, connection ID>. After successful establishment of the TLS connection, in the user plane, the UE responds with the received LCS-UP connection ID to the LMF to help LMF to perform the correlation of <SUPI/GPSI, LCS UP connection>.
Because of above binding mechanism, as long as a UE provides a connection ID available in the LMF, no matter whether the connection ID is allocated for this UE, the LMF always assumes the UE provides the Connection ID is the UE associated with the Connection ID. The LMF will further bind the TLS connection of this UE that provides the connection ID with the UE ID allocated with the Connection ID. 
Observation #1: The LMF will bind the TLS connection that provides the available Connection ID with the UE ID associated with the Connection ID.
However, there is no security mechanism to ensure the UE provides the available Connection ID is the UE associated with the Connection ID.
For example, as described in figure 1, UE1 is a normal UE, and UE2 is an attacker UE. Both UE1 and UE2 establish TLS connections with the LMF. The LMF provided the allocated Connection ID 1 to UE1, and the UE1 is supposed to respond with the received Connection ID1 to the LMF after the successful establishment of the TLS connection. 
The transportation of the connection ID in the control plane and the user plane is secured. The value of the Connection ID 1 is sent to UE1 via the DL NAS transport message and the UE1 sends the Connection ID 1 to LMF via the TLS connection, so the attacker UE 2 will not get the value of Connection ID 1 from the messages directly. 
However, the attacker UE 2 can still blindly guess the value of Connection ID 1. If the attacker UE2 guesses an available Connection ID, and the Connection ID is the Connection ID 1 allocated for UE1. The UE2 sends the Connection ID1 to LMF, the LMF will mistake the attacker UE2 for UE1. Because the LMF binds the TLS connection that provides the available Connection ID with the UE ID associated with the Connection ID, the LMF will incorrectly correlate the UE ID1 with the TLS connection of attacker UE2 (i.e., <UE ID1, TLS connection 2>). In the following LCS-UP transport procedure, the LCS messages for UE1 will be leaked to the attacker UE2.
Observation #2: If an attacker UE sends an available Connection ID of a genuine UE, the LMF will incorrectly correlate the UE ID with the TLS connection of the attacker UE, which may leak the LCS message to the attacker UE.
In some solutions of the binding procedure, the Connection ID will be released after the user plane connection establishment procedure, i.e., the Connection ID is available only in the user plane connection establishment procedure. In other solutions of the binding procedure, the Connection ID will be released after the user plane connection release procedure, i.e., the Connection ID is available before the release procedure. However, the above two solutions cannot completely avoid the incorrect correlation issue.
As described in RFC 8446, the client of the TLS connection is optionally authenticated, so the unauthenticated UE can also establish a TLS connection with the LMF. If the unauthenticated attacker UE establishes a TLS connection with the LMF and provides an available Connection ID of a genuine UE, this may lead to the leak of the LCS-UP message. However, the TLS connection establishment is out of the scope of 3GPP, and SA3 only defines using TLS based connection for security protection. It's not clear whether such security risk shall be taken into consideration.
Proposal #1: To resolve the potential security risks related to the incorrect correlation of the UE ID and the TLS connection, ask the SA2 and SA3 whether above security issues shall be taken into consideration.

3. Conclusion
Observation #1: The LMF will bind the TLS connection that provides the available Connection ID with the UE ID associated with the Connection ID.
Observation #2: If an attacker UE sends an available Connection ID of a genuine UE, the LMF will incorrectly correlate the genuine UE ID with the TLS connection of the attacker UE, which may leak the LCS message to the attacker UE.
Proposal #1: To resolve the potential security risks related to the incorrect correlation of the UE ID and the TLS connection, ask the SA2 and SA3 whether above security issues shall be taken into consideration.
This paper discusses potential security issues related to the connection ID, and proposes to send an LS to ask SA2 and SA3 whether potential security risks related to the incorrect correlation of the connection ID shall be taken into consideration, the LS is captured in C1-243466.
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