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Abstract:
This discussion paper proposes a new solution for congestion situation and no ESM BoT is used by the operator, for 4G and 5G. Also, it lists the benefits and drawbacks of the new proposed solution compared to the existing ESM BoT solution. Other issues relating to the release of the specification the changes need to be made and the affected ESM cause values are to be discussed. 

Introduction:
CT1 received the LS from GSMA in C1-239187-LS Regarding Device Connection Efficiency Requirements for UEs, asking for guidance on the UE actions upon receiving LTE and 5G network session management reject cause values. CT1 responded in C1-239667- Reply to LS Regarding Device Connection Efficiency Requirements for UEs, informing GSMA about the available solutions in the specifications as well as asking for more detailed test environment to help CT1 in clarifying the specifications accordingly. 
GSMA responded in C1-243027- Regarding Device Connection Efficiency Requirements for UEs-Additional Data, providing test results and requesting CT1 to amend the specification according to their findings.

NTT DOCOMO provided a DP in C1-242141 summarising the outcome of the GSMA LS in C1-243027. Some of the contents of the DP in C1-242141, in specific the findings of GSMA, is provided in this discussion paper as an Annex, as C1-242141 was postponed without discussion during CT1#148.


Discussion:
CT1 needs to take GSMA findings and requests into consideration while reviewing the impacts on the CT1 specifications. It should noted that the test cases performed by GSMA does not cover all possible options presented in the actual specifications.

· CT1 to discuss the following:
1. Comparison of the existing solution using ESM BoT, and the new proposed solution by GSMA, introducing a new UE based exponential value timer, to prevent the excessive re-attempts especially when no back-off timer is used. Also, consider the impact of the UE switching OFF/ON especially on the IoT devices and user experience. 
2. The ESM cause values to be considered.
3. The release of specifications to which the required changes are to be adopted, as well as the impacts on 4G and 5G specifications.
4. Whether we need to differentiate the retransmission timer value (new timer and ESM BoT) for a PDU session that is for "IMS" or for "data"? This is not part of the LS, but it worths discussing this issue as well.

· CT1 to send LS response to GSMA with the conclusions and the corrections / clarifications to be made to TS24.301 and TS24.501, as applicable. 


Let’s look at the points for discussion listed above:

1. Comparison of the existing solution using ESM BoT, and the new proposed solution by GSMA, introducing a new UE based exponential value timer, to prevent the excessive re-attempts especially when no back-off timer is used. Also, consider the impact of the UE switching OFF/ON especially on the IoT devices and user experience
The main problem that GSMA has indicated, when the ESM back off timer is used in 4G network, is that during network congestion situation the operator is not able to differentiate between the UEs in its network that support the ESM back-off timer and the ones that do not support the ESM BoT. The test showed that UEs not supporting ESM BoT (Release 11 and earlier) behave in unpredictable way by either having excessive retransmissions or requiring the user interaction to switch OFF/ON the UE to gain service. Both these behaviours do not help the operator to achieve the relieve to its network congestion in a timely manner. The UEs that are of Rel-11 and earlier releases can be for example of IoT devices or vehicle mounted devices, among others, where these devices have a longer time span than a smart phone and may stay in the network up to 15 years.

If the operator decides not to use the ESM BoT, to prevent the situation described above, then the UE behaviour is left for UE vendor implementation. Again, in this situation the operator cannot predict how the UEs will behave and thus cannot provide quick way to mitigate the congestion of the network, that is a critical situation.

IoT devices have a long life span and once they are deployed in 4G they may stay there for their lifetime. Even with the deployment of 5G networks, consumers may choose to run their IoT devices on 4G networks due to lower device cost, and lower subscription price on the 4G network. In 5G, the effect becomes significant as rolling out the devices on 5G network becomes mainstream.

Therefore, a new solution is proposed mandating the UEs that do not receive ESM BoT (for specific cause values) to have a new implementation dependant timer. The new timer can have a default value or an exponential value that each operator determines and requests its vendors to implement.

Benefits and drawbacks of this new timer, while not using the ESM BoT:

	Issue
	Pros
	Cons

	Excessive retransmission
	UEs implementing the timer will respect the timer value set in the UE.
	UEs of earlier releases than the release introducing the new timer will continue to react based on UE vendor implementation dependant solution.

The test results in GSMA LS (C1-243027) shows that UEs of Rel-11 and earlier release perform excessive reattempts. UEs of Rel-12 and following releases also have showed some UEs that behave as such.


	The need to switch-off/on the UE to gain service
	This new timer will not have the value of "deactivated" that leads to this behaviour. 

The introduction of this new timer will not require the UE to switch off/on to gain service, that is difficult in cases of IoT devices, as well as having a bad user experience.
	UEs of earlier releases than the release introducing the new timer will continue to react based on UE vendor implementation dependant solution.

The test results in GSMA LS (C1-243027) shows that UEs of Rel-11 and earlier release will continue to have the need to switch off/on the UEs. UEs of Rel-12 and following releases showed fewer UEs that behave as such.


	Timer value
	The new timer is mandatory for the UE to implement and conditionally used if no BoT is received for specific ESM cause values. This timer has a default value and will not be set to deactivated.


	The new timer will be implemented starting from the release introducing it. The later release it is introduces the less UEs will be supporting this timer.

Note: GSMA requested a solution starting from Rel-15.

	
	The timer value can vary according to the device type.

	The timer value or algorithm is fixed in the UE and cannot be changed.

	
	The timer value can be dynamic and exponential, i.e changes with each retransmission during the continuous congestion.

	-

	Impact on 3GPP standards specifications
	The timer is new and new UE behaviour will be described. 
This timer is used by the UE in case no ESM BoT is received from the network for specific cause values.

	-

	
	The timer value does not need to be sent over the NAS signalling procedures and is implemented in the UE.

	-



Benefits and drawbacks while using the ESM BoT:

	Issue
	Pros
	Cons

	Excessive retransmission
	UEs receiving ESM BoT with a value not equal to Zero or Deactivated will respect the timer value and behave accordingly.



	To distinguish the UEs that support ESM BoT and others that do not support ESM BoT is very costly. Thus, the operator will not distinguish the UEs that support the ESM BoT to exclusively send them the timer value.

Therefore, UEs that do not support ESM BoT will perform excessive retransmission to gain service that worsen the case of congestion in the network.
The test results in GSMA LS (C1-243027) shows that UEs of Rel-11 and earlier release perform excessive reattempts. 


	The need to switch-off/on the UE to gain service
	-
	UEs receiving ESM BoT with a value equal to "Deactivated" will require to switch off/on to regain services resulting in bad user experience.

	
	
	The test results in GSMA LS (C1-243027) shows that UEs of Rel-11 and earlier release have the need to switch off/on the UEs. 
UEs of Rel-12 and following releases show less of such a behaviour. 

	Timer value
	The timer value is already defined by the specification, where one value is sent from the network to the UE over NAS signalling procedures.


	The timer value cannot vary according to the device type, unless very high efforts and cost to burden the operator to distinguish the devices.


	
	
	The network can send a different timer value with each reject message due the continuous network congestion. However this requires a more efforts from the operation point of view.


	Impact on 3GPP standards specifications
	The ESM BoT is already described in 3GPP Specification.

	The UE behaviour when the timer value is set to "deactivated" as well as similar behaviour for other related cause values should be corrected, where it requires the user to switch off/on the UE to regain service. This is not a user-friendly solution and at the same time this might impact the operation of the IoT devices.




In both cases, whether the ESM BoT is used or a new timer is introduced in the UE, the existing implementations cannot be changed and the UEs will perform according to the specification shown in the GSMA test results.
However, for network operators not willing to use the ESM BoT but still require the UE to be backed-off in an expected and standardised manner will require the new UE timer solution.
Comparing the pros and cons of the new timer in the UE and the ESM BoT used for congestion situation, it is recommended to introduce the new exponential timer in the UE from Rel-17, as mandatory timer to be used while no ESM BoT is received for specific ESM cause values. 
· CT1 to discuss and evaluate the two options to reach a conclusion on the required changes to the specifications for the case when the ESM BoT is used and when the ESM BoT is not used where the new timer in the UE to be introduced.

It has been observed that the text below from in T24.301 clause "6.5.1.4.2 Handling of network rejection due to ESM cause #26" is not clear (similar text in other clauses of TS24.301 and in TS24.501), where it is specified that "retransmission" should not be performed until the T3396 timer expires, but it is not specified that the retransmission should be performed after the expiration of the timer or that the timer is stopped.
shall not send another PDN CONNECTIVITY REQUEST, BEARER RESOURCE MODIFICATION REQUEST with exception of those identified in clause 6.5.4.1, or BEARER RESOURCE ALLOCATION REQUEST message for the same APN that was sent by the UE, until timer T3396 expires or timer T3396 is stopped.
As a result, the UE implementation can differ depending on the UE manufacturer's interpretation. According to the GSMA test results, there are approximately 3% of Rel-12 to Rel-14 models that do not retransmit at the expiration of the ESM BoT. They require to be switched off/on to gain service from the network.
Although no retransmission problems have been confirmed with Rel-15 or later models, the test results were based on only 14 models. Additionally, the test has not include verification of IoT devices, and we believe that it is necessary to clarify the need for retransmission in order to guarantee auto-recovery, including for such devices.
· CT1 to consider clarifying the text above to reduce the possibility for mis-implementation of the UE devices and allow auto-recovery.

2. The ESM cause values to be considered
Initially for network failure and congestion situation, the targeted ESM cause values are #26 "insufficient resources", and #38 "network failure", however additional ESM cause values can also be considered.
· CT1 to discuss and agree the ESM cause values (for both 4G and 5G where applicable) to which the new timer to be introduced in addition to ESM cause values #26 and #38. 

3. The release of specifications to which the required changes are to be adopted, as well as the impacts on 4G and 5G specifications
GSMA has recommended the changes to be made to EPS from Release-15, however to be realistic from product point of view, we recommend the changes to be made from Rel-17. GSMA has also required the changes to be made for 5G where applicable.
· CT1 to discuss and agree the release of the specifications to which the required changes to be made for EPS and 5GS.

4. Whether we need to differentiate the retransmission timer value (new timer and ESM BoT) for a PDU session that is for "IMS" or for "data"? This is not part of the LS, but it worths discussing this issue as well.
It worths investigating if the new timer should have different values for different APNs, where for example the timer value can vary if the UE is requesting or re-establishing a PDU session for "IMS" or for "data/best effort".
· It is FFS whether the new timer should have one value or more than one value depending on the APN.

- CT1 to send LS response to GSMA with the conclusions and the corrections / clarifications to be made to TS24.301 and TS24.501, as applicable. 
It is proposes to send the response LS to GSMA once the conclusion and the CRs are agreed.


Conclusion:
1. CT1 to discuss a solution for 4G specifications, especially to replace the case when no ESM BoT is used and the solution is left for UE implementation, as well as other required changes where applicable. It is mainly to solve the issue of the UE behaviour of retransmission while having network failure and congestion, as well as the non-user friendly behaviour of the UE switching off/on to gain service.
2. CT1 to clarify the text that the UE starts retransmission upon expiration or stop of the ESM BoT. This is to reduce the possibility for mis-implementation of the UE devices and to allow for auto-recovery.
3. For 5G, CT1 to discuss and agree the impact on 5G specifications.
4. CT1 to discuss and agree the release of the specifications to which the required changes to be made for EPS and 5GS.
5. In addition to ESM cause values#26 and #38, CT1 to discuss and agree the additional ESM cause values  to which the new timer in the UE will be introduced.
6. It is FFS whether the new timer should have one value or more than one value depending on the APN, especially for the IMS case.
7. A response LS to be sent back to GSMA once the conclusion and related CRs are agreed.
----------------------------------------------------------------------------------------------------------------------------------------------

ANNEX (some of the contents of the DP in C1-242141 provided for information)

Tests performed, test results, and way forward provided in GSMA LS (C1-243027):
GSMA LS provides several test cases indicating the test environment and listing the outcome:
· The test is performed using an industry system simulator, simulating 4G network, with 4G UEs (from Rel-10 to 16).
· Test is conducted by sending PDN CONNECTIVITY REJECT message to the UE including ESM BoT (back-off timer) value set to 20s and 60s, for a network supporting ESM BoT.
· Test is conducted with sending PDN CONNECTIVITY REJECT message to the UE including ESM cause values #26 "insufficient resources", #29 "user authentication or authorization failed", and #38 "network failure". Test is conducted for the case of sending a standalone PDU Connectivity request message or a PDU Connectivity request message piggy-backed with the attach procedure:
· Standalone PDN connectivity request was rejected with PDN CONNECTIVITY REJECT message including ESM cause values #26/38 including the ESM back-off timer set to a value.
· Standalone PDN connectivity request was rejected with PDN CONNECTIVITY REJECT message including ESM cause values #26/29/38 not including the ESM back-off timer IE.
· PDN connectivity request piggy-backed with attach procedure was rejected with ATTACH REJECT message with EMM cause value #19 "ESM failure”, and PDN CONNECTIVITY REJECT message including ESM cause values #26/38 including the ESM back-off timer set to a value.
· PDN connectivity request piggy-backed with attach procedure was rejected with ATTACH REJECT message with EMM cause value #19 "ESM failure”, and ESM cause values #26/29/38 not including the ESM back-off timer IE.

GSMA provides several findings:
· While ESM BoT is supported by the network: 
· In 4G, as the deployment covers UEs from various releases, including UEs with earlier than Rel-11 implementation. This leads to the need for the network to identify the UE's implemented release to assess their support of Back off Timer.

· In case the UE receives PDN CONNECTIVITY REJECT message with cause values #26/29/38 and ESM BoT value was provided:
· The additional evaluation has confirmed that the UEs of Release 12 and later releases follow the standards. 
· UEs supporting Release 11 and earlier need to be switched OFF/ON after receiving back-off timer IE from the Network. However, the results also show that UEs of Release 12 and later have the need to be switched OFF/ON. So, a Network using a Back off Timer does not solve the issue of the manual OFF/ON caused by the variety of UE implementation.

· While ESM BoT is not supported by the network: 
· 3GPP standards allows for UE vendor’s implementation to send or not send signalling after receiving ESM cause values #29, #26 and #38 with no BoT. This leads to unexpected UE behaviour and prevents the operator from dealing with the congestion in preplanned manner.

· In case the UE receiving ATTACH REJECT message with EMM cause value#19 "ESM failure" and PDN CONNECTIVITY REJECT message with cause values #26/29/38 and no ESM BoT:
· These behaviours are compliant with the standards (based on UE implementation) but considered problematic from the Operator perspective.
· Reaction 1: Excessive reattempts
· The UE re-attempts PDN connectivity request more times than the specified threshold, i.e., 18 in 75 minutes after being rejected.
· Reaction 2: Recover by switch OFF/ON
· The UE should be switched OFF and ON to regain access to the network. This means no re-transmissions for 75 minutes.

Way forward - GSMA requesting CT1:
· To handle the risk of devices that make no reattempts or excessive reattempts, it is proposed to change the 3GPP standards from Release 15 to reduce the variety of manufacturers implementation by mandating a minimum and maximum number of attempts. 

· A requirement to make automatic retries to re-establish session management should be included in the 3GPP standards to remove the need for user intervention.

· Handle the UE behaviour after receiving ESM cause values #26/29/38, without back-off timer IE, which are up to UE implementation in today's standard, by:
· Clarify 3GPP specifications. 
· Introducing a new retransmission timer 

· CT1 can define a solution from Release 15 onward to the issues identified in the earlier GSMA LS and clarified in this LS.




