

	
3GPP TSG-CT WG4 Meeting #122	C4-241524
Changsha, P.R.China; 15th – 19th April 2024	                                       was C4-241500
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	23.527
	CR
	0076
	rev
	3
	Current version:
	18.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Restoration procedures for Split PDU Sessions

	
	

	Source to WG:
	Ericsson, Nokia

	Source to TSG:
	CT4

	
	

	Work item code:
	TEI18
	
	Date:
	2023-04-18

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	A partial failure which affects only a few contexts may happen in implementations of a network function, e.g. a GTP-U entity, in such scenario, the affected session contexts are lost in the network function, e.g. a GTP-U entity. 

But such failure, e.g. in a 5G-AN, may only be detected by the peer entity:

1. via user plane interface, e.g. N3, so when there is user plane data sent for the PDU session, the receiving entity, e.g. NG-RAN User Plane (GTP-U Entity) will return a GTP-U Error Indication to report to the UPF that the context is unknown; or

2. via control plane interface, e.g., E1, when the NG-RAN CU-CP needs to send a control plane signaling message, e.g., Bearer Context Modification request, to the NG-RAN CU-UP for the PDU session, the request will be rejected with "Unknown". 

Per existing specifications, upon receiving the GTP-U Error Indication from the NG-RAN for a PDU session, which means the PDU session resource context is lost in the NG-RAN, as specified in clause 5.3.2.1, the UPF will report this to the SMF, and the SMF will initiate PDU Session Resource Release procedure, to cleanup the PDU session resource in the NG-RAN, and then to re-establish it upon the DL Data Notification received from the UPF. 

A GTP-U entity failure with or without restart can be detected by using GTP-U Echo Request/Response. When the SMF gets the reports from the UPF about the NG-RAN failure, the SMF may delete just relevant the PDU session resource and trigger Network Trigger service request message upon the subsequent downlink data notification from the UPF to re-establish it.

Above approach is NOT optimal for split PDU sessions. 

With dual connectivity, a split PDU session would have two DL N3 F-TEIDs allocated in the master RAN node and a secondary RAN node. When the UPF receives GTP-U Error Indication from one of RAN nodes or detects the one of NG-RANs having a failure with or without restart, and report such error to the SMF, it would lead extra signaling if the SMF simply deletes the whole PDU session resource (since it considers the relevant PDU session resource in NG-RAN has been lost) and then re-establishes it. 

More importantly, the payload transfer for the affected Split PDU session is UNNECESSARILY interrupted for the traffic that pertains to QoS flows of the PDU session that are conveyed by the other DL tunnel (the healthy one). 

This defeats one merit offered by dual connectivity.



	
	

	Summary of change:
	Upon receiving an Error Indication Report / User Plane Path Failure Report from the UPF for one of tunnels for a split PDU session, the SMF may indicate to the master 5G-AN node in the "PDU Session Resource Modify Request Transfer" IE that the UPF has detected such error - receiving GTP-U Error Indication for the N3 DL F-TEID, User plane Path Failure.

The 5G-AN may allocate a new N3 DL tunnel or to move the QoS flows conveyed by the failed GTP-U tunnel to the existing one when it receives such indications. The SMF will modify the corresponding PFCP session towards the UPF.

	
	

	Consequences if not approved:
	Per existing requirement, for a split PDU session, UE's payload transferring is unnessarily interrupted and extra network signalling will be triggered when the UPF receives GTP-U Error Indication from a 5G-AN or detects a UP path failure. 
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*** First Change ***
[bookmark: _Toc19709728][bookmark: _Toc27253003][bookmark: _Toc44856091][bookmark: _Toc44857979][bookmark: _Toc51840304][bookmark: _Toc146026003]5.3.2	Procedure for GTP-U Error Indication received from 5G-AN
[bookmark: _Toc19709729][bookmark: _Toc27253004][bookmark: _Toc44856092][bookmark: _Toc44857980][bookmark: _Toc51840305][bookmark: _Toc146026004]5.3.2.1	Principles





Figure 5.3.2.1-1: GTP-U Error Indication from 5G-AN
1.	The user plane connection of an existing PDU session is activated. Downlink G-PDUs are sent towards the 5G-AN.
2.	The 5G-AN returns a GTP-U Error Indication if it does not have a corresponding GTP-U context (see clause 5.2).
3.	Upon receipt of a GTP-U Error Indication, the UPF shall identify the related PFCP session and send an Error Indication Report to the SMF, as specified in clause 5.10 of 3GPP TS 29.244 [4].
4.	For a GTP-U Error Indication received from a 5G-AN, the SMF shall modify the PFCP session to instruct the UPF to buffer downlink packets. For a split PDU session, the SMF may only do so for the FAR provisioned with the 5G-AN F-TEID for which an Error Indication Report was received. 
5.	If the user plane connection of the PDU session is seen as activated by the SMF, the SMF shall initiate an Namf_Communication_N1N2MessageTransfer service operation to request the 5G-AN to release the PDU session's resources, as specified in clause 4.3.7 of 3GPP TS 23.502 [5]. 

If the affected PDU session is a split PDU session, the SMF may instead initiate an Namf_Communication_N1N2MessageTransfer service operation including the "PDU Session Resource Modify Request Transfer" IE containing the N3 DL F-TEID and an indication that the UPF has received a GTP-U Error Indication for that N3 DL F-TEID.
6.	Upon receipt of an Namf_Communication_N1N2MessageTransfer request to transfer the PDU Session Resource Release Command, the AMF shall:
-	proceed with the request, as specified in clause 5.2.2.3.1 of 3GPP TS 29.518 [6], if the UE is in CM-CONNECTED state for the Access Network Type associated to the PDU session;
-	otherwise, reject the request with an error indicating that the UE is in CM-IDLE state for the Access Network Type associated to the PDU session.
6a.	The AMF shall send a PDU Session Resource Modify Request to the 5G-AN if it receives the "PDU Session Resource Modify Request Transfer" IE in step 5.
7.	If the AMF sent a PDU Session Resource Release Command to the 5G-AN, the PDU session's resource release is acknowledged to the SMF. 
	If the AMF sent a PDU Session Resource Modify Request to the 5G-AN, the 5G-AN may allocate a new N3 DL F-TEID or move the QoS flows conveyed by the failed GTP-U tunnel to the other GTP-U tunnel and indicate so in the "PDU Session Resource Modify Response Transfer".

8.	If the PDU session resource is released in the 5G-AN, tThe SMF initiates the Network Triggered Service Request procedure specified in clause 4.2.3.3 of 3GPP TS 23.502 [5], to re-activate the user plane connection of the PDU session.
8a.	If the PDU session resource is modified in the 5G-AN, the SMF shall modify the PFCP Session to provide the UPF with the (new) N3 DL F-TEID(s) for the DL FARs, and change the Apply Action to "FORW", to resume the transfer of DL packets.

*** Next change ***
[bookmark: _Toc19709733][bookmark: _Toc27253008][bookmark: _Toc44856096][bookmark: _Toc44857984][bookmark: _Toc51840309][bookmark: _Toc161046356]5.4	Restoration Procedures upon User Plane Path Failure
Upon detecting a GTP-U user plane path failure as specified in clause 5.2.2, the UPF shall report the user plane path failure to the SMF, by sending a PFCP Node Report Request (see 3GPP TS 29.244 [4]) including a User Plane Path Failure Report with the IP address of the remote GTP-U peer(s) towards which a failure has been detected. The UPF should also notify the GTP-U user plane path failure via the Operation and Maintenance system.
Upon detecting a failed GTP-U user plane path become recovered, the UPF shall report the user plane path recovery to the SMF, by sending a PFCP Node Report Request (see 3GPP TS 29.244 [4]) including a User Plane Path Recovery Report with the IP address of the remote GTP-U peer(s) associated with the recovered user plane path. The UPF should also notify the GTP-U user plane path recovery via the Operation and Maintenance system.
When the SMF receives the PFCP Node Report Request with a User Plane Path Failure Report, the SMF may:
-	delete the PDU session contexts associated with the path in failure; or
-	maintain the PDU session contexts associated with the path in failure during an operator configurable maximum path failure duration. The SMF shall delete the PDU session contexts associated with the path in failure if the path is still down when this duration expires; or
NOTE 1:	During transient path failures (e.g. path failures not exceeding few minutes at most), maintaining the PDU session contexts associated with the peer's IP address enables the delivery of end user services (when the path is re-established again) and this also avoids unnecessary signalling in the network for restoring those PDU sessions.
NOTE 2:	It is not intended to maintain PDU session contexts during long path failures (e.g. exceeding few minutes at most) as this would imply undesirable effects like undue charging.
-	maintain the PDU session contexts associated with the path in failure if the path in failure is towards a 5G-AN. When deciding to maintain the PDU session contexts, it shall send a PFCP Session Modification Request message with changing Apply-Action from FORW to BUFF and NOCP for each affected PFCP session. In addition, upon receipt of subsequent downlink data notifications from the UPF or the service request from affected UE, the SMF will try to reestablish the PDU session resources in the NG-RAN. As an implementation option, the SMF may try to re-establish the PDU session resources in the NG-RAN for those PDU sessions associated with the user plane path in failure prior to receiving downlink data notifications from the UPF or service request from the affected UE.
-	For each split PDU session affected by the user plane path failure, the SMF may use the procedure specified in clause 5.3.2.1 to report to the master 5G-AN node that a user plane path failure has been detected towards one 5G-AN (i.e. for one of the GTP-U tunnel of the split PDU session), in which case the SMF shall indicate, in the PDU Session Resource Modify Request Transfer" IE, the IP address of the remote 5G-AN GTP-U entity towards which a path failure has been detected.

NOTE 3:	This approach (as above for user plane path failure towards a 5G-AN) allows to maintain the PDU session even for non-transient path failures. For a PDU session with I/V-SMF, the pause of charging (as specified in clause 4.4.4 of 3GPP TS 23.502 [5]) ensures that there is no undue charging.
When deciding to delete the PDU session contexts associated with the path in failure, the SMF shall modify or delete the affected PFCP sessions in the UPF.
NOTE 4:	The SMF need to take care to smoothen the signalling load towards the UPF if a large number of PFCP sessions are affected by the user plane path failure.

*** End of Changes ***
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