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* * * First Change * * * *

[bookmark: _Toc25270700][bookmark: _Toc34310357][bookmark: _Toc36464879][bookmark: _Toc51944611][bookmark: _Toc162360045]6.1.6.2.2	Type: AuthenticationInfo
Table 6.1.6.2.2-1: Definition of type AuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	supiOrSuci
	SupiOrSuci
	M
	1
	Contains the SUPI or SUCI of the UE.

	servingNetworkName
	ServingNetworkName
	M
	1
	Contains the Serving Network Name.

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS; see 3GPP 33.501 [8] clause 9.4.

	pei
	Pei
	O
	0..1
	Permanent Equipment Identifier

	traceData
	TraceData
	O
	0..1
	Contains TraceData provided by the UDM to the AMF

	udmGroupId
	NfGroupId
	O
	0..1
	Identity of the UDM group serving the SUPI

	routingIndicator
	String
	O
	0..1
	When present, it shall indicate the Routing Indicator of the UE.
Pattern: '^[0-9]{1,4}$'

	cellCagInfo
	array(CagId)
	O
	1..N
	CAGList of the CAG cell.

	n5gcInd
	boolean
	O
	0..1
	N5GC device indicator (see 3GPP TS 33.501 [8]) When present, this IE shall be set as follows:
[bookmark: _PERM_MCCTEMPBM_CRPT03890022___2]-	true: authentication is for a N5GC device;
-	false (default): authentication is not for a N5GC device.
See NOTE

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.

	pvsInfo
	array(ServerAddressingInfo)
	O
	1..N
	FQDN(s) and/or IP address(es) of the SNPN UE onboarding Provisioning Servers (PVS).

	nswoInd
	boolean
	O
	0..1
	NSWO Indicator (see 3GPP TS 33.501 [8])

When present, this IE shall be set as follows:
-	true: Non-Seamless WLAN Offload is applied;
-	false (default): Non-Seamless WLAN Offload is not applied.

	disasterRoamingInd
	boolean
	O
	0..1
	Disaster Roaming Indicator (see 3GPP TS 23.502 [3]).
When present, this IE shall be set as follows:
-	true: Disaster Roaming service is applied;
-	false (default): Disaster Roaming service is not applied.

	onboardingInd
	boolean
	O
	0..1
	UE Onboarding Indicator for the authentication
When present, this IE shall be set as follows:
-	true: authentication is for UE onboarding;
-	false (default): authentication is not for UE onboarding.

	aun3Ind
	boolean
	O
	0..1
	AUN3 Indicator (see 3GPP TS 33.501 [8])

When present, this IE shall be set as follows:
-	true: authentication is for an AUN3 device behind RG;
-	false (default): authentication is not for an AUN3 device behind RG.

	NOTE:	The attribute n5gcInd is used for EAP-TLS, which is described in the informative annex O of 3GPP TS 33.501 [8] and is not mandatory to support.



* * * Next Change * * * *

[bookmark: _Toc25270704][bookmark: _Toc34310361][bookmark: _Toc36464883][bookmark: _Toc51944615][bookmark: _Toc162360049]6.1.6.2.6	Type: ConfirmationData
Table 6.1.6.2.6-1: Definition of type ConfirmationData
	Attribute name
	Data type
	P
	Cardinality
	Description

	resStar
	ResStar
	M
	1
	Contains the "RES*" provided by the UE to the AMF.
If no RES* has been provided by the UE the null value is conveyed to the AUSF.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.



* * * Next Change * * * *
[bookmark: _Toc25270705][bookmark: _Toc34310362][bookmark: _Toc36464884][bookmark: _Toc51944616][bookmark: _Toc162360050]6.1.6.2.7	Type: EapSession
Table 6.1.6.2.7-1: Definition of type EapSession
	Attribute name
	Data type
	P
	Cardinality
	Description

	eapPayload
	EapPayload
	M
	1
	Contains the EAP packet (see IETF RFC 3748 [18]).
If no EAP packet has been provided by the UE the null value is conveyed to the AUSF.

	kSeaf
	Kseaf
	C
	0..1
	Shall be absent for N5GC device authentication; otherwise:
If the authentication is successful and the consumer is an AMF, the Kseaf shall be included

	_links
	map(LinksValueSchema)
	C
	1..N
	If the EAP session requires another exchange e.g. for EAP-AKA' notification, this IE shall contain a member whose name is "eap-session" and the URI to continue the EAP session.
See NOTE.

	authResult
	AuthResult
	C
	0..1
	Indicates the result of the authentication.

	supi
	Supi
	C
	0..1
	If the authentication is successful and if the AMF had provided a SUCI, this IE shall contain the SUPI of the UE.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.

	pvsInfo
	array(ServerAddressingInfo)
	O
	1..N
	 FQDN(s) and/or IP address(es) of the SNPN UE onboarding Provisioning Servers (PVS).

	msk
	Msk
	C
	0..1
	If the authentication is successful and the consumer is an NSWOF as indicated by the NSWO indicator received within the AuthenticationInfo, the MSK shall be included (see 3GPP TS 33.501 [8] annex S)

If the authentication is successful and the MSK indicator is received from UDM, the MSK shall be included. (see clause 7B.7 of 3GPP TS 33.501 [8])

	NOTE: In the current version of this API, only 0 or 1 hypermedia link is provided.



* * * Next Change * * * *
[bookmark: _Toc25270707][bookmark: _Toc34310364][bookmark: _Toc36464886][bookmark: _Toc51944618][bookmark: _Toc162360052]6.1.6.2.9	Type: RgAuthenticationInfo
Table 6.1.6.2.9-1: Definition of type RgAuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	suci
	Suci
	M
	1
	Contains the SUCI of the FN-RG.

	authenticatedInd
	boolean
	M
	1
	This IE shall be set as follows:
[bookmark: _PERM_MCCTEMPBM_CRPT03890030___2]-	true: authenticated by the W-AGF;
-	false (default): unauthenticated by the W-AGF.


	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.



* * * Next Change * * * *

[bookmark: _Toc162360054]6.1.6.2.11	Type: DeregistrationInfo
Table 6.1.6.2.11-1: Definition of type DeregistrationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	supi
	Supi
	M
	1
	Contains the SUPI of the UE.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.




* * * Next Change * * * *

[bookmark: _Toc162360055]6.1.6.2.12	Type: ProSeAuthenticationInfo
Table 6.1.6.2.12-1: Definition of type ProSeAuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	supiOrSuci
	SupiOrSuci
	C
	0..1
	This IE shall be present if received from 5G ProSe Remote UE or the 5G ProSe End UE.

When received, this IE shall contain the  SUCI of the 5G ProSe Remote UE or the 5G ProSe End UE.

	5gPrukId
	5GPrukId
	C
	0..1
	This IE shall be present if the CP-PRUK is received from 5G ProSe Remote UE or the 5G ProSe End UE.

When present, this IE shall Indicate the CP-PRUK ID received from the 5G ProSe Remote UE or the 5G ProSe End UE.

	relayServiceCode
	RelayServiceCode
	M
	1
	Indicates Relay Service Code. See 3GPP TS 29.571 [7] clause 5.4.2

	nonce1
	Nonce1
	M
	1
	Indicates Nonce_1.

	servingNetworkName
	ServingNetworkName
	M
	1
	Serving network name of the UE-to-Network relay or the UE-to-UE relay

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.




* * * Next Change * * * *

[bookmark: _Toc162360056]6.1.6.2.13	Type: ProSeAuthenticationCtx
Table 6.1.6.2.13-1: Definition of type ProSeAuthenticationCtx
	Attribute name
	Data type
	P
	Cardinality
	Description

	authType
	AuthType
	M
	1
	Indicates the authentication method used for this UE i.e. "EAP-AKA".

	_links
	map(LinksValueSchema)
	M
	1..N
	This IE shall contain a member whose name is set to "prose-auth" and the URI to perform the EAP session.
See NOTE

	proSeAuthData
	ProSeAuthData
	M
	1
	Contains ProSe Authentication related information

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.

	NOTE: In the current version of this API, only one hypermedia link is provided



* * * Next Change * * * *

[bookmark: _Toc162360057]6.1.6.2.14	Type: ProSeEapSession
Table 6.1.6.2.14-1: Definition of type ProSeEapSession
	Attribute name
	Data type
	P
	Cardinality
	Description

	eapPayload
	EapPayload
	M
	1
	Contains the EAP packet (see IETF RFC 3748 [18]).
If no EAP packet has been provided by the 5G ProSe Remote UE or the 5G ProSe End UE the null value is conveyed to the AUSF.

	knrProSe
	[bookmark: _Hlk98871270]KnrProSe
	C
	0..1
	If the authentication is successful and no EAP packet has been provided by the 5G ProSe Remote UE or the 5G ProSe End UE, the KNR_ProSe shall be included

	or the 5G ProSe End UE
	map(LinksValueSchema)
	C
	1..N
	If the EAP session requires another exchange e.g. for EAP-AKA' notification, this IE shall contain a member whose name is "prose-auth" and the URI to continue the EAP session.
See NOTE.

	authResult
	AuthResult
	C
	0..1
	This IE shall be present if no EAP packet has been provided by the 5G ProSe Remote UE or the 5G ProSe End UE.

When present, this IE shall indicate the result of the authentication.

	nonce2
	Nonce2
	C
	0..1
	If the authentication is successful and no EAP packet has been provided by the 5G ProSe Remote UE or the 5G ProSe End UE, the Nonce_2 shall be included.

	5gPrukId
	5GPrukId
	C
	0..1
	This IE shall be present if authentication is successful and no EAP packet has been provided by the 5G ProSe Remote UE or the 5G ProSe End UE.

When present, this IE shall contain the CP-PRUK ID to the 5G ProSe Remote UE or the 5G ProSe End UE.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.

	NOTE: In the current version of this API, only 0 or 1 hypermedia link is provided.



* * * Next Change * * * *

[bookmark: _Toc162360059]6.1.6.2.16	Type: ProSeAuthenticationResult
Table 6.1.6.2.16-1: Definition of type ProSeAuthenticationResult
	Attribute name
	Data type
	P
	Cardinality
	Description

	knrProSe
	KnrProSe
	C
	0..1
	If the authentication is successful, the KNR_ProSe shall be included

	nonce2
	Nonce2
	C
	0..1
	If the authentication is successful, the Nonce_2 shall be included.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.




* * * Next Change * * * *

[bookmark: _Toc11342351][bookmark: _Toc36460757][bookmark: _Toc45029965][bookmark: _Toc57026388][bookmark: _Toc162360073]6.1.9	Feature Negotiation
The optional features in table 6.1.9-1 are defined for the Nausf_UEAuthentication API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.1.9-1: Supported Features
	Feature number
	Feature Name
	M/O
	Description

	1
	ES3XX
	M
	Extended Support of HTTP 307/308 redirection

An NF Service Consumer (e.g. AMF) that supports this feature shall support handling of HTTP 307/308 redirection for any service operation of the UEAuthentication service. An NF Service Consumer that does not support this feature does only support HTTP redirection as specified for 3GPP Release 15.




* * * Next Change * * * *

[bookmark: _Toc25270753][bookmark: _Toc34310410][bookmark: _Toc36464932][bookmark: _Toc51944664][bookmark: _Toc162360099]6.2.6.2.2	Type: SorInfo
Table 6.2.6.2.2-1: Definition of type SorInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ackInd
	AckInd
	M
	1
	Contains the indication whether the acknowledgement from UE is needed.

	steeringContainer
	SteeringContainer
	C
	0..1
	When present, this information contains the information needed to update the "Operator Controlled PLMN Selector with Access Technology" list stored in the USIM.
It may contain an array of preferred PLMN/AccessTechnologies combinations in priority order. The first entry in the array indicates the highest priority and the last entry indicates the lowest.
Or it may contain a secured packet.
If no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the USIM is needed then this attribute shall be absent.

	sorHeader
	SorHeader
	O
	0..1
	This attribute contains SoR Header encoded as defined in clause 6.2.6.3.2 and shall be present if AUSF supports receiving SoR Information encoded as transparent containers.

	sorTransparentInfo
	SorTransparentInfo
	O
	0..1
	This attribute contains steering information encoded as defined in clause 6.2.6.3.2, and may be present if AUSF supports receiving SoR Information encoded as transparent containers.

It may be absent if no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the USIM is needed.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.2.9 is supported.



* * * Next Change * * * *

[bookmark: _Toc45029272][bookmark: _Toc45028437][bookmark: _Toc36457519][bookmark: _Toc27585512][bookmark: _Toc11338804][bookmark: _Toc162360112]6.2.9	Feature Negotiation
The optional features in table 6.2.9-1 are defined for the Nausf_SoRProtection API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.2.9-1: Supported Features
	Feature number
	Feature Name
	M/O
	Description

	1
	ES3XX
	M
	Extended Support of HTTP 307/308 redirection

An NF Service Consumer (e.g. UDM) that supports this feature shall support handling of HTTP 307/308 redirection for any service operation of the SoRProtection service. An NF Service Consumer that does not support this feature does only support HTTP redirection as specified for 3GPP Release 15.


	2
	sorTransparentSupport
	O
	This flag is used by AUSF to register (in NRF) its support of receiving SoR Transparent Information instead of individual IEs from UDM.



* * * Next Change * * * *

[bookmark: _Toc25270794][bookmark: _Toc34310451][bookmark: _Toc36464973][bookmark: _Toc51944705][bookmark: _Toc162360138]6.3.6.2.2	Type: UpuInfo
Table 6.3.6.2.2-1: Definition of type UpuInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	upuDataList
	array(UpuData)
	M
	1..N
	This information defines the UE Parameters Update (UPU). A secured packed with the Routing indicator update data and/or the Default configured NSSAI update data are included. See clause 6.3.6.2.4.

This attribute shall be ignored by AUSF when upuTransparentInfo is present.
	

	upuHeader
	UpuHeader
	O
	0..1
	This attribute contains UPU Header encoded as defined in clause 6.3.6.3.2.
	

	upuAckInd
	UpuAckInd
	M
	1
	Contains the indication of whether the acknowledgement from UE is needed.
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.3.9 is supported.
	

	upuTransparentInfo
	UpuTransparentInfo
	O
	0..1
	This attribute contains UPU information encoded as defined in clause 6.3.6.3.2, and may be present if AUSF supports receiving UPU Information encoded as transparent container.
	upuTransparentSupport



* * * Next Change * * * *

[bookmark: _Toc162360150]6.3.9	Feature Negotiation
The optional features in table 6.3.9-1 are defined for the Nausf_UPUProtection API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.3.9-1: Supported Features
	Feature number
	Feature Name
	M/O
	Description

	1
	ES3XX
	M
	Extended Support of HTTP 307/308 redirection

An NF Service Consumer (e.g. UDM) that supports this feature shall support handling of HTTP 307/308 redirection for any service operation of the UPUProtection service. An NF Service Consumer that does not support this feature does only support HTTP redirection as specified for 3GPP Release 15.


	2
	upuTransparentSupport
	O
	This flag is used by AUSF to register (in NRF) its support of receiving UPU Transparent Information instead of individual Ies from UDM




* * * End of Changes * * * *
