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1. Introduction
This pCR provides a new solution for addressing KI#1.
2. Reason for Change
During consent management, the resource owner should be able to know more detailed information about the API invoker to grant access for servcie API invocation. E.g. whether UE location can be shared with XYZ application.
This solution proposed a new solution for KI#1.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-22.


* * * First Change * * * *
[bookmark: _Toc147904923][bookmark: _Toc160440280][bookmark: _Toc147904934][bookmark: _Toc160440303][bookmark: _Toc113264267]5.1	Key issue #1: Managing resource owner consent
[bookmark: _Toc160440281]5.1.1	Description
With the introduction of support for Subscriber-aware Northbound API access in 3GPP Rel-18 a number of requirements were added at stage 1, one of which was motivated by the desire for a UE to be able to control whether or not to provide information considered private to a 3rd party entity. Specifically, the requirement is that the 5G system shall be able to allow the UE to provide/revoke consent for information (e.g., location, presence) to be shared with the third-party. At stage 2 the CAPIF-8 reference point was introduced to CAPIF where the aspect of consent was highlighted through the statement that the resource owner communicates with the authorization function in the CAPIF core function to manage resource owner consent, with such communication being expected to be performed over CAPIF-8. However, the mechanism for managing such consent was not specified with the functionalities over CAPIF-8 being is FFS and out of scope of the Rel-18 of the specification.
[bookmark: _Toc160440282]5.1.2	Open issues
The CAPIF does not address management of resource owner consent in the context of supporting RNAA. The open issues are:
1.	How consent of the resource owner can be managed through communication between the resource owner and authorization function in the CAPIF core function 
2.	How to enable retrieval of the resource owner consent parameters by an API exposure function from the authorization function.
3.	Whether (and how) “purpose of data processing” will be captured, where will it be stored and how will it be retrieved by the consent enforcement point, i.e., AEF (e.g., via CAPIF-3 in case it is available in the CCF).
4.	How to align and manage access control that is more granular than simply granted/denied for service API (e.g., service operation level, resource level, service API originator/requestor details) with the provided resource owner consent to ensure appropriate usage of resource owner consent at the enabler layer.
NOTE:	Aspects pertaining to the definition of resource owner consent/authorization over CAPIF-8 are in the scope of SA3, noting that the R18 security aspects of CAPIF supporting RNAA are specified in 3GPP TS 33.122 [3].

* * * 2nd Change * * * *
6.x	Solution #x: Support more API invoker info in RNAA
[bookmark: _Toc464463366][bookmark: _Toc475064960][bookmark: _Toc478400631][bookmark: _Toc7485786][bookmark: _Toc78314760][bookmark: _Toc147904935][bookmark: _Toc160440304]6.x.1	Solution description
6.x.1.1	General
This solution provides more API invoker info related to RNAA so that the resource owner can know better about which user and/or which service (and its provider) is asking for sensitive information (e.g. location) of the resource owner. 
6.x.1.3	Procedures
6.x.1.3.1	Authorization


Figure 6.x.1.3.1-1: Procedure for the API invoker obtaining authorization for service API access
The procedure is similar to clause 8.11.3 of 3GPP TS 23.222 [2] with the following difference:
-	In step 1, more information about API invoker (application service info like ASP id, application id) and purpose of data processing can be sent from API invoker to CCF during service API authorization procedure.
NOTE:	Application service info are applicable for both AF side API invoker and UE side API invoker.
-	In step 2, if received, the CCF additionally verifies application service info.
[bookmark: _Toc147904936][bookmark: _Toc160440305]6.x.2	Architecture Impacts
[bookmark: _Toc147904937][bookmark: _Toc160440306]Existing CAPIF architecture in 3GPP TS 23.222 [2] is used to accommodate new impact to CAPIF-1/1e reference point.
6.x.3	Corresponding APIs
Existing CAPIF service API authorization API is enhanced.
[bookmark: _Toc532993748][bookmark: _Toc78314761][bookmark: _Toc147904938][bookmark: _Toc160440307]6.x.4	Solution evaluation
This solution addresses KI#1 with more granular information about API invoker in the context of RNAA. It also addresses the purpose of data processing in KI#1. The impacted CAPIF procedure includes service API authorization.
* * * End of Changes * * * *
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