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1. Introduction
This contribution builds on contribution S6-241358 “Pseudo-CR on CAPIF Use Case of NEF publishing APIs”, accepted at SA6#60.
2. Reason for Change
Highlights that the NEF (API Management Function: AMF) requires knowledge of the appropriate CCF endpoint. Provides clarifications on the information the AMF is required to provide in the register API provider request (including the authorization header as specified in clause C.5 of 3GPP TS 33.122) and updates the JSON scheme accordingly. Highlight that the CCF provides the AMF with the required certificates for each of the offered API provider functions and the necessary identities. Provides clarifications on the role of the API Exposure Function (AEF) profiles and the assignment of the service API identifier. Completes the schema for the CAPIF access control policy and proposes deletion of the associated EN.
3. Proposal
It proposed to accept the changes 6.3 to v0.4.0 TR 23.946 presented in this contribution.




* * * First Change * * *
[bookmark: _Toc14352733][bookmark: _Toc19026758][bookmark: _Toc19034159][bookmark: _Toc19036349][bookmark: _Toc19037347][bookmark: _Toc25612605][bookmark: _Toc25613307][bookmark: _Toc25613571][bookmark: _Toc27647528][bookmark: _Toc160735993]
[bookmark: _Toc164774165]6.4	NEF Publishes an API 
The 5GS network exposure function (NEF) can use CAPIF capabilities to publish and manage its APIs, including managing charging. One of several possible deployment arrangements is shown in Figure 6.4-1. 


Figure 6.4-1: NEF implements the CAPIF API providier domain functions 

Signalling for the NEF to publish its APIs to the CAPIF core function is shown in Figure 6.4-2, followed by example request and response content.

A pre-condition is that the NEF (API management function) has been made aware of the appropriate CAPIF core function endpoint with which to initiate the registration, as well as having been provided with a token to access the CAPIF core function.


Figure 6.4-2: Publish a service API 

Details of the signalling flow in Figure 6.4-2 are as follows: 
NOTE: The JSON snippets provided in the following clauses are aligned with version 18.5.0 of 3GPP TS 29.222 [3], in which apiVersion is specified as "v1".
1. Register_API_Provider 
The API provider includes: 
-	API provider domain ID 
-	Authorization HTTP header (access token) 
-	Security information enabling the CCF to validate the registration (regSec)
-	An array (apiProvFuncs) of at least one API provider domain functions profiles
-	Optionally API provider domain information (apiProvDomInfo) and the API provider name (apiProvName)

Table 6.4-1: Register API _provider request
	HTTP POST CAPIF_core_function_URL/{apiRoot}/api-provider-management/v1/registrations 
Request headers:
Authorization: "string"
Request body:
{
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]  "regSec": "string",
  "apiProvFuncs": [
    {
      "apiProvFuncId": "string",
      "regInfo": {
        "apiProvPubKey": "string",
        "apiProvCert": "string"
      },
      "apiProvFuncRole": "string",
      "apiProvFuncInfo": "string"
    }
  ],
  "apiProvDomInfo": "string",
  "suppFeat": "string",
  "apiProvName": "string"  "failReason": "string"

}



The CAPIF core function assigns identities for the API provider domain (apiProvDomId) and each of its functions (apiProvFuncId) and returns them in the response. Furthermore, it provides certificates (apiProvCert) for each of the API provider functions based on each function’s provided public key (apiProvPubKey). 

2. 201 Created 
The API provider domain has been registered successfully The URI of the created resource is returned in the "Location" HTTP header, including the assigned registration identifier (registrationId). 
Table 6.4-2: Register API provider response
	201 
Response headers:
Location: {apiRoot}/api-provider-management/v1/registrations/{registrationId} 
Response body:
{
  "apiProvDomId": "string",
  "regSec": "string",
  "apiProvFuncs": [
    {
      "apiProvFuncId": "string",
      "regInfo": {
        "apiProvPubKey": "string",
        "apiProvCert": "string"
      },
      "apiProvFuncRole": "string",
      "apiProvFuncInfo": "string"
    }
  ],
  "apiProvDomInfo": "string",
  "suppFeat": "string",
  "apiProvName": "string"  "failReason": "string"

}



3. CAPIF_Publish_Service_API
The API publishing function sends information on the offered APIs by providing the API exposing function profiles array (aefProfiles). The published APIs resource created in response to the request represents all published service APIs of the NEF.

Table 6.4-3: Publish API request 
	HTTP POST CAPIF_core_function_URL/{apiRoot}/published-apis/v1<apiVersion>/{apfId}/service-apis
Request body:
{
  "apiName": "string",
  "apiId": "string",
  "apiStatus": {
    "aefIds": [
      "string"
    ]
  },
  "aefProfiles": [
    "object"null,
    null
  ],
  "description": "string",
  "supportedFeatures": "string",
  "shareableInfo": {
    "isShareable": "boolean",
    "capifProvDoms": [
      "string"
    ]
  },
  "serviceAPICategory": "string",
  "apiSuppFeats": "string",
  "pubApiPath": {
    "ccfIds": [
      "string"
    ]
  },
  "ccfId": "string",
  "apiProvName": "string"
}



4. 201 Created
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]The service API has been published successfully The URI of the created resource is returned in the "Location" HTTP header, including the assigned service API identifier (serviceApiId) that is also equal to the API identifier (apiId) in the response body. 
Table 6.4-4: Publish API response
	{
201
Response headers:
Location: {apiRoot}/published-apis/v1<apiVersion>/{apfId}/service-apis/{serviceApiId}
Location:
Response body:
{
  "apiName": "string",
  "apiId": "string",
  "apiStatus": {
    "aefIds": [
      "string"
    ]
  },
  "aefProfiles": [
    "object"null,
    null
  ],
  "description": "string",
  "supportedFeatures": "string",
  "shareableInfo": {
    "isShareable": "boolean",
    "capifProvDoms": [
      "string"
    ]
  },
  "serviceAPICategory": "string",
  "apiSuppFeats": "string",
  "pubApiPath": {
    "ccfIds": [
      "string"
    ]
  },
  "ccfId": "string",
  "apiProvName": "string"
}




5. CAPIF administrator creates policy 
The procedures for creation of the access control policy at the CAPIF core function by the CAPIF administrator is outside the scope of 3GPP TS 23.222 [2] and may by triggered because of the API management function issuing the "Register API provider" request or prior to that. Either way, sufficient information must be provided to enable the AEF specific access control policy list resource for the service API to be created. Specifically, each policy must include the CCF assigned API invoker identifier (apiInvokerId) and can include allowed total invocations (allowedTotalInvocations), invocations per second (allowedInvocationsPerSecond), invocation time range list (allowedInvocationTimeRangeList).
Table 6.4-5: CAPIF administrator creates policy 
	{apiRoot}/access-control-policy/<apiVersion>/accessControlPolicyList/{serviceApiId}




Editor's Note: The table above is to be populated with example policy. 

6. CAPIF_Access_Control_Policy_API 
Table 6.4-6: GET access control policy request 
	[bookmark: OLE_LINK5][bookmark: OLE_LINK6]HTTP GET CAPIF_core_function_URL/{apiRoot}/access-control-policy/<apiVersion>v1/accessControlPolicyList/{serviceApiId}?aef-id="string"





7. 200 OK
Table 6.4-7: GET access control policy response
	200
Response body:
{
  "apiInvokerPolicies": [
    {
      "apiInvokerId": "string",
      "allowedTotalInvocations": "integer"0,
      "allowedInvocationsPerSecond": 0"integer",
      "allowedInvocationTimeRangeList": [
        {
          "startTime": "2024-04-08T14:33:53.792Zstring",
          "stopTime": "2024-04-08T14:33:53.792Zstring"
        }
      ]
    }
  ]
}




Editor's Note: The tables above showing JSON content are to be populated with example values. 


* * * End of Changes * * *
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