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1	Decision/action requested
 The group is asked to discuss the proposal and endorse the proposalapprove.
2	References
[1] 3GPP TR 28.879: " Study on OAM for service management and exposure to external consumers".
[2] 3GPP TS 28.319: "Management and orchestration; Access Control for Management services".
3	Rationale
Clause 5.4.1 of TR 28.879 describes how to authorize an external MnS consumer to access the management service API without describing exactly how the authorization information for a specific external MnS consumer will be made available at the CCF. According to the CAPIF specifications, the CCF shall be enabled to generate the access token for an external MnS consumer (referred to as API invoker in CAPIF terms) to invoke service APIs. However, how the CCF will be enabled to generate access tokens for external MnS consumers at run-time is still not described. 
This contribution aims to propose a potential solution enabling the CCF to provide authorization information to external MnS consumers to invoke service APIs.
3.1 Proposed solution for CCF authorization of an external MnS consumer to invoke service APIs
3.1.1 Using AccessRule to configure authorization information.
The potential solution assumes that the network operator has a portal with a list of services APIs and their  corresponding metadata (e.g., the scope and allowed operations) providing the external MnS consumer with the option to choose what service APIs they would like to subscribe to. Such functionality is provided offline and not subject to standardization already provided by other SDOs, e.g., TM Forum. 
After the external MnS consumer has identified the service APIs they would like to subscribe to, the CAPIF API invoker enrolment phase can start (refer to clause 5.1.3). This solution assumes that the 3GPP management system can define which AccessRule(s) and Role(s) are appropriate for the external MnS consumer, based on the list of service APIs that the external MnS consumer would like to enrol for. Accordingly, as part of During the enrolment phase , the external MnS consumer provides a list of the service APIs they would like to consume on the 3GPP management system (which is MSEF acting as the API provider domain, in this case).  Accordingly, depending on the agreed SLA between the external MnS consumer and the network operator, the 3GPP management system administrator does the following:	Comment by Ericsson user: Replace the entire paragraph with a simple reference to the enrolment procedure (now in clause 5.1.3 as per 6518). Next, clarify these ideas:

That during this enrolment, the API provider domain creates an Identity instance. This Identity instance is associated to one or more Roles, each in turn associated to one or more AccessRules.
The created Identity instance holds the authorization information of the external MnS consumer in API provider domain. 
This information is stored in the authentication and authorization MnS producer. 
· Creates new AccessRule(s); if no existing access rules	apply for the external MnS consumer, that will govern the interactions with the granted service API(s). It should be possible that the requested service API(s) and the granted service API(s) are different.
· Creates a new Role(s) to associate with the newly created AccessRule(s) or associates an existingold Role with the external MnS consumernew AccessRule(s).
· Create an MSAC Identity associated with the external MnS consumer and assigns the associated Role(s). The created MSAC Identity instance holds the authorization information of the external MnS consumer in the MSED. 
These data are stored in the authentication and authorization MnS producer of the 3GPP management system. 
Subsequently, when generating the CAPIF enrolment details (e.g., CCF URL and CCF security information) for the external MnS consumer, the authentication and authorization MnS producer also generates the onboarding access token to enable the CAPIF onboarding procedure.  Finally, the authentication and authorization MnS producer maintains a mapping between the assigned MSAC Identity for the external MnS consumer and the generated onboarding access token. The MSED is responsible for sending the enrolment onboarding information (i.e., the CCF details (URL, Root CA certificate), onboarding-access-token or granted API list) to the external MnS consumer. The enrolment procedure is done offline and not subject to standardization.

3.1.2 Potential solution #x: Identity class made available to the CCF 	Comment by Ericsson user: Four main issues: Issue A, B, C and D.

Issue A:

Problem: steps 1-3 are part of the enrolment, which is inherent to configuring authorization information of external MnS consumer.
Proposal: move steps 1-3 (and associated discussion) to clause 3.1.1. Start workflow/sequence diagram from step 4 (onboarding).

Issue B:

Problem: in step 3, it is assumed that MSEF’s AMF is the one issuing onboarding access token to API invoker. Why this assumption? AMF does not support this capability yet. AMF does not communicate with API Invoker neither as per CAPIF specification. 
Proposal: leave it intentionally open, as it is offline process not subjected to standardization. This clarification may be done in clause 3.1.1 (see issue A).

Issue C

Problem: To validate and/or issue access tokens, the CCF always needs to interact with OAuth server. This OAuth server is in the API provider domain 

NOTE 1: It is also true that CCF can have built-in OAuth server, but then it would require having communication between two Oauthorization servers and get them sync’ed, making everything complicated. We can claim at the very beginning that this solution considers that CCF relies on OAuth server in 3GPP domain; otherwise, emphasize complexities. 

NOTE 2: I’d also xpect the same OAuth server can issue and validate access tokens from more than one API provider domain (3GPP mgmt sytem, SCEF/NEF). In such a case, the OAuth server can be drawn ouutside 3GPP management system box (API provider domain). Whether the server is deployed along with CCF or not, it is up to implementation. Nevertheless, if outside 3GPP management system, we need to make it clear that the OAuth server needs to perform AuthN&Z MnS producer as defined in TS 28.533. 

Proposal: 
Remove step 6, as CCF is not able to do validation automatically.
Steps 8 and 11 are between CCF and OAuth server (and not between CCF and AMF, because CAPIF-5 interface does not support such an exchange of information and request-response messages). 
Steps 9 and 10 merged into one single step, performed at Oauth server side. 
Introduce another steps between current steps 14 and 15, where the CCF interacts with Oauth server to request (and get) an access token.

Issue D: 
Problem:  The interface between CCF and Auth server is proprietary, and is part of the CCF logic implement behind the curtains (and therefore, there is no standardized interface between CCF and OAuth server, and it is proprietary, depending on the solution chosen for Oauth server). 

Proposal: 
For interactions between CCF and Oauth serevr, clarify that the interface is not standardized, and depends on the solution chosen for Oauth server. 
3.1.2.1 Introduction
From the 3GPP management system perspective, the Identity class represents information that can be made available to any access control system. The Role class is associated to one or more access rules based on the AccessRule class whose notation is specific to the 3GPP management system (see TS 28.319[2]). 
In this regard, the MSAC information that is eligible to be provided to the CCF is limited to the MSAC Identities associated to the different API invokers/external MnS consumers. 
3.1.2.2 Description
From clause 3.1.1, the MSAC identity and generated onboarding access token for an external MnS consumer is known by the authentication and authorization MnS producer. The potential solution focuses on how to make the MSAC authorization information for an external MnS consumer available in the CCF as shown in Figure 3.1.2.2-1.	Comment by Ericsson user: Step 2 -> onboarding-access-token generated by 3GPP management system. This belong to the enrolment phase.

CCF cannot validate itself onboarding access token. 

Interaction between CCF and Authorization server has no standardized interfaces in the context of CAPIF. 
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Figure 3.1.2.2-1: External MnS consumer authorization by the CCF

1. As a pre-condition, during the CAPIF enrolment phase preparation, the following occurs offline:
a.  The external MnS consumer requests to initiate CAPIF enrolment procedure by providing list of requested service APIs to subscribe to the 3GPP management system administrator.
b. The 3GPP management system administrator analyzes the request and depending on the SLA with external MnS consumer creates the associated MSAC identity & corresponsing role(s).
c. The created MSAC identity and corresponsing role(s) and access rule(s) are configured within the authentication and authorization MnS producer.
2. The authentication and authorization MnS producer within the management system generates an access token to be used for onboarding to the CCF (called onboarding-access-token henceforth). Next, the authentication and authorization MnS producer maintains a mapping between the MSAC identity associated to an external MnS consumer and the generated onboarding-access-token. Next, the API invoker onboarding procedure occurs as described in clause 6.1 of TS 33.122.
3. The AMF of the MSEF provides the onboarding enrolment information to the API invoker. This includes the CCF URL, CCF security info, public key of the external MnS consumer, onboarding-access-token or granted API list)
4. To begin the onboarding procedure, the API invoker establishes a secure TLS connection with the CCF.
5. The API invoker sends an onboard API invoker request providing the onboarding enrolment information by providing the “APIInvokerEnrolmentDetails” as defined in clause 8.4.4.2.2 of TS 29.222[13] from step 3.
6. The CCF sends an acknowledgment for receiving the onboard API invoker request to the API invoker.
7. If the CCF can validate the onboard API invoker request, it proceeds to generate the API invoker profile (which includes API invoker ID, API list, Authentication & authorization info) and sends the onboard API invoker response to the API invoker.
8. If the CCF can’t validate the onboard API invoker request, it acknowledges receipt of the onboard API invoker request to the API invoker.
9. The CCF forwards the onboard API invoker request to the Authentication and authorization MnS producerMF of the MSEF providing the received the onboarding enrolment information (from step 2see clause 5.5.2.2 of TS 29.222 for more details).
10. The Authentication and authMF validates the onboarding API invoker request which includes checking onboarding-access-token. and the API list. If the request is valid, the AMF requests the authentication and authorization MnS producer to provide the MSAC identity associated with the received onboarding-access-token.
11. If the onboarding request is valid, Tthe authentication and authorization MnS producer retrievessends the associated MSAC identity associated to the onboarding-access-token to the AMF of the MSEF.
12. The authentication and authorization MnS producer sends AMF validates the onboard API invoker request and forwards the authentication and authorization information (i.e., the associated MSAC identity) for the API invoker to the CCF. 
13.  The CCF generates API invoker profile and maintains a mapping between the generated API invoker id and associated MSAC identity. 
14. Next the CCF sends an onboard API invoker response to the API invoker. The response includes the assigned API invoker ID, the granted API list and the API invoker enrolment details (see step 2)associated Authentication & authorization info).
15. Whenever, the external MnS consumer wants to invoke specific service APIs, it establishes a secure TLS session with the CCF.
16. The external MnS consumer sends an access token request to the CCF to invoke specific service API(s) providing the API invoker id and a list of service API(s) it wants to invoke. The request body carries the information described by the AccessTokenReq data type (clause 8.5.4.2.6 of TS 29.222[13]).
17.  The CCF validates the request, and if valid, updates access token request by replacing the client-id parameter value (i.e., the api-invoker-id) of the AccessTokenReq data type in the request (see step 11) with the corresponding MSAC identity (see step 9)maps the API invoker id to the saved MSAC identity and generates access token with the access token scope = “corresponding MSAC identity”. The CCF sends the access token response to the API invoker..	Comment by Ericsson user: What happens if the requested scope (what the API invoker asks for authorization granting) is narrower to requested scope (Identity)? 
18. The CCF sends the updated OAuth2.0 based access token request to the authentication and authorization MnS producer.
19. The authentication and authorization MnS producer validates the request and generates OAuth 2.0 based access token.
20. The authentication and authorization MnS producer sends the generated OAuth 2.0 based access token to the CCF.
21. The CCF forwards the received access token response to the API invoker.
22. To invoke the service API, the API invoker establishes a secure TLS connection with the AEF.
23. Subsequently, in steps 187-2019, the external MnS consumer can successfully invoke the service API at the AEF.
NOTE: How the CCF interacts with authentication and authorization MnS producer is up to implementation and not subject to standardization.
4	Detailed proposal
It is proposed to endorse the solutions described in clauses 3.1.1 and 3.1.2 to enable the authorization of external MnS consumers to invoke service API at the CCF.
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