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* * * * First change * * * *
[bookmark: _Toc163832786]5.6	Key Issue #6: PDU Set marking for XR RTP streams with RTP end-to-end encryption
[bookmark: _Toc163832787]5.6.1	Description
Editor’s note:	This clause provides a description of the key issue.
The usage of end-to-end encryption is broadly deployed in current applications and networks to provide security. 5G RTP applications are similarly expected to utilize existing security tools available. This key issue proposes to study the enhancement of PDU Set information signaling in cases where end-to-end encryption is applied at the RTP level while using the RTP HE (or alike metadata) for PDU Set marking. 
A 5G RTP end-to-end encrypted data flow contains RTP PDUs whose SDUs are encrypted, and headers are at least partly encrypted.
Solutions of this KI should consider the following aspects:
     -     Explore, document and scope different ways for providing end-to-end RTP encryption as targeted for 5G RTP, including if and how PDU Set marking may still be signaled.
-    If required, study new methods for signalling PDU Set information for end-to-end encrypted 5G RTP flows.
NOTE 1:	The work on this key issue may need coordination with SA WG2.
NOTE 2: End-to-end encryption scenarios based on QUIC or DTLS records are out of scope of this study.

* * * * End of changes * * * *

