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1
Decision/action requested

Approve the pCR on new solution on key issue #2.
2
References

3

Rationale

This contribution proposes a new solution on key issue #2 “privacy threats of S&F operation”. 
Please note that the plantUML code of the figure could run in https://www.plantuml.com/
4
Detailed proposals
Start of Change 

6.Y
Solution #Y: Mitigation of privacy issues of interim GUTI
6.Y.1
Introduction
The solution addresses the key issue #2 “privacy threats of S&F operation”.
In TR 23.700-29 [2], there are multiple solutions that require SAT to assign an interim GUTI to the UE in an unprotected NAS message, such as solution 11, 12, 13, etc. These solutions propose a similar approach to interim GUTI assignment: after the UE accesses SAT1, an interim GUTI is configured by SAT1 without protection, synchronized to the MME ground, and used for paging the UE by SAT2 when SAT1 is replaced by SAT2. The goal is to ensure the UE is reachable once the stored NAS message is forwarded to the ground MME and sent to SAT2.
However, since the interim GUTI is not ciphered or integrity protected, the following security issues are identified:

1. An attacker can use a FBS to continuously track a UE by assigning an interim GUTI and conducting Paging, allowing them to track the UE's location actively.

2. Intercepting the IMSI and interim GUTI of a UE allows an attacker to determine the UE's approximate location passively.

This solution proposes two alternative solutions to address the issues above.
6.Y.2
Solution details

For those solutions that assign the interim GUTI without protection, the general procedure is as depicted in figure 6.Y.2-1:
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Figure 6.Y.2-1 General procedure of interim GUTI assignment solutions
1. The UE sends the Attach Request message to SAT1.

2. The SAT1 assigns an interim GUTI to the UE in case of a connection loss with SAT1. The UE will store the interim GUTI.

3. The SAT1 stores the Attach Request until ground MME is reachable.

4. The SAT1 sends the Attach Request message with the interim GUTI to the ground MME.

5. The ground MME sends the Authentication Data Request message to the HSS, and gets Authentication Data Request, the ground MME constructs Authentication Request message and stores it until SAT is reachable.

6. If a new connection between SAT2 and the ground MME is established, the MME then sends the Authentication Request message with the interim GUTI to SAT2.

7. The SAT2 stores the Authentication Request message until the UE is reachable.

8. The SAT2 uses the interim GUTI to page the UE. 
9. The UE who stores the interim GUTI will reply back to the SAT1 by sending the Attach Request with the interim GUTI. 

10. The SAT2 uses the interim GUTI to find the stored Authentication Request message.

11. The SAT2 sends back the Authentication Request message to the UE.

12. The UE and the network continue the procedures above to finish the attach procedure.

Two alternative solutions based on the procedure above are introduced to address or mitigate the security issues as described in clause 6.Y.2.1 and 6.Y.2.2.
6.Y.2.1
Alternative 1: restrict the use of interim GUTI

Alternative 1 is to restrict the use of interim GUTI in order to minimize its impact.

The interim GUTI shall have a short validity period and be strictly limited to the S&F scenario. 

To achieve a short validity period, the following mechanisms can be implemented:

1. Once a new GUTI is assigned from a protected NAS message, the interim GUTI becomes invalid.

2. Once a timer expires, the interim GUTI shall be invalid.

To enforce scenario limitation, when the UE store the interim GUTI in step 2 or use it in step 8 or 9, the UE shall ensure it is in S&F operation.

Alternative 1 restricts the use of interim GUTI exclusively to S&F operations, thereby confining the identified security issues to a short period of time, such as during the attach procedure.
6.Y.2.2
Alternative 2: No use of interim GUTI

Alternative 2 proposes not to use the interim GUTI. The network side just stores the association between IMSI and DL NAS message, and uses the IMSI for paging.

The following steps are impacted:

1. Step 2 is not needed.

2. In step 4 and 6, the interim GUTI is replaced by IMSI.

3. In step 8 and 9, the SAT2 uses IMSI for paging.

Alternative 2 proposes to use IMSI for paging which is feasible in 4G, but it cannot inherit to 5G.
6.Y.3
Evaluation

The solution has little additional impact based on SA2 solutions that assign an interim GUTI to the UE in an unprotected NAS message. 


Alternative 2 reuses LTE solution, and has the same security level with LTE.
Editor’s Note: 
More security analysis of alternative 1 and alternative 2 is ffs.
Next Change 

Annex X
Code for figures (PlantUML)

X.1
General procedure of interim GUTI assignment solutions (Figure 6.Y.2-1)
@startuml

skinparam sequenceMessageAlign center

participant UE

participant SAT1

participant SAT2

participant MME

UE -> SAT1: 1.Attach Request

SAT1 -> UE: 2.Assign interim GUTI

note over SAT1: 3.Store the Attach Request\n until MME is reachable

SAT1 -> MME: 4 Attach Request, interim GUTI

note over MME: 5.gets Authentication Request,\n and stores it until SAT is reachable

MME -> SAT2: 6.Authentication Request, interim GUTI

note over SAT2: 7.stores Authentication Request,\nuntil UE is reachable

SAT2 -> UE: 8.Paging(interim GUTI)

UE -> SAT2: 9.Attach Request(interim GUTI)

note over SAT2: 10.Use interim GUTI to get\n the Authentication Request

SAT2 -> UE: 11.Authentication Request

note over UE, MME: 12.Continue procedures above

@enduml
End of Change 
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