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1
Decision/action requested

This contribution proposes a new solution in TR 33.713.
2
References

[1]

EPC™ Radio-Frequency Identity Protocols Generation-2 UHF RFID Standard, Specification for RFID Air Interface Protocol for Communications at 860 MHz – 960 MHz
3
Rationale

Password for kill (permanently disable operation) protection is mandatory to be supported in RFID system [1]. In the commercial market of RFID, almost all the RFID devices will enable this password for kill (permanently disable operation) protection.  
This contribution proposes to use similar solution for disabling device operation for ambient IoT service. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR 33.713.
***** START OF 1st CHANGE *****
6.Y
Solution #Y: Password-based protection for disabling device operation
6.Y.1
Introduction

Key issue#1 is addressed by this solution. The password is preconfigured in the device and it is per device. If the command is disabling device operation, the downlink message to device will additionally include password. The device follows the disable command only after the successful verification of password. The solution is applicable for permanently disable.
NOTE x: The reference architecture and procedure described in clause 6.17 of TR 23.700-13 (i.e., solution #17) [4] are used to describe the protection for disabling device operation in this solution.
6.Y.2
Solution detail
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 Figure 6.Y.2-1: Flow for password-based solution
0. AIoT device is preconfigured with password for protection of disabling device operation, which is marked as “psd_d”.
1. AF sends AIoT service operation request to NEF, including the AF ID, device information, and disabling device operation. Conditionally, the password is also included if maintained by AF, which is marked as “psd_n”. “psd_d” is equal to “psd_n”.
NOTE y: when the AF is located inside the operator's network, the NEF is not needed. When the AF is located outside the operator's network, the security aspects (e.g., authorization of AF’s requests) as specified in the clause 12 of TS 33.501[xx] is applicable.
2. NEF sends the AIoT service operation request to each of the selected AMF/AIoTMF. 
3-7. The AMF/AIoTMF and reader execute inventory procedure and receive the reported device ID from the target device.
8. Optionally, the password “psd_n” can be retrieved from UDM if maintained by PLMN. In addition, the AIoTMF retrieves the subscription information from UDM based on the AF id to determine whether the AF is allowed to disable the device.
9-10.  The AMF/AIoTMF sends the AIoT Command message to the AIoT Device, which includes disable command and “psd_d”. For permanently disabling device operation, the “psd_d” is sent in clear text. 
11. The device will verify whether “psd_d” matches with “psd_n”. If yes, the capability to transmit RF signals will be disabled in the device after sending message in step 12.
12-13. The device sends command response message.

14-15. The AMF/AIoTMF reports the result of the AIoT service operation request to the NEF by sending the notification message.
Editor’s Note: The flow will be updated based on the conclusion regarding disabling operation procedure in SA2 and RAN2.
6.Y.3
Evaluation

TBD
Editor’s Note: the security impact of using password is FFS.


***** END OF 1st CHANGE *****
***** START OF 2nd CHANGE *****
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***** END OF 2nd CHANGE *****
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