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1
Decision/action requested

Approve the proposed solution for TR 33.759.
2
References

[1]
3GPP TR 33.759: "Study on security enhancements of Uncrewed Aerial Systems (UAS) Phase 3"
3
Rationale

It is proposed to address TR 33.759 [1], "Key Issue #1: security enhancements to NEF services in support of multiple USSs" using enhancements to existing UUAA procedure such as the UAS NF is informed by the USS about the list of serving USS info, and the UAS NF is notified by USS when a change of serving USS occurs. The information about the list of serving USS info is used by UAS NF to verify that USS is authorized to perform USS initiated re-authorization and UAV location tracking procedures.
4
Detailed proposal

It is proposed to approve the following solution in TR 33.759.


* * * * Start of Changes (all text new) * * * *
6.Y
Solution #Y: UAV Authentication and Authorization for Multiple USS 
6.Y.1
Introduction

This solution addresses "Key Issue #1: security enhancements to NEF services in support of multiple USSs".

Enhancements are proposed to UUAA procedure to enable the exchange of a list of authorized serving USSs between the UAS NF and the USS that performs the UUAA procedure based on existing UUAA procedure (3GPP TS 33.256 [4], clause 5.2).

Enhancement are proposed to enable the change of serving USS during UAV flight, based on the USS initiated re-authorization (3GPP TS 23.256 [3], clause 5.2.4.3).

Enhancement are proposed to enable authorization for location tracking by an alternate authorized USS obtained during enhanced UUAA procedure above, based on Location tracking authorization procedures.
6.Y.2
Solution details

The following enhancements are proposed based on the UUAA procedure described in 3GPP TS 33.256 [4], clause 5.2:

- the UAV indicates its support for multiple USSs which is forwarded to UAS NF by AMF or SMF, which forwards it to USS.

Editor’s Note: The needs of UE indication of multiple USS support during the UUAA procedure is FFS.
- the UAS NF receives from the serving USS that performs the UUAA a list of authorized serving USSs info which the UAS NF stores in the UUAA context of the UAV and forwards to the UAV via AMF or SMF.

NOTE 1: The serving USS is assumed to be aware of the other USSs info based on UAV flight planning information. How the serving USS obtains information about other USSes is out of 3GPP scope.

To enable a change of serving USS during flight, enhancement to the USS initiated re-authorization procedure described in 3GPP TS 23.256 [3], clause 5.2.4.3 is proposed as follows:

- the UAS NF is informed about the new serving USS info during a USS initiated re-authorization. The authorization payload forwarded to the UAV includes the new serving USS info that the UAV is authorized to communicate with. The UAS NF verifies that the new USS is authorized to request UAV re-authorization based on list of authorized serving USSs info in the UAV UUAA context.
NOTE 2: It is assumed that a change of USS can be initiated by the USS based on its knowledge of the other USSes serving areas associated with the UAV flight plan and ability to invoke existing UAV location tracking procedures. How the USSs communicate with each other the information related to the change of USS for the UAV is out of 3GPP scope.

The following enhancements are proposed based on the Location tracking authorization procedures described in 3GPP TS 33.256 [4], clause 5.3:

- for location reporting and presence monitoring, the UAS NF checks that the USS requesting location info is in the list of authorized serving USS info in the UUAA context.

- for the list of arieal UEs in an area, the UAS NF performs a filtering based on the list of authorized serving USS info in the UUAA context.
Editor’s Note: Alignment with SA2 conclusions for the support of multiple USS is FFS.

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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