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1
Decision/action requested

It is proposed to approve this solution for addressing key issue#1 in TR 33.700-32.
2
References

[1]
3GPP TR 33.700-32 Study on security aspects of User Identities and Authentication
3
Rationale

This pCR proposes solution for user authentication and authorization. 
In the solution phase, 3GPP SA2 TR 23.700-32 had discussed multiple options which involve both control-plane and user-plane solutions. At high level, this involves following approaches:

· When a user accesses the 3rd party service, 3rd party requests 5GC to authenticate/authorize/identify the subscriber and inform it if the user is indeed the one he is claiming to be. The interaction with the user by 5GC may then involve control-plane (e.g. NAS) or user-plane (application level) procedures.
· A user wishing to access a 3rd party service, requests 5GC to authenticate it and provide a proof of identification/authentication, which it can present to the 3rd party. The interaction with the user may then involve control-plane (e.g. NAS) procedures. The user then accesses the 3rd party service and presents the received certificate.
4
Detailed proposal

*** Start of Change ***
6.Y
Solution #Y: User Authentication and Authorization
6.Y.1
Introduction



This solution assumes following:

· 5GC plays the role of Identity provider, responsible for identification, authentication and authorization of a (human) user behind a 5G UE.

· A 3rd party which provides services to the users requires an Identity Provider it trusts to validate the identity of (human) users.

To address possible scenarios, the solution proposes to introduce following logical network function to handle user identification, authentication and authorization:

-
User Authentication Function (UAF): This NF is responsible for selecting and interfacing with UIDF (User Information Database Function) for triggering User Authentication.

In addition, UE subscription data, which is stored in UDM/UDR, may be enhanced to include the Allowed User Identities and/or User Domain Names.

6.Y.2
Solution details

6.Y.2.1 User Initiated procedure 
This solution proposes to introduce a control plane based procedure for user authentication and authorization where the UE initiates User Authentication Procedure requesting identity certificate.
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Figure 6.Y.2-1: Control plane based User Authentication and Authorization procedure
0. The UE is pre-configured with credentials for accessing 3GPP network, bio-metric verification of the user(s) and optionally credentials for accessing the service. The primary authentication is performed as described in clause 6.1 in 3GPP TS 33.501 and the UE is authenticated with the 3GPP core network. A User (e.g. a human user) triggers the device access using implementation specific methods (e.g., by tapping on an option in an App). 
1. The UE sends a User Authentication Request to the AMF. This message may include User ID or a temporary Session-ID, and optionally result/token of biometric user-verification. The UE performs the authenticity verification of the user and includes the user ID once it is successfully verified. Further step 1 to 5 could be new NAS message or re-use existing NAS message.
NOTE: How the UE authenticates the User and which user ID is used to initiate the session is based on mechanism outside the scope of 3GPP. 

2. Upon receiving the User Authentication Request from the UE, the AMF forwards the User Authentication Request to the UAF. 

3. Upon receiving the User Authentication Request, UAF may first authenticate the user. The authentication may involve, e.g. sending a PUSH message to an app which requires biometric validation at the UE. It may use the result/token of biometrics included in Step #1. It is assumed that such validation is done at application layer and is out of the scope of 3GPP. 

Post successful validation, UAF generates a short-term identity certificate. The certificate indicates that User behind the UE has been verified by the network, and hence signed by a CA, and is valid for a certain duration.
Editor’s Note: It is FFS whether the authentication is done by PUSH mechanism or control plane message.
Editor’s Note: Further details on the authentication of user at step 3 is FFS.

4. The UAF sends the user authentication response message to the AMF. This message includes the certificate for the verified user. The message may also be sent directly to the UE over, e.g. data-path

5. Upon receiving the user authentication response message from the UAF, the AMF forwards the user authentication response message to the UE. 

6. The UE sends the Application Session Establishment Request to the AF for obtaining the service. This message includes the UE-ID, certificate and the service ID. 

7. Upon receiving the Application Session Establishment Request, the AF verifies the certificate provided by the UE and confirms the real user and provides the service. The AF is in possession of valid credentials (public key) to verify the certificate provided by the UAF/CA. 

6.Y.2.2 Network Initiated procedure 

This solution proposes to introduce a procedure for user authentication and authorization where the 3rd party entity or the AF retrives the user authentication results from the 5GC network.  The UDM performs the user authentication based on the request from the AF, where the UDM initiates user authentication and provides the User-ID. 
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Figure 6.Y.2-1: User Authentication and Authorization procedure
0. The UE is pre-configured with credentials for accessing 3GPP network, bio-metric verification of the user(s) and optionally credentials for services. The primary authentication is performed as described in clause 6.1 in 3GPP TS 33.501 and the UE is authenticated with the 3GPP core network.

1. The UE sends the Application Session Establishment Request to the AF (for eg. as in AKMA). This message includes the UE ID and the user ID. 

2. Based on the received Application Session Establishment Request from the UE, the AF determines that it needs to ensure that the user is indeed the one he is claiming to be (i.e. User-ID), before granting access to application. The AF sends the User Authentication Request to the UDM via NEF. This message includes UE ID and user ID.

3. Upon receiving the User Authentication Request, the UDM sends the User Authentication request to the AMF. This message includes UE ID and user ID. The User Authentication message may also includes the AF ID. 

4. Upon receiving the User Authentication Request, the AMF identifies the UE based on the UE ID and sends the User Authentication request to the UE. This message includes UE ID and user ID. The User Authentication message may also includes the AF ID. 

5. The UE performs the biometric verification (face images and the fingerprints of the user using a mechanism outside the scope of 3GPP) and generates the result. 

6. The UE sends the User Authentication Response to the AMF over, e.g. a NAS message. The message includes the result of user-authentication generated by the UE during the verification process. 

7. The AMF forwards the User Authentication Response to the UDM. The message includes the result of user-authentication provided by the UE. 

8. Upon receiving the User Authentication Response, the UDM initiates the user verification from network side. The UDM may verify the locally stored user information with the result received in step 7. 
9. Once the verification at the UDM is successful, the UDM sends the User Authentication Response to the AF via NEF. This message includes the result of user authentication. Upon receiving the User Authentication Response from the UDM (via NEF) and verifying the user authentication result, the AF sends the Application Session Establishment Response to the UE. 
6.Y.3
Evaluation

TBD
*** End of Change ***
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