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Decision/action requested

Approve the changes in clause 4 for inclusion in the draft CR to 33.501 [1].
2
References

[1]
S3-241500: "Living document for CryptoSP: draftCR to TS 33.501, Updates to cryptographic profiles".
[2]
S3‑234458: "IETF HTTP RFCs obsoleted by RFCs 9110, 9111 and 9113"
[3]
S3-242026: "HTTP RFC obsoleted by IETF RFC 911

0"
3
Rationale

In Release 18, several HTTP RFCs have been obsoleted by new IETF RFCs as described in CT4 LS [2]. Part of the work was already done in the previous meetings. However RFC 2818 was overlooked in TS 33.501. This proposal reverts the changes related to the obsoleted RFC 2818 in order to introduce them in the Release 18 version of TS 33.501. There is an accompanying CR to implement these changes in S3-24xxxx [3]. Once [3] is agreed, the changes below become part of the baseline. 
Since the intention of this proposal is to correct the baseline rather than to introduce new changes to the draft CR. The revision marked as tagged with "baseline" and they have to be accepted once [3] is agreed.
4
Detailed proposal

Approve the changes below for inclusion in the draft CR to 33.501 [1].
**** Start of Changes****
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**** Next Changes****

13.1.0
General
All network functions shall support mutually authenticated TLS and HTTPS as specified in RFC 9113 [47] and RFC9110 [XX
]. The identities in the end entity certificates shall be used for authentication and policy checks. Network functions shall support both server-side and client-side certificates. TLS client and server certificates shall be compliant with the SBA certificate profile specified in clause 6.1.3c of TS 33.310 [5].
The TLS profile shall follow the profile given in clause 6.2 of TS 33.210 [3] with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 9113 [47]. TLS clients shall include the SNI extension as specified in RFC 9113 [47].
TLS shall be used for transport protection within a PLMN unless network security is provided by other means.
NOTE 1: 
Regardless of whether TLS is used or not, NDS/IP as specified in TS 33.210 [3] and TS 33.310 [5] can be used for network layer protection.

NOTE 2:
If interfaces are trusted (e.g. physically protected), it is for the PLMN-operator to decide whether to use cryptographic protection.

NOTE 3:
It is a vendor implementation decision how the SNI extension is being used in TLS servers.

**** End of Changes****

�Reference [39] is voided in SA3#115 in Athens, which is reflected in v 18.5.0 of the TS. Therefore, I have used the reference section of v 18.5.0 as baseline in this living document.


�Reference [112] is added in SA3#115 in Athens, which is reflected in v 18.5.0 of the TS. Therefore, I have used the Reference section of v 18.5.0 as the base line in this living document.


�Reference needs to be updated after approval of the CR and update of the release 18 version of the TS


�Reference needs to be updated after approval of the CR and update of the release 18 version of the TS





