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1
Decision/action requested

It is proposed to approve this solution for addressing key issue#2.
2
References
NA
3
Rationale
It is proposed to approve this solution to address key issue#2.

4
Detailed proposal

*** Start Change ***
6.Y
Solution #Y: Remote attestation of dedicated NFs

6.Y.1
Introduction

This solution addresses the security requirement of key issue#2. The solution assumes that one or more than one NFs are located in the customer premises. 

This configuration raises several security concerns, particularly the potential for tampering the dedicated NFs deployed in the customer domain. This could lead to unauthorized service operations initiated from the compromised NFs.

To mitigate this risk, this solution proposes remote attestation to be performed on the dedicated NFs to ensure that they have not been tampered or compromised in any way.

6.Y.2
Solution details

In the proposed scenario, the dedicated NF located on the customer premises interacts with another NF situated within the operator premises, over the Service Based Architecture (SBA) interface. This interaction necessitates a security check by the NRF to determine if the dedicated NF is deployed in an untrusted domain. If domain of the dedicated NF is determined to be untrusted, the NRF requests a remote attestation of the dedicated NF to ensure its integrity and security. This attestation process can occurs when the dedicated NF requests an access token to the NRF. 

To validate the integrity of the NF, a specialized NF validator is employed. This validator can either be a deployed as a separate NF or it can be collocated with an existing NF within the operator domain. 
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1. NF service consumer (in customer premises) registers with the NRF. The NF consumer sends Nnrf_NFManagement_NFRegister Request message to NRF for the registration. 

2. Based on the received NF profile the NRF determines the NF is in customer premises. The NRF stores the NF profile of NF service consumer.

3. The NRF acknowledge NF Registration is accepted via Nnrf_NFManagement_NFRegister response. 

4. The NF Service Consumer requests for an access token from the NRF Operator premises using the Nnrf_AccessToken_Get request operation. The NF consumer provides the integrity information (INTEGRITY_INFO) for the integrity check of the NF. 

5. The NRF authorizes the NF consumer. Further, the NRF requests the NF validator to check the integrity of the NF in customer premise by providing the integrity information. The NF validator checks the integrity of the NF. Details of the NF integrity verification is implementation specific and out-of-scope of this solution. 

6. If the validation is successful, the NRF generates the access token for the NF requested service(s).

7. The NRF sends access token to the NF Service Consumer in the Nnrf_AccessToken_Get response operation. 

NOTE: The integrity information (INTEGRITY_INFO) can also be carried during the authentication procedure. 
6.Y.3
Evaluation

TBD


*** End Change ***
�In step 5 it would make more sense if the arrow read “Validates the INTEGRITY_INFO(Success)” to help illustrate where the Integrity info goes. 
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