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	To enhance the security of multipath communications in 5G networks, particularly when utilizing MPQUIC for ATSSS, the introduction of TLS server authentication based on digital certificates ensures the integrity and authenticity of the UPF.
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	This CR proposes adding a clause/Annex specifying the use of TLS server authentication based on digital certificates when MPQUIC is utilized as the multipath protocol for ATSSS.
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**** START OF CHANGES ****
[bookmark: _Toc153373971][bookmark: _Toc67389405]Annex AA (normative): 
Security aspects of the Access Traffic Steering, Switching and Splitting 
[bookmark: _Toc153373972]AA.1	General
This Annex specifies the Security aspects of the Access Traffic Steering, Switching and Splitting (ATSSS). The 5G ATSSS is described in 3GPP TS 23.501 [2].  
AA.2	Server Authentication for MPQUIC in ATSSS
When MPQUIC is used as the multipath protocol for ATSSS, TLS server authentication based on digital certificates shall be selected. Accordingly, a digital certificate shall be provisioned in the UPF, and a root of trust shall be established in the UE (e.g., via pre-configuration using out-of-band mechanisms). The UE shall validate the UPF certificate and shall confirm that the UPF identity matches the UPF selected for the UE.
NOTE x: Exposing the UPF IP addresses to the UE is against the principle of network topology hiding. It is up to the network to decide whether to compromise on exposing the network topology or to have the network implement appropriate mechanisms to hide the network topology. 

**** END OF CHANGES ****
