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1
Decision/action requested

It is requested to add a new solution for FS_AIOT _SEC in TR 33.713.
2
References

[1]
3GPP TR 33.713: "Study on Security Aspect of Ambient IoT Services in 5G"
3
Rationale

This pCR proposes to introduce a new solution for FS_AIOT_SEC in TR 33.713 [1], which provides a method to disable the Ambient IoT device’s capability to transmit RF signals.

4
Detailed proposal

*************** Start of the 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]

3GPP TS 33.501: "Security architecture and procedures for 5G system".
*************** Start of the 2nd Change ****************
6.Y
Solution #Y: Disabling operation procedure for Ambient IoT services
6.Y.1
Introduction


This solution is proposed to address Key Issue #1, which provides a method for disabling the Ambient IoT device(s). This solution applies to Topology 1 and Topology 2.

Considering different roles are involved in the Ambient IoT services, it is assumed that only the application owner of Ambient IoT device can initiate the disabling operation procedure to permanently disable the Ambient IoT device’s capability to transmit RF signals.

For disabling the Ambient IoT device, the AF sends the Disabling request to the Ambient IoT device via the 5G CN and gNB/intermediate node. The Disabling request includes the disabling command, which is E2E protected between the AF and Ambient IoT device. Once receiving the Disabling command, the Ambient IoT device determines whether to execute this operation based on authentication status and verification result. By maintaining the authentication status, the Ambient IoT device can ensure that the Disabling command is sent from the legitimate AF instead of the attacker. By maintaining the security material, the Ambient IoT device can ensure that the Disabling command is not tampered by the attacker.
6.Y.2
Solution details
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Figure 6.Y.2-1: Disabling operation procedure for Ambient IoT services
1. The AF, which is the application owner of Ambient IoT devices, sends the Disabling request to the NEF. The Disabling request may include Ambient IoT device ID(s), command, etc. The command is E2E protected between the AF and Ambient IoT device, which is transparent to the core network functions.

NOTE 1:
It is assumed that only the application owner of Ambient IoT device can initiate the disabling operation procedure.
NOTE 2:
Which security mechanism (i.e. confidentiality, integrity, and/or anti-replay) is used for protecting the command depends on the capability of Ambient IoT devices.
2.
Once receiving the Disabling request, the NEF checks whether the AF is authorized to request the Ambient IoT services as defined in TS 33.501 [x].

3.
The NEF sends the Disabling request to the AIoTF.

4.
The AIoTF determines the gNB/Intermediate node to transmit this Disabling request.

5.
The gNB/Intermediate node forwards the Disabling request to the Ambient IoT device.

6.
Once receiving the Disabling request, the Ambient IoT device firstly determines whether the authentication between the AF and Ambient IoT device has been performed based on the authentication status. If the AF has been authenticated, the Ambient IoT device further verifies the received Disabling request by using the security materials (e.g. security key, password, etc.). If the verification is successful, the Ambient IoT device can execute the disabling operation. 

Editor’s Note: Whether and how to authenticate the Ambient IoT device is FFS.

NOTE 3:
The authentication between the Ambient IoT device and AF is out of 3GPP scope.
NOTE 4:
It is assumed that the Ambient IoT device can maintain the security materials and status of authentication with the AF even if the Ambient IoT device runs out of energy.
7.
The Ambient IoT device returns the Disabling response to the AF via the 5G CN. If the disabling operation is successful, the AF may delete the stored information of disabled Ambient IoT device(s) or update the state information of disabled Ambient IoT device(s).

Editor’s Note: Whether step #7 is needed is FFS.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

*************** End of the Changes ****************
