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1
Decision/action requested

Approve the changes in clause 4 for inclusion in TR 33.701 [1].
2
References

[1]
3GPP TR 33.701: " Study on mitigations against bidding down attacks "
3
Rationale

This contribution proposes evaluation for solutions for KI#1 in TR 33.701 [1]. 
4
Detailed proposal

Approve the changes below for inclusion in TR 33.701 [1]
*** Start of Change ***

X.
Overall evaluation

X.1 Basic information about the solutions
11 solutions are captured in this document.
All these solutions try to provision 2G/3G decommissioning information to the UE/UICC and the basic information about the solutions is summarized in the following table. 
Table X.1-1 The basic information about the solutions.
	           Feature

Solution
	The way to deliver the decommissioning information
	The limitation to the scope of the decommissioning information 
	Deliver decommissioned /supported RAT information
	Additional information that needs to be delivered

	Solution #1
	Resgistration accept message
	No limitation
	Decommissioned RAT information
	

	Solution #2
	Attach/Registration accept message
	No limitation
	Decommissioned RAT information
	

	Solution #3
	Resgistration accept message
	Limited to serving network
	Decommissioned RAT information
	TAI/list of TAIs

	Solution #4
	Resgistration accept message or UPU procedure
	No limitation
	Decommissioned RAT information

and

Supported RAT information
	

	Solution #5
	Any NAS message following the establishment of NAS security
	No limitation
	Decommissioned RAT information
	

	Solution #6
	Registration Accept message
	No limitation
	Supported RAT information
	

	Solution #7
	Registration Accept message
	Limited to serving network
	Decommissioned RAT information
	

	Solution #8
	Registration Accept message
	Limited to serving network
	Decommissioned RAT information
	

	Solution #9
	SOR procedure
	No limitation
	Supported RAT information
	

	Solution #10
	The mechanism out of 3GPP scope
	No limitation
	Decommissioned RAT information
	

	Solution #11
	The mechanism out of 3GPP scope (It is pre-configured to UICC)
	Limited to HPLMN
	Decommissioned RAT information
	


Observation 1: Registration accept message, UPU, SOR, and UICC based mechanisms are used to deliver the decommissioning information.
Observation 2: Different scopes of decommissioning information are delivered to the UE.
For some solutions, serving PLMN can obtain decommissioning information of other PLMNs with a mechanism out of the scope of 3GPP. Serving PLMN can send UE its own decommissioning information and decommissioning information of other PLMNs if available.

For some solutions, serving PLMN only sends UE its own decommissioning information.
Observation 3: Decommissioned RAT information and Supported RAT information may be delivered to the UE side.

This is two sides of one coin. 

For some solutions, if the operator has decommissioned GERAN and UTRAN networks, only 4G and/or 5G network-related information is sent to the UE.

 For some solutions, if the operator has decommissioned GERAN and UTRAN networks, only GERAN and UTRAN-related information is sent to the UE.

They are not conflict and it can be decided by the CT groups.
Observation 4: Some solutions support the delivery of TAI information.
X.2 Pros and Cons of different scopes of the decommissioning information
The pros and cons of different scopes of the decommissioning information are analyzed as follows.
Table X.2-1 Pros and Cons of different scopes of the decommissioning information
	           Feature
Pros and cons
	Only sends decommissioning information of the serving PLMN
	Sends the available decommissioning information including the information related to the serving network and other networks

	Pros
	Decommissioning information of serving PLMN is always available from the network side.
	The network can prevent UEs from false base stations broadcasting PLMN identifier unrelated to th e visited PLMN and home plmn.

	Cons
	Suppose the UE is roaming. The home PLMN of the UE is PLMN 1. The visited PLMN of UE is PLMN 2. If only serving network information is provisioned to the UE, the false base station can still broadcast PLMN ID irrelevant to serving PLMN/home PLMN (e.g., PLMN3) even if the PLMN 3 has completed GERAN/UTRAN decommissioning. And the UE will connect to the fase base station due to the lack of PLMN 3 knowledge.

	Decommissioning information of PLMNs unrelated to the visited PLMN and home PLMN may be sent to the UE.


X.3 Pros and Cons of different scopes of the decommissioning information
Table X.3-1 The basic information about the decommissioning information delivery method
	           Impact

Solution
	AMF
	UE
	UDM
	UICC
	Frequent notification to the UE
	Only supported in 5G
	Only supported by new UE
	Relies on static policy and is hard to update

	Registration accept message
	Yes
	Yes
	Maybe
	No
	Yes
	No
	Yes
	No

	UPU
	Yes
	Yes
	Yes
	Maybe
	No
	Yes
	Yes
	No

	SoR
	Yes
	Yes
	Yes
	Yes
	No
	Yes
	Yes
	No

	UICC based mechanism
	No
	Yes
	No
	Yes
	No
	No
	Yes
	Yes


Observation 5: It can be seen that UICC based mechanism and registration accept mechanism have less impacts to the whole system. 
*** End of Change ***

