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Decision/action requested

It is proposed to approve this key issue on broadcasting manipulated CAG IDs by malicious Femto devices.
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Rationale

In SA3#99e, SA3 sent a LS to SA2 regarding the MitM attack in CAG (S3-201414 [2]). SA2 agreed CR#2380 in TS 23.501 (S2-2004454 [3]) to address the issue. However, there still exists the following issue with the approved CR#2380 in TS 23.501 (c.f, C1-205054 [4]):
	The agreed SA2 CR states that, when the registration attempt is rejected due to CAG related reasons, the AMF should send the CAG information list to the UE so that the UE does not act itself to delete the CAG IDs from the list, instead just replace the existing list with the new list. 

In the presence of an attacker, if the UE tries to access the network via genuine gNB and the false gNB, the AMF will obtain the authentic list of supported CAG identifier(s) from the CAG cell by the genuine gNB. In that case, the AMF will not provide the UE with the list of CAG ID(s) as it is same as the allowed CAG list in UE i.e., it will reject the request.

It can be concluded that the AMF does not know about the CAG selected by the UE. Which implies there is no way that the person-in-the-middle attack is identified by either UE or the network and the UE will keep sending mobility registration message unnecessarily.


SA3 in its SA3#102e meeting discussed the following contributions on this issue: S3-210350 [5], S3-210351 [6], S3-210449 [7] & S3-210450 [8]. However, no consensus reached on the solution addressing this issue and also there was no agreement to send a LS to SA2 to inform SA2 on this identified issue. Till date this threat is not mitigated and it is possible for a PitM to mount the attack as detailed in C1-205054 [4]. None of the SA3 TR captures this threat and no extensive study on the potential solutions were performed to address this threat.
Therefore, manipulated CAG ID broadcasted by the malicious NR Femto cell will lead the UE to go into a loop of registration attempts but never succeed. The repeated attempts create overhead in the AMF and leads to UE in out-of-service. So, it is proposed to approve this key issue to study the possible solutions to address the identified security threat.
4
Detailed proposal

*** Start of Change ***
5.X
Key Issue #X: Key issue on broadcasting manipulated CAG IDs by the malicious Femto devices
5.X.1
Key issue details
Considering the scenario of malicious NR Femto cell (compromised Femto device with valid credentials and subscription to serve and access the core network) in the vicinity of the victim UE. Then the malicious NR Femto device might broadcast CAG ID(s) that is not authorized to serve, so that victim UEs will select the malicious NR Femto cell and initiate the registration procedure. However, the registration procedure will fail as the victim UEs are not allowed to access the malicious NR Femto cell. For example, if the victim UE has an allowed CAG list (i.e., CAG-1, CAG-2, and CAG-3) and the malicious NR Femto cell broadcasts CAG-1 over the air, but authorized to broadcast only CAG-4, then the UE will try to access the CN via the malicious NR Femto cell. The malicious NR Femto cell will send the CAG-4 to the AMF. The AMF initiates the authentication and SMC procedure. After successful authentication and SMC procedure, the AMF checks whether the CAG-4 is in the allowed CAG list of the UE. As CAG-4 is not in the list of the allowed CAG list, the AMF will reject the registration request. The protected registration request will include the list of allowed CAG IDs (i.e., CAG-1, CAG-2, and CAG-3). The above mentioned Registration attempt is repeated forever as long as the victim UE is in the vicinity of the malicious NR Femto cell. 

The above threat is also possible by a false base station acting as person-in-the-middle between the UE and the genuine NR Femto cell.
5.X.2
Security Threats

The UE will keep sending the Registration request message to obtain the network access and service, however the AMF keep rejecting the request, as long as the malicious NR Femto cell broadcast the unauthorized CAG ID(s) over the air. The repeated attempts create overhead in the AMF and leads to UE in out-of-service.
5.5.3
Potential Requirements

The 5G system shall support a mechanism to prevent UE from camping on the compromised NR Femto cell.
*** End of Changes ***
