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Decision/action requested

Approve this new solution for inclusion in TR 33.784. 
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Rationale
It is proposed to add a new solution for KI#2. Authorization mechanism of selection of VFL participants in the VFL group, if an unauthorized VFL participant joins a VFL group without being authorized, it may affect the generation of VFL group's ML model negatively. 
To address the potential risk above, the VFL group needs an authorization mechanism for VFL participants.
4
Detailed proposal

*** 1st CHANGE ***

6.Y


Solution #Y: Authorization mechanism through NRF and NEF for AF outside the PLMN
6.Y.1
 Introduction

This solution addresses KI#2: Authorization mechanism of selection of VFL participants in the VFL group 
The TR 23.700-84 [2] studies the architecture enhancement to support VFL which allows the cooperation of multiple NWDAFs containing MTLF to train an ML model in 3GPP networks.  As specified in TS 23.288 [3], the NWDAF may interact with an AF to collect data from UE applications as a data input for analytics generation. In case when AF is located outside the MNO, the NEF is used to exchange the messages between the AF the NWDAF. The authorizations of VFL client and VFL server to participate in the VFL process shall consider the scenario that the VFL participants (i.e., VFL client and VFL server) may be the NWDAF and AF.

This solution addresses the authorization aspects of VFL server in the VFL group through NRF and NEF. 

6.Y.2 
Solution details 

The Figure 6.Y.2-1 describes the detailed authorization mechanism for of VFL server in the VFL group.
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                          Figure 6.Y.2 -1: Authorization mechanism through NRF and NEF for AF outside the PLMN 
1. VFL Participants (e.g., VFL active Participant, VFL passive Participant, VFL server Participant) register the NF profiles with the NRF. The NF profiles include the VFL Participant, Analytics ID, Vendor ID or Application Name, and VFL Interoperability indicators. The VFL Interoperability ID is a list of Vendor IDs. If the AF is also in the VFL group, the VFL Interoperability ID also includes Application Name or AF Identifier(s). In addition, the optional parameter in NF profile includes one or more security parameters such as and serving UE range.
2. The NWDAF requests an access token from the NRF. The NWDAF sends a service request for an AF to join the VFL group through NEF. The access token request sent to the NRF includes the NEF ID, AF ID and Analytics ID. In addition, optional parameter includes Vendor ID, VFL Interoperability ID and training UE range. 

3.  The NRF finds the NF profile registered by the NEF based on the NEF ID and obtains the information about the AF vertical federated authorization scope (the information updated by the NRF in step 1). The NRF shall verify the VFL Interoperability ID in the token request is within the VFL Interoperability ID(s). The NRF may also verify the training UE range is in the scope of Serving UE range. If the authorization succeeds, NRF generates the access token(s) as specified in clause 13.4.1. Optionally, the access token includes parameters such as an AF ID, VFL Interoperability ID and a training UE range.
4. The NRF sends the generated access token to the NWDAF. If the authorization check in step 3 fails, a rejection message is sent.
5. If the NWDAF obtains the access token, the NWDAF sends a service request message to the NEF for requesting an AF to join the VFL group. The message contains the AF ID, Analytics ID and access token. 

6. If the verification is successful, the NEF obtains the Analytics ID contained in the access token and verifies whether it is the same as the Analytics ID received in step 5. If the access token contains optional parameters, the NEF obtains the Analytics ID contained in the access token.
· If the AF ID is included within the token, the system checks whether the AF ID is the same as the AF ID requested in step 5. 
· If the message contains parameters such as training UE range, the NEF adds the parameters to the message in step 7 and sends the message to the AF to indicate some security capabilities in the VFL process.
7. The NEF sends a request to the AF for joining the VFL group. The request contains the Analytics ID and token.
8. The VFL client (e.g., AF) determines whether to join the network based on the local policy. The VFL client check whether the VFL Interoperability ID is matching with the VFL Interoperability ID in the access token. 

9. In case of successful access token verification, the AF sends a success response to the VFL server through NEF. Otherwise, the AF sends a failure response. 
10. If the NEF receives a success response, the NEF sends a success response to the NWDAF.
6.Y.3 Evaluation

TBD
*** END OF CHANGES***

