3GPP TSG-SA3 Meeting #116
S3-242030
Jeju, South Korea,  20th - 24th May 2024
Source:
Huawei, HiSilicon
Title:
Editorial corrections
Document for:
Approval

Agenda Item:
5.6
1
Decision/action requested

Approve the changes in clause 4 for inclusion in TR 33.701 [1].
2
References

[1]
3GPP TS 33.701: " Study on mitigations against bidding down attacks "
3
Rationale

This contribution includes several editorial corrections to the study TR prior to sending it to the plenary. The corrections cover spelling mistakes, format corrections and alignment with/removal of the templates. Hereby is the list of affected clauses.

· Clause 2: Removal of reference template
· Clause 3.3: Addition of missing abbreviations
· Clause 4.1: Alignement with key issue template
· Clause 4.x: Removal of entire clause
· Clause 5.1.2: Spelling
· Clause 5.2.2, 5.3, 5.6, 5.9.2, 5.11.2: Alignement with solution template
· Clause 5.x: Removal of entire clause
· Annex B: Removal of entire clause
4
Detailed proposal

Approve the changes below for inclusion in TR 33.701 [1]
**** Start of Changes****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.502: "Procedures for the 5G System (5GS)".

[3]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
[4]
3GPP TS 23.501: "System architecture for the 5G System (5GS)".
[5]
3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in idle mode".

[6]
3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS)".


**** Next Changes****

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ABBREVIATION>
<Expansion>

AMF
Access and Mobility management Function

AUSF
AUthentication Server Function

CSS
Cell Site Simulator

FBS
False Base Station
GSMA
GSM Association
NR
New Radio
SMC
Security Mode Command
SoR
Steering of Roaming
TAI
Tracking Area Identifier
UDM
Unified Data Management
UICC
Universal Integrated Circuit Card
UPU
UE Parameter Update
**** Next Changes****

4.1
Key Issue #1: Bidding down attacks from LTE/NR to decommissioned GERAN/UTRAN  
4.1.1
Description
The GERAN and UTRAN decommissions are part of a global trend. Operators are currently decommissioning legacy infrastructure from their networks. Decommissioning is a phased approach which entails legacy infrastructure is gradually phased out from the network. 
As GERAN and UTRAN uses weak encryption between the base station and the UE, the communication can be cracked in real time by an attacker to intercept calls or text messages. Known vulnerabilities of 2G are: one way authentication, 2G algorithms such as A5/0 (no confidentiality), compromised algorithms A5/1 and A5/2 (GSMA deprecated in 2006), no inherent integrity protection over the air, and authentication and ciphering over the air are optional to implement. In terms of 3G, known vulnerabilities are: IMSI is still sent in clear text in initial RRC connection request; also, if TMSI is not recognized by the network, then UE is forced to reveal IMSI in clear text, user plane is not integrity protected, messages sent before Security Mode Command (SMC) are not integrity protected, etc. 

In a scenario where the operator has decommissioned GERAN and UTRAN networks, the UE cannot determine on its own that such radio access networks are no longer available in certain areas. Therefore, if 5G-NR and LTE networks are being blocked by an attacker, the UE can fall back to selecting and connecting to false UTRAN and GERAN base stations.
When UE is in an area with no coverage of 5G-NR or LTE, an attacker capable of mounting a false UTRAN/GERAN  in the same area will be successful in making the 5G-NR and LTE UE camp on the false UTRAN/GERAN based on the signal strength. Further, in GERAN there is no authentication of the base station to the device, which means that anyone can seamlessly impersonate as a legit GERAN base station. Therefore, if 5G-NR and LTE networks are being blocked by an attacker, a UE can fall back (bid-down) to selecting and connecting to false GERAN/UTRAN base stations.
4.1.2
Threats

One such attack scenario is, if the MNO is only 5G-NR operator, then the UE camping on the GERAN Cell Site Simulator (CSS) mounted by an attacker may provide the IMSI in clear, which allows the attacker to bind the UE and the IMSI to track the UE location in the 5G network (if the home network has configured "null-scheme" to be used). 
Further, UE connecting to a UTRAN or GERAN FBS is vulnerable to bidding down attacks, e.g. fraudulent SMS or phone calls, which could cause significant financial losses for subscribers.
4.1.3
Potential requirements
UE and the 5GS should support mechanisms to mitigate bidding down attacks from LTE/NR to decommissioned GERAN/UTRAN by an attacker over the air interface.
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5.1.2
Details

The UE performs the registration procedure when it is connecting to the LTE or 5G network. During this procedure, the network indicates to the UE about the information on whether GERAN or UTRAN is decommissioned in a secure message, i.e., Registration Accept. 

The current Registration Accept message content is referring to Clause 8.2.7 in TS 24.501[6]. With the new indication, the new Registration Accept message is as below: 

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Registration accept message identity
	Message type

9.7
	M
	V
	1

	
	5GS registration result
	5GS registration result

9.11.3.6
	M
	LV
	2

	77
	5G-GUTI
	5GS mobile identity

9.11.3.4
	O
	TLV-E
	14

	……

	13
	List of PLMNs to be used in disaster condition
	List of PLMNs to be used in disaster condition

9.11.3.83
	O
	TLV
	2-n

	TBD
	List of decommissioned RAT
	List of decommissioned RAT
	O
	TLV
	2-n


This service is supposed to be provided for all the UEs when operators enable it. 

**** Next Changes****

5.2.2
Details

In this solution, the network notifies the UE during Attach/Registration procedure (for the TAI/list of TAIs included in the Attach/Registration accept message or for the entire PLMN).
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Figure 6.2.2-1: UE is notified about the restricted RAT types (GERAN/UTRAN) in Attach/Registration accept message
During attach or registration procedure the network indicates to the UE about the information on restricted RAT types (i.e., GERAN/UTRAN) in attach or registration accept message for the TAI or included list of TAIs or for the entire PLMN, as shown in Figure 6.2.2-1. The restricted RAT types are excluded in any follow-up procedures by the UE.
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5.3

Solution #3: Mitigation against bidding down attacks from LTE/NR to decommissioned GERAN/UTRAN
5.3.1
Introduction
This solution proposes the following:

· When UE sends NAS registration request to the 5G core network, after successful NAS security context establishment with serving network, the serving network sends decommissioned RATs information to the UE along with registration accept message.

· In case of LTE, similar information can be included along with successful response to attach message.

· When UE receives this information about decommissioned RATs, it updates the cell search criteria to ensure that decommissioned RATs are not selected during cell search.

· If the UE receives a non-empty list of  decommissioned RATs, it aborts the RRC connection and disconnects with the cell and starts a fresh cell search.

· After this information is available with the UE, till it moves to another serving network where such decommissioned RATs information is either empty or different, UE can ignore any redirection message to move the UE to any of the decommissioned RATs.

· When UE moves to another serving network, if it receives an empty list or a different list of decommissioned RATs, it updates the cell search criteria accordingly.

5.3.2

Details


[image: image2.emf]UE FBS Core Network

1. Power ON

3. NAS Registration Complete

+ Decommissioned RATs information

Over secure NAS connection

10. Go to RRC_IDLE

4. Update Cell search and reselection

criteria for decommissioned RATs

Good gNB

7. Perform New Cell Search with updated cell search criteria, complete RACH procedure, and RRC Connection 

Setup with a BS which is not decommissioned

8. Establish NAS Security Context

9. Establish AS Security Context

2. Cell Detection/Search, Cell Selection, RACH procedure, RRC Connection Setup and NAS Registration, Authentication and NAS 

Security Context Established as per legacy procedures

If RRC Connection was aborted earlier

5. Check for non-empty list 

of decommissioned RATs

alt

[IF UE has received non-empty list of decommissioned RATs]

11. RRC Connection Release

with redirection to GERAN or UTRAN

opt

[False BTS attempts RRC Redirection which is insecure message]

12. Ignore if this is for

a decommissioned RAT and 

abort RRC connection

6. Abort RRC Connection


Figure 6.3.1-1: Message flow showing steps to avoid UEs from connecting to decommissioned RATs

In the above message flow, the message flow till NAS Security context establishment is as per legacy procedures. This message flow includes the possible scenario when, as soon as UE powers on, UE connects with a FBS which can perform bidding down attack to a decommissioned RAT. 

· After NAS registration is complete, as part of NAS registration accept, the serving network informs the UE about the decommissioned RATs.

· UE updates the cell search criteria according to the list of decommissioned RATs to ensure that it does not select any cell belonging to those RATs.

· If UE has received a non-empty list of decommissioned RATs, it aborts that connection.

Editor's Note: the need for a UE to restart the connection after it gets the list of decommissioned RATs list is FFS.

Editor's Note: how a UE can abort the RRC connection is FFS.

· Subsequently, UE performs fresh cell search where it ignores / de-prioritizes decommissioned RATs. Subsequently, the legacy procedure ensures that the UE does not connect to decommissioned RATs, and connects to a valid RAT.

· After UE moves to RRC Idle state, when it goes through the RRC connection procedure again and if it receives RRC redirection message it can ignore that message.

Editor’s Note: How UE uses the information about decommissioned RATs can be left to UE implementation. This solution proposes one such example usage of this information.

Editor's Note: whether an FBS can redirect the connected victim UE to 2/3G RATs is FFS.
5.3.3
Evaluation

This solution ensures that when UE is roaming, it receives the list of decommissioned RATs from the serving network. UE uses this information to update the cell search criteria, and hence, this ensures that the UE does not connect to decommissioned RATs. Also, UEs can use this information to ignore redicrection messages.

This solution does not address the problem for legacy devices.

This solution impacts UEs and Core Network entities (serving AMF). Also, operators need to configure the decommissioned RAT information in serving AMFs according to the areas where older RATs are decommissioned.
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5.6
Solution #6: Using allowlist to avoid bidding down attack from LTE/NR to decommissioned GERAN/UTRAN
5.6.1
Introduction
This solution addresses the security requirement in Key Issue #1: Bidding down attacks from LTE/NR to decommissioned GERAN/UTRAN.
5.6.2
Details

During the registration procedure of a UE registering 5G network, the network provides the UE the allowlist of networks, i.e., the allowed RAT types, in the Registration Accept message. If the operator has decommissioned GERAN and UTRAN networks, only 4G and/or 5G networks are listed. 

Upon receiving the message, UE does not connect to the network whose RAT types are not in the allowlist of the networks.

5.6.3
Evaluation
This solution has impacts on AMF and UE and does not address the problem for legacy devices.
Impacts on the AMF:
· The AMF needs to add a new information element indicating the allowlist of available networks to the Registration Accept message. 

Impacts on the UE:
· The UE does not connect to the networks that are not in the allowlist of the networks.
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5.9.2
Details

Steering of roaming (SoR) allows the HPLMN to update the "Operator Controlled PLMN Selector with Access Technology" list in the UE by providing the HPLMN protected list of preferred PLMN/access technology combinations via NAS signalling, which is described in Annex C (normative) in TS 23.122 [5]. 
After the operator has decommissioned the GERAN or UTRAN, they can reuse the existing SoR procedures to notify the UE to update the "Operator Controlled PLMN Selector with Access Technology," which indicates the PLMN list and whether the related access technology is valid or invalid. The SoR transparent container is described in 9.11.3.51 in TS 24.501 [6].
The UE will use this list for PLMN selection, as outlined in clause 4.4.3.1.1 in TS 23.122 [5]. The order of priority for PLMN selection is: 1) available HPLMN or EHPLMN; 2) user-controlled list; 3) operator-controlled list (updated by the SoR procedure); 4) other PLMN/RAT with high quality; 5) other PLMN/RAT in order of decreasing signal quality; 6) disaster condition (only if UE support MINT).

However, the UE can still select the PLMN/RAT not included in the operator-controlled list as for 4) and 5), which may lead to a bidding down attacks due to a potential decommissioned RAT and FBS. Thus, it is proposed that the user can configure the UE to support bidding down attack mitigation, and once it is activated, the UE shall not select the RATs that are invalid in the network according to the operator-controlled list, e.g. for the PLMN/RAT in case 4) and 5).
**** Next Changes****

5.11.2
Details

If the HPLMN completed the decommissioning or network supports LTE and/or NR only, then the UICC is pre-configured with the information on restricted RAT types (i.e., GERAN/UTRAN) for the entire HPLMN. The UE excludes the combination HPLMN and restricted RAT types of the HPLMN for any PLMN/Cell (re)selection procedures. 
**** Next Changes****
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