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********** START OF CHANGES
[bookmark: _Toc45028829][bookmark: _Toc45274494][bookmark: _Toc45275081][bookmark: _Toc51168339][bookmark: _Toc161838332]***** 13.3.1	Authentication and authorization between network functions and NRF 

13.3.1.1	Direct communication
NRF and NF shall authenticate each other during discovery, registration, and access token request. 
In direct communication, NF and NRF shall use one of the following methods for authentication: 
-	If the PLMN uses protection at the transport layer as described in clause 13.1, authentication provided by the transport layer protection solution shall be used for mutual authentication of the NRF and NF.
-	If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS/IP or physical security (see clause 13.1).
Authorization is described in clause 13.4.


********** NEXT CHANGE
***** 13.3.1	Authentication and authorization between network functions and NRF 

[bookmark: _Toc45028830][bookmark: _Toc45274495][bookmark: _Toc45275082][bookmark: _Toc51168340][bookmark: _Toc161838333]13.3.1.2	Indirect communication
In indirect communication, NF and NRF shall use one of the following methods for authentication:
-	Mutual authentication between NF and NRF provided by the transport layer protection solution.
-	Client credentials assertion (CCA) based authentication as specified in clause 13.3.8.
NOTE 1:	Client credentials assertion authentication is based on a CCA token sent by the NF Service Consumer to the NRF via an intermediate such as the SCP. CCA based authentication does not provide authentication of the NRF towards the NF Service Consumer or protection of the service request sent by the NF Service Consumer to the NRF. 
-	Implicit, i.e. by relying on authentication between NF Service Consumer and SCP, and between SCP and NRF, provided by the hop-by-hop security protection at the transport layer, NDS/IP, or physical security.
NOTE 2:	Mutual authentication between NF Service Consumer and NRF is not achieved with hop-by-hop security.
NOTE 3:	If only hop-by-hop security is used in a PLMN, the NRF is not able to verify that an access token request sent by SCP on behalf of a certain NF Service Consumer, is actually authorized by this consumer. 
Authorization is described in clause 13.4.





[bookmark: _Toc19634882][bookmark: _Toc26875948][bookmark: _Toc35528715][bookmark: _Toc35533476][bookmark: _Toc45028832][bookmark: _Toc45274497][bookmark: _Toc45275084][bookmark: _Toc51168342][bookmark: _Toc161838335]********** NEXT CHANGE
**** 13.3.2		Authentication and authorization between network functions 
[bookmark: _Toc45028833][bookmark: _Toc45274498][bookmark: _Toc45275085][bookmark: _Toc51168343][bookmark: _Toc161838336]
13.3.2.1	Direct communication
In direct communication, authentication between network functions within one PLMN shall use one of the following methods:
-	If the PLMN uses protection at the transport layer as described in clause 13.1, authentication provided by the transport layer protection solution shall be used for authentication between NFs.
-	If the PLMN does not use protection at the transport layer, authentication between NFs within one PLMN may be implicit by NDS/IP or physical security (see clause 13.1).
If the PLMN uses token-based authorization, the network shall use protection at the transport layer as described in clause 13.1.
Authorization is described in clause 13.4.

********** NEXT CHANGE
**** 13.3.2		Authentication and authorization between network functions 

[bookmark: _Toc45028834][bookmark: _Toc45274499][bookmark: _Toc45275086][bookmark: _Toc51168344][bookmark: _Toc161838337]13.3.2.2	Indirect communication
In indirect communication scenarios, the NF Service Producer and NF Service Consumer shall use implicit authentication by relying on authentication between NF Service Consumer and SCP, and between SCP and NF Service Producer, provided by the transport layer protection solution, NDS/IP, or physical security.
NOTE 0: Mutual authentication between NF Service Consumer and NF Service Producer is not achieved with hop-by-hop security.
If the PLMN uses token-based authorization as specified by clause 13.4.1.2 and the PLMN’s policy mandates that the NRF authenticates the NF Service Consumer before granting an access token, the access token indicates to the NF Service Producer that the NF Service Consumer has been authenticated by the NRF.
If additional authentication of the NF Service Consumer is required, the NF Service Producer authenticates the NF Service Consumer at the application layer using CCA based authentication as specified in clause 13.3.8. 
The NF Service Consumer authentication based on CCA based authentication is optional to use, and based on operator policy.
Authorization is described in clause 13.4.




********** NEXT CHANGE

[bookmark: _Toc19634883][bookmark: _Toc26875949][bookmark: _Toc35528716][bookmark: _Toc35533477][bookmark: _Toc45028837][bookmark: _Toc45274502][bookmark: _Toc45275089][bookmark: _Toc51168347][bookmark: _Toc161838340]13.3.3	Authentication and authorization between SEPP and network functions 
NOTE 1: This clause also describes authentication and authorization between SEPP and NRF, because the NRF is a network function.
Authentication between SEPP and network functions within one PLMN shall use one of the following methods:
-	If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for authentication between SEPP and NFs.
-	If the PLMN does not use protection at the transport layer, authentication between SEPP and NFs within one PLMN may be implicit by NDS/IP or physical security (see clause 13.1).
A network function and the SEPP shall mutually authenticate before the SEPP forwards messages sent by the network function to network functions in other PLMN, and before the SEPP forwards messages sent by other network functions in other PLMN to the network function. 
Authorization is described in clause 13.4.



********** NEXT CHANGE

13.3.5	Authentication between SEPP and SCP 
Authentication between SEPP and SCP within one PLMN shall use one of the following methods:
-	If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for authentication between SEPP and SCP.
-	If the PLMN does not use protection at the transport layer, authentication between SEPP and SCP within one PLMN may be implicit by NDS/IP or physical security (see clause 13.1).
A SCP and the SEPP shall mutually authenticate before forwarding incoming or outgoing requests. 
Authorization is described in clause 13.4.

********** END OF CHANGES
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