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1
Decision/action requested

Approve the pCR on new solution for key issue #3.
2
References

3

Rationale

This contribution proposes a new solution for KI#3.
4
Detailed proposals
*** BEGIN CHANGES ***
6.0
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2
	KI#3

	Solution Y: Privacy protection on number of AIoT devices
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Editor’s Note: Each solution should be mapped here.

*** THIRD CHANGE (all new text) ***
6.Y
Solution #Y: Privacy protection on number of AIoT devices
6.Y.1
Introduction

This solution addresses KI#3 for hiding the number of AIoT devices.

If a malicious reader triggers inventory towards AIoT devices to reveal their IDs, it could lead to the disclosure of the count of AIoT devices in a specific area, which may expose sensitive business information, e.g. quantity in stock. This becomes particularly concerning when the reader is an intermediate UE, as it makes it very easy for a malicious UE reader to obtain sensitive business information.
6.Y.2
Solution details

The following figure shows the call flow for hiding the number of AIoT devices during inventory operation.
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Figure 6.Y.2-1: Privacy protection on number of AIoT devices
1.
The AIoT device is pre-configured with a threshold.
2.
The Reader (i.e., RAN reader or UE reader) sends AIoT Inventory message to AIoT devices, which may be triggered by 5GC.

3.
The AIoT device generates a random number and determines whether to send two responses based on the comparison between the random number and the configured threshold.

4.
If two responses needed, the AIoT device sends two AIoT messages towards the Reader, both include different ID information.

5.
The authentication between the AIoT device and 5GC is performed via the Reader, only one ID of the AIoT device will be used for the inventory.

6.Y.3
Evaluation

TBA
*** END OF CHANGES ***
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