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On 24th September 2022, GSMA members agreed to create a new task force called “Post Quantum Telco Network” (PQTN) to identify the impact of Post Quantum Cryptography in the context of the Telco Industry. 
Since then, the PQTN TF has released two documents:
1. Post Quantum Telco Network Impact Assessment Whitepaper 
2. Guidelines for Quantum Risk Assessment for Telco
Currently the TF is working on another Whitepaper: Post Quantum Cryptography – Guidelines for Telecom Use Cases which is planned to be published by end of February 2024.
The scope of this document is to provide a set of best practice guidelines that can be used to support the journey to Quantum safe cryptography in the context of the telecom ecosystem

Whitepaper Summary
This document builds on the Post Quantum Telco Network Impact Assessment Whitepaper, providing guidelines that will be evolved to support the planning, setup and execution of a quantum safe cryptography journey for the Telco industry. We also highlight dependencies on standards, with a view towards an ongoing constructive engagement with relevant stakeholders (standards bodies, etc) related to telco requirements. 
This is a first version of a working document that will evolve in parallel to solutions, standards and policies. The objective is to leverage learnings, experience and best practices in order to provide an up to date, Telco focused, practical and actionable perspective. 
3GPP SA3 Work related to Post-Quantum 
3GPP SA3 has the TR 33.841: Study on the support of 256-bit algorithms for 5G (Release 16) published in 2019-03. The scope of this document assesses the impact of quantum computing on asymmetric, symmetric, hash and MAC-based algorithms used in 5G systems. Following the publication of this document SA3 has further approved a new study item in Nov 2023: Study on enabling a cryptographic algorithm transition to 256-bits. The target release for this study is Release 19. 
Actions for 3GPP SA3
The current whitepaper that GSMA TF is working on has many use cases that are dependent on key exchange and digital signatures which are essentially required to be migrated to employ post-quantum safe protocols/algorithms. The above mentioned study in Release 19 focuses on symmetric algorithms, and the asymmetric algorithms and protocols are not in the scope. Based on the above mentioned GSMA Post Quantum Cryptography – Guidelines for Telecom Use Cases  Whitepaper, asymmeric algorithms are also employed in 5G systems, e.g. SBA, SEPP, TLS etc and are required to be migrated to employ post-quantum safe protocols/algorithms. 
As telco operators need to be ready for PQC migration, we are keen to know the following:
1. Timeline of the study, specifications and migration for both symmetric algorithms and asymmetric algorithms, cryptographic primitives, and relevant protocols 
2. Are the legacy systems i.e., 4G, 3G etc., considered for PQC migration? If so, then what is the timeline for the migration of legacy systems.

Next meetings
PQTN#54			13 February 2024			Conference Call
PQTN#55			24 February 2024			Conference Call

Other meetings will be planned for Q2/Q3/Q4 2024. 
Contact
In the case of any questions and/or feedback these can be directed to GSMA Liaison Statements <GSMALiaisons@gsma.com>.
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