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1.Introduction
As the development and wide application of the computing-intensive services such as large-scale artificial intelligence (AI), the demands for computing power are increasing rapidly. It is an urgent need to develop a ubiquitous infrastructure which enables resource allocation, transaction, and orchestration between resource consumers and providers, such that resources can be optimally distributed and user requirements can be best meet. Under this scenario, the concept of computing power network (CPN) is proposed to achieve this goal. 
As described in ITU-T Recommendation Y.2501, the CPN can realize optimal resource allocation and orchestration, by distributing computing, storage, network and other resource information of service nodes through a network control plane (such as a centralized controller, distributed routing protocol, etc.) [ITU-T Y.2501]. Based on that, CPN combines the network context and user requirements to provide optimal distribution, association, transaction and scheduling of computing, storage, and network resources [ITU-T Y.2501]. 
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Figure 1. The interconnection of computing power centers
[Editor’s note: according to the comments received at the Q2/17 meeting, Figure 1 should be improved at the future meetings to show more details about the interconnection of computing power centers.]
As shown in Figure1, to provide ubuiqitos computing service, a key pre-requisite is to interconnet the distributed computing resources, especially the large-scale computing power centers. One of the major characterstics and functionalities of CPN is to interconnect distributed computing power centers, so as to provide seemless services to numerous resource-demanding applications. In this case, the interconnection of computing power centers involves ubniquitous computing power resources, and introduces a management and orchestration platform to achieve optimal resource allocation. However, there still exists numerous security issues of interconnection of computing power centers to address.
First, to support some time-sensitive applications scenatios such as autonomous driving, and protect the data confidentiality and user privacy at the same time, the high-efficiency secure communication between computing power centers is required to be guaranteed. Secondly, the throughput between computing power centers will be increased to Tbps level, how to support high-throuthput and secure communication is also an issue to be addressed. Thirdly, the communications between computing power centers rely on some underlying protocols such as SRv6, how to gurantee the protocol security is also a key issue to consider. Some other important security issues include massive key distribution and management among multiple computing power centers, supply chain security, computing power resource management security, and etc. 
Recently, there are numerous study and work items focusing on computing power network or computing-aware traffic steering been initiated in several different standardization development organizations, such as ITU-T, IETF, and 3GPP. For example, the IETF computing-aware traffic steering (CATS) working group was charterted recently to solve the key issues of computing-aware traffic steering, including problem statement, use cases and framrwork [b-IETF CATS]. 
However, when it comes to the interconnection of computing power centers, there lacks an overall study which can address the key issues including the overview of general security objectives and, the throughout security risk analysis, and the security guidelines to enhance the security assurance level. 
Thus, this draft recommendation technical report focuses on the security aspects of the interconnection of computing power centers, and analyses the general security objectives and, security risks and security requirements. Based on that, this draft recommendation proposes some guidelines to enhance the security assurance level of interconnection of computing power centers.
2. Gap Analysis
Recently computing power networks are extensively studied in ITU-T SG2, SG11, SG13, and SG17, and s a series of draft recommendations and technical reports have been proposed. In other SDOs such as 3GPP, GSMA and IETF, there are also some on-going study or work items related to computing power networks.  
· [bookmark: OLE_LINK17]ITU-T Y.2501: Computing power network-framework and architecture
Summary:	Recommendation ITU-T Y.2501 describes the framework and architecture of the computing power network (CPN). It specifies the functional entities in the architecture of CPN, and defines the functionalities of these function entities. In addition, it also provides general scenarios, requirements, and security considerations of CPN.
Analysis:	ITU-T Y.2501 has studied the reference architecture of CPN, which can provide an architectural foundation for this proposed work itemtechnical report. This technical report mainly focuses on security considerations of interconnection of computing power centers, inlcuding the general security objectives and, security risk analysis, and corresponding mitigation appraoches. There is no overlap.
· ITU-T Q.4140: Signalling requirements for computing power network
Summary:	This draft recommendation provides the signalling procedures and signalling requirements for service deployment in computing power network based on ITU-T Y.2501. 
Analysis:	ITU-T Q.4140 has studied the signalling requirements for service deployment in computing power network, including both centralized service deployment and distributed service deployment. The security aspects are out of its scope, so there is no overlap between Q.4140 and this proposed technical report. 
· ITU-T Q.SASO: Signalling architecture of service orchestration for computing power network
Summary:	This draft recommendation provides the signalling architecture of Service Orchestration for computing power network. It also introduces the architectural and functional entities, signalling requirments, signalling procedures and signal format of Service Orchestration for computing power network.  
Analysis:   ITU-T Q.SASO focuses on specifying the signalling architecture and procedures of Service Orchestration for computing power network. Security of interconnection of computing power centers is out of its scope. There is no overlap.
· ITU-T Q.cpi: Signalling requirements for computing power identification in computing power network 
Summary: This draft recommendation provides the signalling requirements for computing power identification of computing power network.  
Analysis:	The scope of ITU-T Q.cpi is mainly about computing power identification of computing power network, including the functional architecture, signalling procedures and signalling requirements. Security aspects are out of its scope. There is no overlap.
· ITU-T Q.CSO: Signalling requirements for cross-domain service orchestration of the computing power network
Summary:	This draft recommendation provides the functional architecture, signalling requirements as well as signalling procedures for cross-domain service orchestration of computing power network.  
Analysis:	The scope of ITU-T Q.CSO is mainly about the cross-domain service orchestration of computing power network, including the functional architecture, signalling procedures and signalling requirements. Security aspects are out of its scope. There is no overlap.
· ITU-T Q.BNG-INC: Requirements and signalling of intelligence control for the border network gateway in computing power network
Summary:	This draft recommendation focuses on the general requirements, service requirements, network intelligence control requirements, along with the architecture and procedure of intelligence control for the border network gateway devices in computing power network.  
Analysis:	The scope of ITU-T Q.BNG-INC is mainly about the intelligence control for the border network gateway devices in computing power network, including general and service requirements, network intelligence control requirements, functional architecture and procedures. This proposed technical report is about to analysis the security requirements and risks of interconnection of computing power centers, and then propose specific security guidelines. There is no overlap.
· ITU-T M.rcpnm: Requirements for computing power network management
Summary: This draft recommendation provides the function set and functional requirements for computing power network management. 
Analysis:	The scope of M.rcpnm is about management of CPN, including the functional architecture and functional requirements of CPN management. Security is not involved in the consideration of this work item, so there is no overlap.
· ITU-T Y.ARA-CPN: Architecture of resource authentication and orchestration in computing power network
Summary: This draft recommendation provides the architecture of resource authentication and orchestration in computing power network, including resource discovery, resource registration, resource identification and resource scheduling policy management, etc.
Analysis:	T.ARA-CPN is mainly about resource management and orchestration in computing power network, and some security considerations are also included in the scope. Therefore, the resource management security related study in Y.ARA-CPN can be a good reference and input for this proposed technical report. 
· ITU-T Y.NGNe-O-CPN-reqts:	Requirements and framework of NGNe orchestration enhancements for supporting computing power network
Summary:	This draft recommendation provides an overview of NGNe orchestration for supporting computing power network, and defines the requirements and framework of NGNe orchestration enhancement for the support of computing power network in NGNe environment.
Analysis:	The scope of Y.NGNe-O-CPN-requirements is mainly about requirements and framework of NGNe enhancement for supporting computing power network. Security aspects of interconnection of computing power centers are out of scope, so there is no overlap. 
· ITU-T Y.IMT2020-QoS-CNC-req: QoS assurance-related requirements and framework of computing and networking supported by IMT-2020 and beyond
Summary:	This draft recommendation specifies the QoS assurance requirements and framework for coordination of computing and networking supported by IMT-2020 and beyond.
Analysis:	This work item aims to address several QoS assurance problems for coordination of computing and networking in the context of IMT-2020 and beyond, such as general QoS consideration, QoS assurance framework, and QoS assurance use cases. Security considerations of interconnection of computing power centers areis out of its scope, so there is no overlap. 
· ITU-T Y.CAN-reqts: Functional requirements of computing-aware networking
Summary: This draft recommendation provides the overview of computing-aware networking and the functional requirements of computing-aware networking.
Analysis:	The scope of Y.CAN-reqts includes overview of computing-aware networking, functional requirements of computing-aware networking and typical use cases of computing-aware networking, while the scope of this proposed technical report is mainly about security considerations  and guidelines of interconnection of computing power centers. There is no overlap. 
· ITU-T Y.IMT2020-CNC-FW: Framework for coordination of computing and networking in IMT-2020 and beyond
Summary: This draft recommendation provides a framework for the coordination of utilization, control, and management of computing, storage, and networking resources in future networks including IMT-2020.
Analysis: 	Y.IMT2020-CNC-FW addresses the problem of coordination of different resources in future networks including IMT-2020. However, the scope of this proposed work item is about security aspects of interconnection of computing power centers. So there is no overlap.
· ITU-T Y.3400: Coordination of networking and computing in IMT-2020 networks and beyond-Requirements
Summary:	This draft recommendation specifies the requirements for coordination of networking and computing in IMT-2020 networks and beyond.
Analysis: 	This draft recommendation specifies the requirements for coordination of networking and computing in IMT-2020 networks and beyond. Security aspects of interconnection of computing power centers areis out of its scope, so there is no overlap.
· ITU-T Y.M&O-CNC-fra: Framework for coordination of computing and networking in IMT-2020 and beyond
Summary:	This draft recommendation specifies management and orchestration related requirements and framework for computing and network convergence in IMT-2020 networks and beyond.
Analysis:	Y.M&O-CNC-fra aims to address several problems in the scenario of computing and networking convergence (CNC), such as general requirements and architectural framework. However, the scope of this proposed technical report is about security aspects of interconnection of computing power centers, so there is no overlap.
· ITU-T TR.cpn-col-sec: Security consideration of collaboration of multiple computing power networks
Summary: This technical report analyses the concept, business roles, use cases and security risks of collaboration of multiple computing power networks, as well as general security characteristics and requirements, reference framework and capabilities.
Analysis:	This technical report mainly focuses on security considerations of collaboration of multiple computing power networks. In this proposed work item, the scope is mainly about the security considerations of interconnection of computing power centers. The research scenario of TR.cpn-con-sec is the business layer while the research scenario of this proposed technical report is the network layer. There is no overlap.
· IETF draft-ietf-cats-usecases-requirements-02: Computing-Aware Traffic Steering (CATS) Problem Statement, Use cases, and Requirements	
Summary: This document provides the problem statement and the typical scenarios for CATS, which shows the necessity of considering more factors when steering traffic to the appropriate computing resource to best meet the customer’s expectation and deliver the requested service.
Analysis:	The scope of draft-cats-usecases-requirements-02 is mainly about use cases and requirements of computing-aware traffic steering, which can be seen as a specific scenario of computing power network. However, security issues have not been considered in this document, so there is no overlap. 
3. Proposal
This contribution proposes to initiate a new work item of Technical Report “Security considerationsguidelines for interconnection of computing power centers” by Q2/17. 
In this technical report, it is intended to provide an overview of the general security objectives, as well as a comprehensive security risk analysis, risks and requirements of for the interconnection of computing power centers. Based on that, some security guidelines to enhance the security assurance level of interconnection of computing power centers will be proposed.   
4. Annex
1. Annex I: A.13 justification for proposed new Technical Report:"Security considerations guidelines for interconnection of computing power centers”
2. Annex II: The proposed initial draft
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	Purpose and scope (Define what this document will address and its intent or objectives in order to indicate the limits of its applicability):

	This draft  technical report aims to provide an overview of the security objectives as well as a comprehensive security risk analysis for the security risks and requirements of interconnection of computing power centers, and accordingly propose several security guidelines.
In specific, the scope includes:
· General security objectives of the, security risk analysis and security requirements of interconnection of computing power centers.
· Guidelines to enhance the security assurance level of interconnection of computing power centersSecurity risk analysis of the interconnection of computing power centers. 

	Summary (provides a brief overview of the proposal): 

	To provide ubuiqitos computing service, a key pre-requisite is to interconnet the distributed computing resources, especially the large-scale computing power centers. One of the major characterstics and functionalities of CPN is to interconnect distributed computing power centers, so as to provide seemless services to numerous resource-demanding applications.  In this case, the interconnection of computing power centers involves uniquitous computing power resources, and introduces a management and orchestration platform to achieve optimal resource allocation. However, there still exists numerous security issues of interconnection of computing power centers to address, such as high-through secure data transmission, secure computing resource management and orchestration, communication protocol security, etc.
 Recently, there are numerous study and work items been initiated in several different standardization development organizations, such as ITU-T, IETF, and 3GPP. However, there lacks a comprehensive high-level analysis on the security aspects on the interconnection of computing power centers, such as the general security objectives, the security risks it faces, and security guidelines.
This draft recommendation focuses on the security aspects of the interconnection of computing power centers, and analyses the general security objectives as well as security , risks and requirements. Based on that, this draft recommendation proposes some guidelines to enhance the security assurance level of the interconnection of computing power centers.
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Draft Technical Report ITU-T TR.sec-int-cpc

Security guidelines considerations for interconnection of computing power centers 

Summary
This draft technical report provides general security objectives, security risk analysis, security requirements and guidelines for the interconnection of computing power centers. The scope of this draft recommendation includes:
· general security objectives, risks and requirements of the interconnection of computing power centers 
· guidelines to enhance the security assurance levelSecurity risk analysus of the interconnection of compouting power centers 
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Draft Technical Report ITU-T TR.sec-int-cpc

Security guidelines considerations for interconnection of computing power centers 
1 Scope
This draft technical report aims to provide an overview of security risks and requirements of the interconnection of computing power centers in computing power networks, and accordingly propose several security guidelines.
In specific, the scope includes:
1. General security objectives, risks and requirements of the interconnection of computing power centers 
2. Guidelines to enhance the security assurance levelSecurity risk analysis of the interconnection of computing power centers 
2 References
The following ITU-T recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this recommendation. At the time of publication, the editions indicated were valid. All recommendations and other references are subject to revision; all users of this recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the recommendations and other references listed below.
[ITU-T Y.2501]	ITU-T Recommendation Y.2501 (2021): Computing power network – Framework and architecture
3 Definitions
3.1 Terms defined elsewhere
[TBD]
3.2 Terms defined in this Recommendation
[TBD]
4 Abbreviations and Acronyms
This Recommendation uses the following abbreviations and acronyms:
CPN         Computing power network
CATS       Computing-aware traffic steering
AI             Artificial intelligence
[TBD]
5 Conventions
NoneThis recommendation uses the following conventions:
· The keywords "is required to" indicate a requirement that must be strictly followed and from which no deviation is permitted if conformance with this Recommendation is to be claimed.
· The keyworks “is recommended to” indicate a requirement that is recommended, but which is not absolutely required to claim conformance with this recommendation.
6 Overview 
6.1 Background

As the development and wide application of the computing-intensive services such as large-scale artificial intelligence (AI), the demands for computing power are increasing rapidly. It is an urgent need to develop a ubiquitous infrastructure which enables resource allocation, transaction, and orchestration between resource consumers and providers, such that resources can be optimally distributed and user requirements can be best meet. Under this scenario, the concept of computing power network (CPN) is proposed to achieve this goal. 
As described in ITU-T Recommendation Y.2501, the CPN can realize optimal resource allocation and orchestration, by distributing computing, storage, network and other resource information of service nodes through a network control plane (such as a centralized controller, distributed routing protocol, etc.) [ITU-T Y.2501]. Based on that, CPN combines the network context and user requirements to provide optimal distribution, association, transaction and scheduling of computing, storage, and network resources [ITU-T Y.2501]. 
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Figure 1. The interconnection of computing power centers
As shown in Figure1, to provide ubuiqitos computing service, a key pre-requisite is to interconnet the distributed computing resources, especially the large-scale computing power centers. One of the major characterstics and functionalities of CPN is to interconnect distributed computing power centers, so as to provide seemless services to numerous resource-demanding applications. In this case, the interconnection of computing power centers involves uniquitous computing power resources, and introduces a management and orchestration platform to achieve optimal resource allocation. However, there still exists numerous security issues of interconnection of computing power centers to address.
First, to support some time-sensitive applications scenatios such as autonomous driving, and protect the data confidentiality and user privacy at the same time, the high-efficiency secure communication between computing power centers is required to be guaranteed. Secondly, the throughput between computing power centers will be increased to Tbps level, how to support high-throuthput and secure communication is also a issue to be addressed. Thirdly, the communications between computing power centers rely on some underlying protocols such as SRv6, how to gurantee the protocol security is also a key issue to consider. Some other important security issues include massive key distribution and management among multiple computing power centers, supply chain security, computing power resource management security, and etc. 
Recently, there are numerous study and work items focusing on computing power network or computing-aware traffic steering been initiated in several different standardization development organizations, such as ITU-T, IETF, and 3GPP. For example, the IETF computing-aware traffic steering (CATS) working group was charterted recently to solve the key issues of computing-aware traffic steering, including problem statement, use cases and framrwork [b-IETF CATS]. 
However, when it comes to the interconnection of computing power centers, there lacks an overall study which can address the key issues including the overview of general security objectives, the throughout security risk analysis, and the security guidelines to enhance the security assurance level. 
Thus, this draft recommendation technical report focuses on the security aspects of the interconnection of computing power centers, and analyses the general security objectives as well as, security risks of it. and security requirements. Based on that, this draft recommendation proposes some guidelines to enhance the security assurance level of interconnection of computing power centers.
6.2    An overview of the security objectives of interconnection of computing power centers
[TBD]
7 Security risks of interconnection of computing power centers
[TBD]
8  Security requirements of interconnection of computing power centers
[TBD]
9 Guidelines to enhance the security assurance level of interconnection of computing power centers
[TBD]
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