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Discussion
This pCR provides updated conclusions for KI#2 based on relevant evaluation.
-	Solution #7 with proper modifications is proposed to be concluded for KI#2 together with parts of Solution #8 and Solution #11. 
-	Neither Solution #12, nor Solution #13 is proposed to proceed to the normative phase. The latter introduces many security implications and AF complexity for a minimal benefit. The former although it respects the current SBA principles is still complex. 
-	Solution #9 introduces enhanced configuration in all local UPFs and considerable signalling for an alternative option to provide DNAI mapping information. It is not justified. 
-	Solution #10 violates authorization mechanisms. It also forces the consumer to handle UPF changes when this is resolved in Rel. 18. Finally, it is awkward: 
-	To use the N4 interface as kind of management interface to pass UPF event exposure service information;
-	To expose target UPF information to the source UPF.
Proposal
It is proposed to capture the following changes in UPEAS Ph2 TR 23.700-63.
[bookmark: _Hlk166184009]*** First change ***
[bookmark: _Toc160444890][bookmark: _Toc160444958][bookmark: _Toc164467605][bookmark: _Toc165282613]7	Overall Evaluation
Editor's note:	This clause will provide a general evaluation and comparison of the solutions per Key Issue #<X>.
7.1	Evaluation for Key Issue #2: Enhancements on UPF information exposure
Solutions #5, #7, #8, #9, #10, #11, #12, #13 address KI#2:
-	Solution #5 proposes an optimization to the way TSN AF, TSCTSF exchange TSC management information with the NW-TT functionality residing in the UPF, by direct subscription to the UPF event exposure service. However, there is an unresolved Editor’s note which hardens the evaluation of the solution:
Editor's note:	The impact of this procedure to the existing procedures of TSN Bridge information exchange and management is FFS.
-	Solution #7 is proposed to be concluded with proper modifications as described in clause 8.2.
-	Part of Solution #8 namely, for periodic reporting type of the UPF event exposure service with direct notifications, when the UPF changes, the UPF may report to the consumer any data collected between the time instance of the last notification to the consumer and the time instance of the UPF change, if the consumer has requested this in its subscription, is proposed to be concluded. Subscription termination indication to the consumer due to the UPF relocation and further steps as proposed in the procedure in clause 6.8.2 introduce complexity without a benefit. 
-	Solution #9 introduces enhanced configuration in all local UPFs and considerable signalling for an alternative option to provide DNAI mapping information. It is not justified. 
-	Solution #10 violates authorization mechanisms. Providing target UPF information to the consumer and/or source UPF requires authorization which is not handled in the solution. The solution also forces the consumer to handle UPF changes when this is resolved in Rel. 18 via subscription via the SMF. Finally, it is awkward: 
-	To use the N4 interface as kind of management interface to pass UPF event exposure service information;
-	To expose target UPF information to the source UPF.
	As such, it is not proposed to be concluded. 
-	Solution #12 respects the already established security mechanisms and SBA principles but it is complex. As such it is not proposed to be concluded.
-	Solution #13 introduces various security issues and complexity for the AF for a minimal benefit. AFs in general require to remain agnostic of 5GC internals, UPF changes etc. to integrate with 5GC. The proposed solution describes that the AF handles UPF IDs, UE’s private IP Address, UPF changes, tokens, rather than consume a single NEF API. Coming to the security implications: If the subscription is for specific UE(s) then the relevant IP address(es) is needed and exposing via “Case A” the UPF ID and the UE’s private address to the AF is a security threat. Same applies to “Case B”. The use of a generic token does not resolve the security threat mentioned rather introduces more security threats:
-	The token is referred as authentication token. What is the encryption applicable for this token and how is this negotiated between the AF and the NEF? 
-	How does NEF know when issuing the authentication token that the AF requesting for this is not a fake/compromised AF?
-	How authorization for consuming the UPF event exposure service is performed?
The solution is not clear on if the token is used for authentication or authorization. For example, in the following text from the solution the bold words and the italic underline words refer to different things: “In case the AF request for Event subscription needs to be authorized, AF may further include Authenticate token in the packet contents and UPF may contact the NEF which can perform authorization of AF request.”
Assuming the token is for authorization then it is not generated by the NEF but by the NRF holding the NF profile of the UPF to which the AF wants to subscribe to. A generic authorization token for all UPFs in a PLMN is a security threat as it cannot respect the “AllowedXXX” parameters in the profile of each UPF. An authorization token is verified by the producer of the NF Service as specified in 3GPP TS 29.500 and not by the NEF. 
Overall, Solution #13 is unclear with many security threats and complexity for the AF and the 5GC for the benefit of avoiding finding the UPF serving a UE’s PDU Session. As such it is not proposed to be concluded. 

*** Second change ***

[bookmark: _Toc165282614][bookmark: _Toc161291364]8	Conclusions
Editor's note:	This clause will capture conclusions for the study..
8.2	Conclusions for Key Issue #2: Enhancements on UPF information exposure
The following aspects are concluded as principles for normative work:
-	A new SMF service (Nsmf_GetPublicIPaddressAndPort) and a new UPF service (Nupf_GetPublicIPaddressAndPort) are defined to provide the NATed UE public IP address and Port, based on the private UE IP address assigned by 5GC for the PDU Session, as described in Solution #7 with the following modifications:
-	The remote end IP address is mandatory input to the services above to avoid exposing the full NAT mapping for a UE (avoiding privacy concern as already identified in a relevant NOTE in Solution #7);
-	The new service is of type Subscribe/Notify to take care of changes in the NAT mapping;
-	The consumer (e.g. NWDAF) may also subscribe to the SMF to receive session release notifications.
-	For periodic reporting type of the UPF event exposure service with direct notifications when the UPF changes, the UPF may report to the consumer any data collected between the time instance of the last notification to the consumer and the time instance of the UPF change, if the consumer has requested this in its subscription (part of Solution #8).
-	No normative work on AF subscribing to the UPF event exposure service via the N6 interface.

*** END of changes ***
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