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SA2 would like to thank SA3-LI for the LS on LI considerations for Store and Forward NT operation.
1. SA3-LI questions and the SA2 observation and answer:
If LI functions cannot rely on persistent connectivity between each other, as may be the case in Store and Forward scenarios, then SA3-LI has identified the following potential issues/scenarios:

1. Intercepted LI data may need to be stored on board the satellite until connectivity to the core network is established, at which point intercepted data will need to be transmitted. 
1. Certain services may have delivery timeliness requirements (i.e. intercepted traffic should be delivered to the LEA within a certain period of time). It is not clear how such requirements could be met.
1. There is generally a requirement for interception to start and stop at the time specified in the warrant. If interception points on a satellite cannot be updated until the satellite comes into range, then this may require LI functions on the satellite to be able to operate retrospectively on stored data to include the ablity to identify the time of observation and location of the UE (with sufficient resolution to determine the UE is within the jurisdiction of the warrant at the time of the communication) of each piece of stored data in order to determine whether it should be subject to interception or not.

SA3-LI is aware that there are multiple candidate solutions proposed per key issue in TR 23.700-29 and some of those solutions may require more details for SA3-LI to determine potential impacts. SA3-LI would welcome advice from and coordination with SA2 on these issues to attempt to mitigate the impacts of LI on NTN Store and Forward operations and wish to inform SA2 that SA3-LI will need additional time for impact analysis after the conclusion of this study.

Question 1: Has this issue described in scenario 1 above been considered during solution development?

Question 2: How can the timing requirements be met with store and forward operations?

Question 3: Has the scenario in issue 3 described above been discussed as part of this work and is there a proposed solution for this issue?


1. SA2 understands that the storage of LI data is not needed if the core network intercept points are present on the Satellite for S&F scenario. 
In some of the proposed solutions in TR 23.700-29 (soln #11, 12, 14, 19, 20, 21, 23 & 44), the interception points such as MME and SGW/PGW are on the ground. The LI intercepted data will be stored on the ground upon reception from the satellite.
Whereas in certain proposed solutions such as soln# 16, 17, 18, 22, 24, 39 & 45 there are core network element on-board satellite. Which will require tracing points and LI components to be provisioned on-board satellite to trace and store the traced information.
SA2 kindly asks SA3-LI to take the above into consideration to determine potential impacts and advise SA2.
2. As stated in the above answer, as the interception points can still be in the ground for some of the proposed solutions, the IRI (Intercept Related Information) events can be recorded as and when the ground CN network realises/processes it. E.g. MME on the ground will record the IRI events such as attach/detach, TAU, HO, etc.. as and when it processes those requests for the UE. Similarly, CC-TF (Content of Communication – triggering function) and CC-POI (Content of Communication - Point of Interception) in SGW/PGW will record the trace as and when they process it, irrespective of when it is stored and forwarded by the satellite. 
If the timestamping of the payload is necessary, SA2 can work on adding timestamps to the payload and signalling data when the data was initially received from UE and stored in the satellite. The Satellite network elements can share the timestamping information and UE location information with the CN elements on the ground to create a time record of the trace. The LI provisioning is only needed towards the ground network element, and this will avoid LI elements to be on-board satellite and avoids any storage and timeliness of forwarding to lawful intercept agency.
Though, SA2 believes timestamping may not be necessary (In soln#11, 12, 14, 19, 20, 21, 23 & 44), as the IRI events are occurring on the ground such attach/detach/service request. The IRI events are recorded and reported in real time. Same applies for U-plane data, the SGW/PGW shall detect and report as and when it received or sends any payload, irrespective when the data is stored and delivered to/from satellite.
3. As stated in the above answer, the CN nodes on the ground, upon receiving the signalling payload and data payload, can verify if the stored data matches the start and stop time of the warrant and location jurisdiction before tracing, storing and reporting the trace to LI nodes.
SA2 kindly asks SA3-LI to share their observation of tracing stored C-plane and U-plane packets/events based on the above assumption. 

2. Actions:
To SA3-LI:
ACTION: 	SA2 kindly asks SA3-LI to provide feedback on the above answers.

3. Date of Next TSG-SA WG2 Meetings:
3GPP SA2#164			19 - 23 August 2024			Maastricht, NL
3GPP SA2#165			14-18 October 2024			India


