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Abstract: This contribution is to provide a new solution to address the KI#1 and KI#2 for Ambient IoT services for supply chain.
1. Introduction/Discussion
This contribution is proposed as a solution to address KI#1 and KI#2 for Ambient IoT services for supply chain such as automated supply chain distribution and fresh food supply chain depicted in TR 22.840.
2. Text Proposal
It is proposed to capture the following changes in TR 23.700-13.
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* * * * Second change (all new) * * * *
6.X	Solution #X: New solution for support of Ambient IoT services for supply chain
6.X.1	Description
This solution resolves Key Issue KI#1 and KI#2 for Ambient IoT services for supply chain such as automated supply chain distribution and fresh food supply chain as depicted in TR 22.840. 
During the whole process of production and sales, the Ambient IoT devices are transported to different companies, areas or countries. The devices need to access local network where it is located. If the serving operator restricts access to the devices from another operator without SLA agreement, the devices cannot work normally. To solve this problem, a wildcard can be configured in the field of Operator ID for devices applied for supply chain services based on SLA agreement between the third Ambient IoT AF and serving operator.
As the Ambient IoT Devices for supply chain services possibly move anywhere, it is difficult to authenticate and authorize the devices in the serving network. That is because the serving network cannot acquire the credentials or subscription data if there is no roaming agreement between the home network and the serving network. What’s more, the serving network is not aware of the home network if the information of home PLMN is not contained in the device ID or signaling message. Thus, for supply chain service the credential holder can be placed in the third AF. To support the supply chain service or registration for the whole serving zone, the AF should sign SLA with the Operator. It is supposed that AF can enforce authentication and authorization by itself or with the help of other AF. 
In order to keep a competitive solution compared to the RFID solution, it is possible to trigger not only one or a few ambient IoT devices defined by the TID list but also numerous unregistered ambient IoT devices in the whole serving zone in the AF-triggered registration procedure. Then, it is possible to perform an automatic AF-triggered registration procedure for unregistered ambient IoT devices in the whole zone during the middle of the night without human resources involved. However, ambient IoT devices are not allowed to keep dedicated status info. How is the ambient IoT device aware of the registered or unregistered status in this case? In the solution, if the instance ID in the device ID is set to zero, such as the default device ID mentioned above, it will be implicit to show an unregistered status. 
The principles are depicted below:
-  A new network function named Ambient IoT NF may be adopted to manage Ambient IoT devices and procedures. If not, this relevant function can be supported by AMF.
-	In 5GC, each Ambient IoT device has a unique device ID that consists of the Operator ID, group ID, and Instance ID.  For Devices applied in supply chain, the field of Operator ID can be filled with a wildcard to represent the Device Type of Supply Chain based on SLA agreement between the third Ambient IoT AF and serving operator, i.e. 999. 
-  The device ID is kept internally in 5GS and ambient IoT devices for access control, identification, and route steering purposes. It will not be exposed to the third AF. 
-  Before registration, the Ambient IoT device and Credential holder are pre-configured with the default ambient IoT device ID, TID, and default credentials. After registration, the device ID and credentials are updated.
6. X.2	Procedures
6.X.2.1 Procedure of AF triggered registration for Topology 1 

The following figure presents a procedure of AF triggered registration for Topology 1 for supply chain devices. 
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Figure 6.X.2-1 AF triggered Registration Procedure for Topology 1

0.a	The Ambient IoT devices are pre-configured with default AIoT device ID and default credentials. TID (See GS1 TDS Release 2.1 [10]) is configured by AIoT manufacturers in advance. The instance ID value in the default  AIoT device ID is set to zero. The ambient IoT device will implicitly know its active or inactive status based on the instance value in the solution.
0.b Meanwhile, the third credential holder is also pre-configured with the TID, default credentials, status (inactive), and so on. 
1. AF sends an AF Triggered Registration Request to NEF with the following parameters: Transaction ID, TID  list, Operator ID list, location, AF ID, Aggregation indication information, time, periodical indication, and so on.
-	Operator ID list: For supply chain service, this field is filled with a wildcard representing the Device Type of Supply Chain. With the information, all the inactive devices applied in supply chain can access the network no matter which operator it belongs to..
-	TID list: The information can be used to define one or a few targeted ambient IoT devices. If the TID list is carried in the message, it means AF wants to trigger one or a few ambient IoT devices defined by the TID list to perform the registration procedure.  If the TID list is not carried in the message, it means AF wants to trigger all unregistered Ambient IoT devices in this location to perform the registration procedure. The ambient IoT device will implicitly know its registered or unregistered status based on the instance value in the device ID. If the instance has all zero values in the device ID, then the ambient IoT device has an unregistered status. 
-	Aggregation indication: It is used to tell the 5GS how to handle the response messages – aggregation response or not. 
-	Time: when the service will be carried out exactly. This parameter is only carried in the AF-triggered whole unregistered ambient IoT devices performing registration procedure scenarios.
-	Periodical indication: whether the service operation will be executed periodically. This parameter is only carried in the AF-triggered whole unregistered ambient IoT devices performing registration procedure scenarios.

2. NEF will perform the below actions towards the third Ambient AF 
-	Perform authentication to the third Ambient AF to decide whether it is allowed to access 5GS or not.
-	Check the authorization to determine whether the third Ambient AF is allowed to perform an AF triggered registration operation or not.
-	Check the authorization to determine whether supply chain service and multiple operators’ device access are allowed or not.
-	Converting location information to TA List information.
     -      The NEF obtains serving AMF or Ambient IoT NF based on the TA list. 
3.	The NEF sends AF Triggered Registration Request to the AMF/Ambient IoT NF, including the Transaction ID, Operator ID list, TID list ID, TA list, aggregation indication, time, periodical indication, and so on. For supply chain service, the Operator ID list field is filled with a wildcard representing the Device Type of Supply Chain.
4.	The AMF/Ambient IoT NF selects the NG-RAN reader based on the TA list.
5.	The AMF/Ambient IoT NF forwards the AF triggered registration request to the NG-RAN reader, including the TID list, Operator ID list, time, periodical indication, and so on.
6.	NG-RAN activates one or a few targeted ambient IoT devices that match both the TID list and Operator ID list to perform the registration procedure with the default device ID, TID, and default credentials. If the TID list is not carried by the NG-RAN reader, all unregistered ambient IoT devices that match the operator ID list have to execute the registration procedure. The ambient IoT device will implicitly know its registered or unregistered status based on the instance value in the device ID. If the instance has all zero values in the device ID, then the ambient IoT device has an unregistered status. A receiving limit time may be configured on NG-RAN. Once timeout, the message received after this time will be discarded by NG-RAN. 
7.	The NG-RAN reader forwards the registration messages with the default device ID, TID, and default credentials to AMF/Ambient IoT NF. 
     Note 1: Considering the NG-RAN reader sequence scanning behavior, don’t suggest that NG-RAN perform a response aggregation operation during the interactive authentication procedure between ambient IoT devices and 5GC. Aggregation operations may only be performed in 5GC in this scenario. 
8. Upon receiving the registration message from NG-RAN, AMF/New AIoT NF selects the credential holder owned by the third AF. 
9. Perform an authentication operation based on TID as username and default credentials between AMF/New AIoT NF and the credential holder. Once authentication is successful, a Real device ID with a unique and non-zero instance ID will be produced. The procedure may replace default credentials with new credentials produced by the credential holder. 
10. 5GC stores the new device ID, TID, status (active), and so on in UDM, AMF/New AIoT NF. The status information will be used in the Ambient IoT service procedures to verify the Ambient IoT device.
11. AMF/New AIoT NF will sync up new device IDs and credentials with relative ambient IoT devices.
12. The AMF/New AIoT NF returns AF Triggered Registration Response to the AF via NEF.
6.X.2.2	Procedure for AF triggered registration for Topology 2
The registration may be triggered by AF via the UE reader. The UE reader interacts with AMF /Ambient IoT NF via NG-RAN, which could be regarded as an AF triggered registration procedure for topology 2.
The following figure presents a procedure of network triggered registration for Topology 2 for supply chain devices. 
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Figure 6.X.2-2: AF triggered Registration Procedure for Topology 2
1. The UE Reader performs the registration procedure, including the fixed or mobile type of UE reader, precise location, AF ID, and Store ID.  

2. AF sends an AF Triggered Registration Request to NEF with the following parameters: Transaction ID, TID  list, Operator ID list, location, AF ID, Store ID, Aggregation indication information, time, periodical indication, UE GPSI, and so on. For supply chain service, this field of Operator ID list is filled with a wildcard representing the Device Type of Supply Chain. With this information, all the inactive devices applied in supply chain can access the network no matter which operator it belongs to.
If UE GPSI is included in the message, the third AF wants to perform an AF-triggered registration procedure with a designated UE reader defined by UE GPSI.  In addition, time and periodical indication parameters are not included in the message.
If UE GPSI isn’t included in the message, the third AF wants to perform an AF-triggered registration procedure without designated UE readers. 5GS determines the involved UE readers based on input info from the third AF, such as location, AF ID, store ID, and so on. Considering UE reader posture, such as UE reader antenna pointing direction, only fixed-type UE readers will be involved in the procedure. 

   
3. NEF will perform the below actions towards the third Ambient AF 
-	Perform authentication to the third Ambient AF to decide whether it is allowed to access 5GS or not.
-     Check the authorization to determine whether the third Ambient AF is allowed to perform an AF-triggered registration operation.
-	Check the authorization to determine whether supply chain service and multiple operators’ devices access are allowed or not.
-	Converting location information to TA List information.
      The NEF obtains serving AMF or Ambient IoT NF based on the TA list. 
 

4. The NEF sends AF Triggered Registration Request to the AMF/Ambient IoT NF, including the Transaction ID, Operator ID list, TID list ID, TA list, AF ID, Store ID, aggregation indication, time, periodical indication, UE GPSI and so on. For supply chain service, the Operator ID list field is filled with a wildcard representing the Device Type of Supply Chain.
5. If UE GPSI isn't included in the message, the AMF/Ambient IoT NF selects the fixed-type UE readers based on the Location list, AF ID, and Store ID. Alternatively, if UE GPSI is carried in the message, the AMF/Ambient IoT NF selects the designated UE reader based on UE GPSI. 

6. First, The AMF/Ambient IoT NF sets up the connection with targeted UE readers. Then, it forwards the AF-triggered registration request to the fixed-type UE readers or the designated GPSI UE reader, including the TID list, Operator ID list, time, periodical indication, and so on. For supply chain service, the Operator ID list field is filled with a wildcard.

7. The fixed-type UE readers or the designated GPSI UE reader activate one or a few targeted ambient IoT devices that match both the TID list and Operator ID list to perform the registration procedure with the default device ID, TID, and default credentials. If the TID list is not carried in the message, all unregistered ambient IoT devices in the fixed-type UE readers’ or the designated GPSI UE reader’s serving area that match the operator ID list have to execute the registration procedure. The ambient IoT device will implicitly know its registered or unregistered status based on the instance value in the device ID. If the instance has all zero values in the device ID, then the ambient IoT device has an unregistered status. A receiving limit time may be configured on NG-RAN. Once timeout, the message received after this time will be discarded by NG-RAN.

8. AMF/New AIoT NF Determines the credential holder owned by the third AF based on the default Device ID; the credential holder authenticates the ambient IoT device based on the TID and default credential. If authentication is successful, 5GS produces a new Device ID and credentials. At the same time, new Device ID, TID, Status (active), and so on are stored in UDM and AMF/ New Ambient IoT NF. The status information will be used in the Ambient IoT service procedures to verify the Ambient IoT device

9. AMF/New AIoT NF will sync up new device IDs and credentials with relative ambient IoT devices.
10. The AMF/New AIoT NF returns AF Triggered Registration Response to the AF via NEF.
6.x.3	Impacts on services, entities, and interfaces
This solution impacts the following entities. 
NEF: 
-	Capability to authentication and authorization to the third ambient IoT AF.
-	Capability to support verification on operator ID list.
AMF/Ambient IoT NF:
-	The AMF/Ambient IoT NF selects the NG-RAN reader and/or UE reader based on the TA list, Location, AF ID, and store ID.
-   Capability to aggregate the Ambient IoT devices' response.
UDM/Credential holder:
-	The UDM stores the profile information of Ambient IoT devices.
-   Authenticating the ambient IoT device and producing new device IDs 
NG-RAN Reader:
-	The NG-RAN reader performs paging and receives responses from Ambient IoT devices in Topology 1.
UE Reader:
-	The UE reader performs paging and receives responses from Ambient IoT devices in Topology 2.
Ambient IoT device:
-	The ambient IoT device stores the default AIoT device ID and default credentials and updates the device ID and credentials if the registration procedure is performed successfully.
-  Performing registration procedure once it is matched during the paging procedure.
* * * * End of changes * * * *
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