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Abstract of the contribution: This paper proposes an evaluation for key issue 4.

[bookmark: _Toc352077766]1. Discussion
Key Issue #4: NWDAF enhancements to support network abnormal behaviours (i.e. signalling storm) mitigation and prevention
This key issue aims to provide solutions for prediction, detection, prevention, and mitigation of network abnormal behaviours, i.e. signalling storm, with the assistance of NWDAF. In particular, the following aspects will be addressed:
-	Identify scenarios that can result in a signalling storm situation.
-	Whether and how existing analytics or new analytics can be used to assist detection and/or prediction of signalling storm, including aspects of input /output data that needs to be collected/provided by the NWDAF.
What NF(s) will be consumer of such analytics and whether and how they can use them:
-	Whether and how signalling storm can be prevented and/or mitigated based on the inputs provided by NWDAF.
NOTE 1:	In terms of data access right, privacy and security improvement, cooperation with SA WG3 is needed.
NOTE 2:	The study of this key issue will consider the study/work done by SA WG5 and CT WG4 in this regard already and collaborate with SA WG5/CT WG4 regarding the handling of abnormal network behaviours.
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Incorporate the following text in TR 23.700-84.

[bookmark: startOfAnnexes]* * * 1st Change (All New Text) * * * 
7.4 Key Issue #4: NWDAF enhancements to support network abnormal behaviours (i.e. signalling storm) mitigation and prevention
Solutions #35 to #39 all focus on enhancing the NWDAF to support network abnormal behaviours (i.e. signalling storm) mitigation and prevention. The key aspects of these solutions can be summarized as follows:
Key Aspects:
1. Solution #35: Proposes the use of AI/ML-assisted NWDAF to validate UE signaling exchange information with NFs and guide NFs in mitigating and preventing unexpected behaviors.
2. Solution #36: Addresses the issue of signaling storms caused by simultaneous small data transmissions over NAS signaling by multiple UEs. It suggests using a new Analytics ID called "Registration Signaling Analytics" to collect and analyze registration-related information, allowing consumer NFs to identify abnormal users and allocate resources more effectively.
3. Solution #37: Addresses control plane congestion (i.e. signalling storm), by leveraging O&M information and utilizing analytics provided by MDAF/MDAS. NWDAF may subscribe to these analytics to identify and predict congestion issues, which can then be used by network functions like AMF, SMF, and PCF to apply prevention and mitigation actions. 
4. Solution #38: Predicts the occurrence of a signalling storm, caused by repeated requests from UEs. NWDAF can collect the signalling requests received by NFs, derive their statistical characteristics and send them to the consumers (NFs). The latter can determine whether the signalling storm occurs based on thresholds, and make recommendation to the potential involved NFs on how to prevent or mitigate the signalling storm.
5. Solution #39: Proposes that NWDAF collects input data on service operation metrics/KPIs and generates notifications of abnormal control plane signaling patterns. These notifications serve as triggers for preventive or mitigative actions in other entities, such as activating overload control mechanisms or scaling up/out of entities. OAM can also provide additional configurations for signaling storm prevention/mitigation.
Solutions #36 and #38 address only use case #3 (NWDAF assistance in device signalling storm prevention and mitigation)
Solutions #37 addresses only use case #6 (abnormal NF behavior causing signalling storm)
Solutions #35 and #39 address both use cases
Most solution suggest a new Analytics ID to provide statistics or predictions about a signalling storm.
Solution#38 suggest that the analytics contains recommendations for analytics consumers, whereas other solutions leave it to the analytics consumer to select appropriate actions.
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