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Abstract
This contribution presents a new 6G use case on resilient critical infrastructure focusing on essential lifeline infrastructure (Energy Grid, Water, IT/Networks, Transportation, and Emergency Services), and on leveraging 6GS’ advanced capabilities to enhance resiliency.
In this context, resiliency of critical infrastructure is defined as the continuity of critical infrastructure services even in the face of disruptions or disasters. It is understood that it includes both cyber and physical aspects i.e., cyber-physical aspects.
The 6GS (6G System) is an enabler of resilient critical infrastructure by providing, among others, Position, Navigation, and Timing (PNT) information. In addition to these three foundational KPIs, additional KPIs enablers of real-time situational awareness and decision support could be considered.

Background
In [1], resiliency is identified as one of the top-3 priorities of 6G mission-focused communications for the homeland.  Moreover, in the face of aging infrastructure, increased cyber attacks, worsening natural disasters and such, it is imperative to develop and/or improve techniques and tools within the 6GS aim at resiliency because when these disasters occur they not only destroy property but also disrupt communities’ way of life and society as a whole. 
An important part of these techniques and tools for critical infrastructure management are positioning, navigation and timing (PNT) tools. Sensors and other devices/techniques for for real-time situational awareness and decision support could also be incorporated to support resiliency.
This contribution proposes that a resilient critical infrastructure use case with enhanced PNT be included as part of TR 22.870 Study of 6G Use Cases and Service Requirements.


10 Further Use Cases on Industry and Verticals
10.x	Use case on Resilient Critical Infrastructure
[bookmark: _Toc355779204][bookmark: _Toc354586742][bookmark: _Toc354590101]10.x.1	Description
In the face of aging infrastructure, increased cyber attacks, and worsening natural disasters, it is imperative to develop and/or improve techniques and tools for resiliency because when these disasters occur they not only destroy property but also disrupt communities’ way of life and society as a whole [Fig 1]. 
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Figure 1: RESILIENT CRITICAL INFRASTRUCTURE

Resilient critical infrastructure enablement can be addressed as a 6GS-provided service with techniques and tools for critical infrastructure management are positioning, navigation and timing tools (PNT) provides the ability to determine one's location (positioning), plan a route to get somewhere (navigation), and access accurate time information (timing) - delivered as a 6G service. Key components of this service and its definition below

Definitions
· Positioning: Determining latitude and longitude or other geographycal coordinates. 
· Navigation: Calculating a route to reach a desired geographycal location. 
· Timing: Accessing precise time information synchronized to a standard time source.

[bookmark: _Toc355779205][bookmark: _Toc354586743][bookmark: _Toc354590102]10.x.2	Pre-conditions
FFS.

[bookmark: _Toc355779206][bookmark: _Toc354586744][bookmark: _Toc354590103]10.x.3	Service Flows
FFS.

[bookmark: _Toc355779207][bookmark: _Toc354586745][bookmark: _Toc354590104][bookmark: _Toc355779209][bookmark: _Toc354586747][bookmark: _Toc354590106]10.x.4	Post-conditions
FFS.

10.x.5	Existing features partly or fully covering the use case functionality
Positioning functionality
Positioning is already a functionality in the 5GS [2]. We propose to take as starting points for resilient critical infrastructure clause 7.3.2.2 describing that the 5G system shall be able to provide positioning services with the performances requirements reported in Table 7.3.2.2-1.
Navigation functionality
FFS
Timing functionality
FFS
Other real-time situational awareness and decision support functionality
FFS

10.x.6	Potential New Requirements needed to support the use case
[bookmark: _Hlk528846214]The 6G System supporting communication services for resilient critical infrastructure shall provide reliable, and dependable position, navigation, and timing with a high communication service availability.


	Foundational KPI
	Positioning [cm]
	Navigation [m]
	Timing [micro sec]

	Energy Grid
	
	
	

	Water Supply
	
	
	

	Transportation
	
	
	

	Emergency Services
	
	
	

	
	
	
	



Editor’s note: KPI values are FFS to be provided later
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A GLOBAL INITIATIVE

Work in SA1
= Target: TR
= Use Case: Verticals for homeland
=  Presented as part of S1-242273
= Next Steps
—  List of critical infra types
—  KPI list for each one

Resilient Critical Infrastructure Is-not

= The ability of essential systems services to prepare for, withstand, adapt to, and = New positioning/timing in 56
rapidly recover from disruptions.

. - . . = Targeted ‘internally’ for the 6GS
=  Aims to strengthen the ability of critical infrastructure to prevent, resist, absorb

and recover from disruptive incidents, natural hazards, physical aging. ® Mission Critical Comms

=  Energy, Water, IT/Networks, Transportation, and Emergency Services ® An existing 5G Service

= 6GS to support with PNT & real-time situational awareness and decision support = TSN (Time Sensitive Networking)
of critical infrastructure Source: 2
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