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Abstract: 
This contribution proposes a sub-clause to “5. System and Operational Aspects” on Trustworthiness as a Service (TaaS). The proposal includes references to several important studies which include ecosystem-wide stakeholder input, as captured by international fora: ITU-T, NextG Alliance, NGMN.
In addition, this contribution includes several concepts and viewpoints inspired by “The road to trustworthy 6G: A survey on trust anchor technologies” [Veith] and distilled by the contributors. We thank the authors for their original work. 
Change notes:

Draft1_ S1-244585:

· Change marks are kept emphasizing delta from previous version, including in intro. However deletions of previously proposed new text are accepted.

· The introduction is restructured for readability.

· A new change introducing Annex B is proposed. In it, only the “Examples” clause introduces new information, the rest of the text has been restructured from the previous version without meaningful changes. Therefore only “Examples” are shown with track marks but change 3 is marked as all new text.

· Clarifications on “native trustworthiness” and relevant references are provided in the introduction and in change 2 (references).

· Clarifications on inclusion of parties external to the operator in the process of conferring trust have been provided ahead of observation 4.

· The usecase text (change 1) adds clarification on how “isolated computing” has been addressed by 3GPP. Please note that the list of enablers has been re-used from [Veigh], only mapping it to either existing features or requirements for 6G. 

· A subclause on “Existing features partly or fully covering the use case functionality” has been added, although the information had been initially provided in the description text.

· Editor’s notes have been added for individual requirements, for the need to bring additional usecase based on template (or add clauses), for aspects to be included in the Annex

Introduction:

A variety of 6G stakeholders worldwide have issued calls for the introduction the concepts of “trust” and “trustworthiness” in 6G, including the referenced publications [ITU-T], [NextG], [NGMN],[Huawei],[MediaTek].
Observation 1: State-of-the-art and roadmap publications have established the fundamental concepts and requirements for “Trust” and ”Trustworthiness” within the 6G broader landscape. To enable 6G, these concepts need to be studied in 3GPP.
Proposal 1: A TR Annex is proposed to provide an overview of the relevant 6G landscape and to allow for study of its applicability to 3GPP.
***
In this proposal, the term “Trustworthiness” is used to distinguish from “5G Trust”. Trustworthiness encapsulates a broader, multi-dimensional concept which is to be further defined through 6G specifications and implementations. 
Observation 2: In this contribution, working definitions/ terminology are proposed to enable discussions, with the expectation of further clarification to be achieved during the study.
Proposal  2: The TR Annex is proposed to also include a working definition of trustworthiness as a multi-dimensional concept applicable to 3GPP. The initial definition (based on [ITU-T], [NGMN], [Veigh]) is to be further refined during the study, as well as through downstream 6G specifications and implementation. 

Working definition proposed based on [ITU-T] , [NGMN], [Veigh]:

Trustworthiness (in 6G) is the measurable and coherent belief and/or confidence of the value provided by 6G System stakeholders. Trustworthiness can be quantified as a multi-dimensional and dynamic parameter which includes aspects of reliability, security, privacy, resiliency, and reputation. The complex values assigned to this parameter can be based on (but not restricted to) policies, evidence of behavior, implementation-specific algorithms, etc.
***

“The current security architecture will evolve into a native trustworthiness architecture in 6G. Such an architecture is expected to adapt to holistic networks and meet the diversified requirements from the multi-stakeholder industry ecosystem in the future” [Huawei]
Observation 3: A first aspect of Trustworthiness in the 6G Ecosystem refers to a native component/ element of the 6G Network, i.e., “native trustworthiness” [Huawei] as a capability internal to the 6G Network. Existing 5G primary authentication is a “native” example of functionality that enables trustworthiness purely based on the same long-term key K stored in SIM/UE and in network entity ARPF, but 6G needs to expand the 5G functionality. 
Proposal 3: It is proposed to include in clause 5 the usecase described in this contribution, with the PR 5.x-01 through PR 5.x-04 reflecting “native trustworthiness”. An Editor’s Note is proposed to address the possibility that consolidation with other “native trustworthiness” usecases, currently under discussion, may be necessary.
***
“As a condition of its success, trust in 6G will have to be conferred by end users and by the entities that operate and deliver 6G (“6G operators”). Trust is certainly about the ability of 6G to fulfil or exceed expectations in terms of user experience, but it is fundamentally about its ability to offer full security and resilience.” [MediaTek]

Observation 4. Implementing “native trustworthiness” without capabilities for exposure limits the potential for revenue to be obtained by MNOs and does not address external stakeholders needs. Moreover, it limits the potential to receive external feedback essential to the implementation of trustworthiness assessment algorithms. 
Proposal 4: In the clause 5 usecase referred above, it is proposed to include PR 5.x-05 through PR 5.x-07 for the exposure capabilities essential to include all stakeholders that confer and/or use trustworthiness. An Editor’s Note is proposed to address the possibility that additional detail, e.g. service flows, may be necessary for the exposure and “Trustworthiness as a service” functionality.
 ----------- Change 1: Use Case – all new text ----------------------------- 
5.x
Trustworthiness as a Service (TaaS) 
5.x.1
Description 
Public telecommunication networks are part of critical national infrastructures and the services they deliver are increasingly critical for many daily activities. This is driving a sharper focus on native trustworthiness. An often-used definition of trustworthiness is from the National Institute of Standards and Technology (NIST), which includes the following five aspects: security (including confidentiality, integrity, availability), privacy, reliability, resilience, and safety” [NGMN]. 
Given the variety of stakeholders and deployment models anticipated to be covered by 6G, the ecosystem has issued many calls to make trust building an integrated part or service of the network [ITU-T][NextG][NGMN]. This is especially relevant in an environment in which new/potential services to be provided by the network (e.g. AIML integration, digital twins) require access to large amounts of data from a dynamic set of sources and integration of otherwise untrusted access points in the infrastructure. Moreover, the services provided or enabled by the network increasingly require automated authentication and identity management throughout the operation. At the same time, economic pressures require service exchange relationships, usually defined via pre-established contracts, to become more dynamic and adapt to a larger variety of use-cases and autonomously adapt to the local requirements of applications and consumers.

Enablers for such requirements already studied in 3GPP include: Isolated Computing (e.g. Federation), Authentication, Privacy Preservation, Audit trails, Service Level Agreement (SLA) automation. New opportunities are provided by enhancements to 5G functionality, and the advent of new approaches such as Quantum Ready Encryption, Reputation and Trust Schemes, etc. Deployment of many such new techniques is often gated by 6G system requirements, in order to contain administrative and operational costs. Once deployed for network management purposes, such implementations can be leveraged to create new revenue streams by providing exposure of abstracted and authorized functionality to interested stakeholder.
“Envisaged use cases and possibilities to provide services and resources in a distributed manner render an architectural solution for trust establishment a critical component of 6G networks.”[Veith] 
Several potential new requirements directly derived from [Veith] are proposed in this clause for 6G evolution.

Editor's note:
It is FFS whether additional usecases and/or the including of additional usecase template clauses are necessary.

5.x.2 Existing features partly or fully covering the use case functionality

Enablers for related functionality already studied in 3GPP include: Isolated Computing (e.g. Federation), Authentication, Privacy Preservation, Audit trails, Service Level Agreement (SLA) automation. 
5.x.3
Potential New Requirements 

[PR 5.x-01] Based on operator policy, the 6G system shall provide mechanisms to collect, assess, set, and enforce policies based on trustworthiness.
Editor’s note:
This requirement is FFS.
[PR 5.x-02] Based on operator policy, the 6G system shall provide mechanisms for continuous evaluation and assessment of trustworthiness, used to maintain integrity and security of communications and increase the trustworthiness of 6GS resources the system, e.g., following zero-trust principles.
Editor’s note:
This requirement is FFS.
[PR 5.x-03]. Based on operator policy, the 6G System shall provide trust and security mechanisms for service requests from different kinds of consumers (e.g. infrastructure peers deployed by other stakeholders, human-operated application).
Editor’s note:
This requirement is FFS.
[PR 5.x-04]. Based on operator policy, the 6G System shall provide suitable APIs for the establishment, confirmation and/or propagation of granular service-oriented trust relationships between the entities involved. 
Editor’s note:
This requirement is FFS.
[PR 5.x-05] Based on operator policy, the 6G system shall provide suitable APIs for exposure of authorized trustworthiness assessment of services (e.g. for storage and exchange of associated data), if available. 
Editor’s note:
This requirement is FFS.
[PR 5.x-06]. Based on operator policy, the 6G System shall provide suitable APIs for validation of trust based on fulfilment of associated service requests, respecting any constraints like security, semantic validity of returned data or the expected Quality of Experience (QoE). These APIs are used by external stakeholders for safety critical services requiring a traceable integrity protection framework to anchor trust into the 6G Network.
Editor’s note:
This requirement is FFS.
[PR 5.x-07]. The 6G System shall provide mechanisms for efficient and secure exposure of the network capability to support trustworthiness . 
Editor’s note:
This requirement is FFS.
----------- Change 2:  References -----------------------------------------------
2
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----------- Change 3:  Annex – all new text ----------------------------------
Annex B: Trust and Trustworthiness in the 6G Ecosystem
B.1.1
Introduction
Editor's note:
A brief introduction to the scope of the topic is FFS.
B.1.2
State-of-the-art in the 6G ecosystem
Editor's note:
Description of relevant technologies, trends, stakeholders and ecosystem roadmaps is FFS.
B.1.3
Examples 

This clause provides concept-relevant examples for study purposes, without any implications on their 3GPP applicability.

B.1.3.1
Quantitative, qualitative and/or measurable information 
Similar to the quantitative measurement of quality of service (QoS) and quality of experience (QoE), ITU-T has mentioned that a quantitative method can be employed to measure trustworthiness [Huawei][ITU-T].
An example of quantitative and/or qualitative assessment and calculation is a weighted combination (or other equations) of multiple trust metrics, referred to as trust index (as described also in [ITU-T]). A trust metric can be calculated based on technical attributes related to security, strength, reliability, availability, ability, etc (Figure  xyz). The needed attributes for evaluating trustworthiness may vary depending on corresponding services and applications [ITU-T]. 
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Figure xyz  – Example use of quantitative, qualitative and/or measurable information for Trustworthiness (in the form of Trust Index[ITU-T])

B.1.4
Analysis of terminologies and concepts
Trustworthiness: measurable and coherent belief and/or confidence of the value provided by system stakeholders. 6GS Trustworthiness can be quantified as a multi-dimensional and dynamic parameter which includes aspects of reliability, security, privacy, resiliency, and reputation. The complex values assigned to this parameter can be based on (but not restricted to) policies, evidence of behavior and implementation-specific algorithms.  

Editor's note:
The Trustworthiness definition above is included for discussion and is FFS.
Editor's note:
Other anaysis is FFS.
