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Abstract: This contribution reviews a number of key privacy definitions (privacy, personal data and consent) and their implications to a 6G system. Aprovides a gap analysis of 4G and 5G SA1 privacy and user consent requirements is provided, along with a number of proposed requirements for the 6G system.
[bookmark: _Toc175319609]
---------- Use Case template ----------
5.1	Considerations on Privacy
[bookmark: _Toc355779204][bookmark: _Toc354586742][bookmark: _Toc354590101]5.1.1	Description
Privacy is an integral part of the 3GPP system, with legacy requirements on the protection for the communication content (e.g. content of emails, web pages), as well as any identities and UE location, from being exposed to unauthorised parties. This is considered as a 3GPP built-in feature by default, and solutions have been specified in previous releases that deal with the protection from unauthorised exposure of the communication content, user-related identities and UE location.
Privacy requirements in 6G also need to consider protecting non-communication services, in addition to communication content and other potential Personal data.
[bookmark: _Toc355779205][bookmark: _Toc354586743][bookmark: _Toc354590102][bookmark: _Toc355779209][bookmark: _Toc354586747][bookmark: _Toc354590106]5.1.2	Existing features partly or fully covering the use case functionality


Requirements for privacy for 4G are defined in TS 22.278, which is inherited by 5G:
The Evolved Packet System shall provide several appropriate levels of user privacy including communication confidentiality, location privacy, and identity protection.
The privacy of the contents, origin, and destination of a particular communication shall be protected from disclosure to unauthorised parties.
The Evolved Packet System shall be able to hide the identities of users from unauthorised third parties.
It shall be possible to provide no disclosure, at any level of granularity, of location, location-related information, e.g. geographic and routing information, or information from which a user's location can be determined, to unauthorised parties, including another party on a communication.
In addition to the requirement above, requirement for privacy for 5G is defined in TS 22.261:


The 5G system shall support a secure mechanism to collect system information while ensuring end-user and application privacy (e.g., application level information is not to be related to an individual user identity or subscriber identity and UE information is not to be related to an individual subscriber identity).
The requirements above mainly cover the privacy of the Communication content, there are no generic privacy requirements covering the data generated as a result of other Non-communication services, or other types of data that could be considered as Personal data.
Requirements that cover privacy principles have not been clearly identified and defined (e.g. as those in [13] for example, data collection is relevant and limited to the given purpose) for the 3GPP system, although certain privacy principles are supported by certain features (e.g. obtaining user consent, identify purpose for data collection).
5.1.3	Potential New Requirements needed to support the use case
[PR 5.1.3-001] Subject to regulatory requirements or operator policy, the 6G system shall protect from unauthorised access and disclosure to unauthorised entities any information at any level of granularity that could be used to locate, identify or distinguish a UE or user, e.g.:
-	communication content;
-	non-communication service content (e.g. sensing, AI/ML, computing); and
-	any information associated with the content above, e.g. origin, and destination of the content;

during the following stages:
-	the collection, storage, processing and transportation of the information above within the 6G system; and
-	the transportation / exposure of the information above from the 6G system to entities outside the 6G system

