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Abstract: This contribution proposes a sub-clause to “5. System and Operational Aspects” on Enhanced Security for 6G. 
---------- Use Case, all new text ----------
5.x
Network Security for 6G 
5.x.1
Description

It is expected that cellular networks become “more secure” with each subsequent generation.  Societies are becoming more connected, increasing reliance on mobile networks to provide crucial connectivity for all aspects of daily life. Networks are becoming more complex, with 6G also seeming to be a convergence of disparate technologies (e.g., information, operation, communication), complicating the ecosystem with their differences in approaches, threats, disciplines, and capabilities.

It is incumbent on the mobile communication ecosystem to enhance security and privacy, embracing new security paradigms, techniques, and leveraging evolving security technologies.
Moreover, it is expected that cloud deployments will play an even more important role in 6G as it is today for 5G. Network elements will be deployed in private, public, and hybrid clouds and not all network elements of one operator’s network will be deployed in the same cloud or data centre. Network elements of one operator might also be instantiated in another operator’s cloud environment. 

This requires adapting the security mechanisms according to zero-trust security principles, with network elements being able to make trust/security related decisions autonomously & self-sufficiently based on the owners’ policy and without constant enquiries to a central authority in the home or visited network. 
Furthermore, it is important that trust and security is applied on the appropriate layer.

According to zero-trust principles, the trustworthiness of each network element needs to be continuously monitored and evaluated, with continuous evaluation being leveraged to strengthen the trust/security mechanisms for communications between network elements.

Despite the additional dimension of multi-stakeholder cloud environments, it is important to decrease the administrative and operational burden for establishing security and trust within and between operator networks. As we can see today many operators struggle with the bilateral administration of security to enable interconnection and roaming with other operators.

Therefore, a decentralized, yet common approach for exchanging security keys and authentication/authorization credentials is needed.

5.x.2
Potential New Requirements 
[PR 5.x-01] The 6G network shall provide trust and security mechanisms for secure access to and communication with network elements, including those deployed in cloud environments, e.g. following zero-trust and self-sovereignty principles. 
[PR 5.x-02] The 6G network shall support a means to continuously evaluate the security of network elements and their communications.  


[PR 5.x-05] The 6G network shall enable authentication, authorisation, and secure communication between network elements of the same or of different operators/service providers, with the network elements of each operator being deployed in one or more cloud environments. 
Editor’s note:
This is requirement is FFS.
[PR 5.x-06] The 6G network shall support establishment of secure communication between network elements while protecting the privacy of the network elements.

[PR 5.x-07] The 6G network shall support end-to-end authentication of services provided by network elements. The 6G network shall support automated decentralized management and exchange of security keys between different operators/service providers, i.e. there should be no need for a central governance organization.
Editor’s note:
This is requirement is FFS.
[PR 5.x-08] The 6G network shall enable flexible, scalable, and automated establishment of trusted and secure communication connections between a large number (i.e. thousands) of network and cloud providers.
Editor’s note:
This is requirement is FFS.
[PR 5.x-09] The security and trust mechanisms shall be applicable independently of each other, e.g. authentication of network elements without the need for establishing a secure communication.
Editor’s note:
This is requirement is FFS.

[PR 5.x-11] The 6G network shall be quantum safe.


