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Abstract: This contribution provides a proposal clean up to R18 PIN requirements which is not addressed by stage-2 or stage-3.
1. Discussion 
The following analysis are provided throughout the all the PIN requirements:
	TS 22.261 (SA1)
	TS 23.542 (SA6)
	Addressed?

	[bookmark: _Toc163133274]6.38.2.1	General

	The 5G system shall support mechanisms to identify a PIN, a PIN Element, an eRG and a PRAS.
	7.2.2	PIN ID
7.2.4	PIN client ID
	Yes

	The 5G system shall support applications on an Application Server connected to a CPN or PIN.
	8.5.11	PIN services management
8.5.11.1	General
PIN elements can indicate the list of services it is offering at the time of joining the PIN by listing them as part of the PIN client profile.
	Yes

	The 5G system shall be able to support PINs with PIN Elements subscribed to more than one network operator (e.g., a PIN Element that is a MUSIM UE and subscribes to different operators respectively, one PIN Element subscribed to network operator A and another PIN Element subscribed to network operator B).
	
[Comments] No restriction on whether a UE can join a PIN belongs to different operators

	Yes

	Subject to regulatory requirements and operator policy, the 5G system shall support a data path not traversing the 5G network for intra-PIN communications via direct connections.
	[bookmark: _Toc162943594]6.3.4	PIN Gateway Client
It provides the following functionalities when acting as application layer relay:
…
-	Enable the 5GS communication or direct communication;

	Yes

	The 5G system shall be able to minimize service disruption when a PIN Element changes the communication path from one PIN Element (e.g. PIN Element with Gateway Capability) to another PIN Element or operator provided mobile access. The communication path between PIN Elements may include licensed and unlicensed spectrum as well as 3GPP and non-3GPP access.
	[bookmark: _Toc162943855]8.9	Service Continuity
…
PIN service continuity procedures enable an Application Client participating in a PIN to maintain service when PIN Elements enter or leave the PIN. The following examples illustrate scenarios where PIN service continuity is needed. 
[Comments: No mechanism to minimize service disruption.]
	Partially

Proposal:

The 5G system shall be able to minimize service disruption whenenable a PIN Element changes the communication path from one PIN Element (e.g. PIN Element with Gateway Capability) to another PIN Element or operator provided mobile access. The communication path between PIN Elements may include licensed and unlicensed spectrum as well as 3GPP and non-3GPP access.

	The 5G system shall support mechanisms to aggregate, switch or split the service between non-3GPP RAT and PIN direct connections using licensed spectrum.
	[Comments: stage-2 only support one PINE switches to another PINE for a specific service]
	No
Proposal:
The 5G system shall support mechanisms to aggregate, switch or split the service between non-3GPP RAT and PIN direct connections using licensed spectrum.

	6.38.2.2	Gateways

	The 5G system shall be able to support access to the 5G network and its services via at least one gateway (i.e. PIN Element with Gateway Capability or eRG) for authorised UEs and authorised non-3GPP devices in a PIN or a CPN.
	6.3.4	PIN Gateway Client
It provides the following functionalities when acting as application layer relay:
…
-	Enable the 5GS communication or direct communication;
	Yes

	[bookmark: _Toc163133276]6.38.2.3	Operation without 5G core network connectivity

	The 5G system shall allow PIN Elements to communicate when there is no connectivity between a PIN Element with Gateway Capability and a 5G network.  For a Public Safety PIN licensed spectrum may be used for PIN direct communications otherwise unlicensed spectrum shall be used.
	6.3.4	PIN Gateway Client
It provides the following functionalities when acting as application layer relay:
…
-	Enable the 5GS communication or direct communication;
[Comments: No content related to Public Safety.]

	Partially

Proposal:
The 5G system shall allow PIN Elements to communicate when there is no connectivity between a PIN Element with Gateway Capability and a 5G network.  For a Public Safety PIN licensed spectrum may be used for PIN direct communications otherwise unlicensed spectrum shall be used.

	NOTE 2:	Setting up new intra-CPN or intra-PIN communication sessions without connection to the 5G network is only possible with non-3GPP provided credentials.
	[Comments: No restriction on credentials used for intra-PIN communication]
	Yes

	[bookmark: _Toc163133277]6.38.2.4	Discovery

	The 5G system shall enable a UE or non-3GPP device in a CPN or PIN to discover other UEs or non-3GPP devices within the same CPN or PIN subject to acess rights.
	8.2.2.2	Dynamic profile information of a PIN
> Reachability information of the PIN element

NOTE: Reachability information of the PIN element may include the IP address which is internally routable via PEGC (like LAN or Layer 2 gateway) or routable via 5GS.
[Comments: Reachability information can used to discover other PINE.]
	Yes

	The 5G system shall efficiently support service discovery mechanisms where a UE or non-3GPP device in a CPN or PIN can discover, subject to access rights:
-	availability and reachability of other entities (e.g. other UEs or non-3GPP devices) on the CPN or PIN;
-	capabilities of other entities on the CPN (e.g. PRAS, eRG) or PIN (e.g. relay UE, connection types) and/or;
-	services provided by other entities on the CPN or PIN (e.g. the entity is a printer).
	[bookmark: _Toc162943757]8.5.12	PIN heartbeat
Periodic PIN heartbeats are sent by PINE(s) and PEGC(s) to the PEMC. These heartbeats are used by the PEMC to keep track of the availability of PINE(s) and PEGC(s) and detect if/when they are no longer available within the PIN. 
[bookmark: _Toc162943634]8.2.2.2	Dynamic profile information of a PIN

> Reachability information of the PIN element
[bookmark: _Toc162943633]8.2.2.1	PIN Profile in a PIN

List of service that can be offered within a PIN: 

The list of PINE static information for PINE(s) that can be allowed to take the role of PEMC:

	Yes

	The 5G system shall support a mechanism for an Authorised Administrator to indicate whether a PIN element is discoverable by other PIN elements of the same PIN.
	[bookmark: _Toc162943635]8.2.2.3	PIN client profile
Determines whether this PIN element is discoverable by other PIN elements within PIN, discoverable by other UEs outside the PIN etc.,
	Yes

	The 5G system shall support a mechanism for an Authorised Administrator to indicate whether a PIN element is discoverable by UEs that are not members of the PIN.
	8.2.2.3	PIN client profile
Determines whether this PIN element is discoverable by other PIN elements within PIN, discoverable by other UEs outside the PIN etc.,
	Yes

	[bookmark: _Toc163133278]6.38.2.5	Relay Selection

	In addition to the relay selection requirements in 6.9.2.4, relay selection within a PIN is enabled for both UEs and non-3GPP device and supports the additional selection criteria:
-	The 5G system shall support a mechanism for a PIN Element to select a relay for PIN direct connection that enables access to the target PIN Element.
	[bookmark: _Toc162943714]8.5.8.3.3	PIN Management PINE join into PIN response
PEGC information: Includes the PEGC information for example, 
[Comments: The PEGC can be selected based on PEGC information list (p.s. PEGC is a relay in a PIN). Requirements in 6.9.2.4 is for the case when e.g. PC5 is used. No need to be addressed in PIN.]
	Partially

Proposal:

In addition to the relay selection requirements in 6.9.2.4, relay selection within a PIN is enabled for both UEs and non-3GPP device and supports the additional selection criteria:
-	The 5G system shall support a mechanism for a PIN Element to select a relay for PIN direct connection that enables access to the target PIN Element.

	[bookmark: _Toc163133279]6.38.2.6	Security

	The 5G system shall provide user privacy; location privacy, identity protection and communication confidentiallity for non-3GPP devices and UEs that are using the PIN Element with Gateway Capability, eRG or PRAS.

	[bookmark: _Toc19026911][bookmark: _Toc19034322][bookmark: _Toc19036512][bookmark: _Toc19037510][bookmark: _Toc25612814][bookmark: _Toc25613517][bookmark: _Toc25613781][bookmark: _Toc27647739][bookmark: _Toc162943625]7.2.6	UE ID
NOTE:	To protect privacy of the user, MSISDN can be used as GPSI only after obtaining user's consent.
[Comments: Communication confidentiality is rely on the existing communication confidentiality mechanism for user plane.]
	Partially

Proposal:

The 5G system shall provide user privacy; location privacy, identity protection and communication confidentiallity for non-3GPP devices and UEs that are using the PIN Element with Gateway Capability, eRG or PRAS.

	The 5G system shall support a PIN Element using non operator managed credentials (e.g. provided by a third party) for performing communications within the PIN when those communications use PIN direct connections.
	[bookmark: _Toc37791084][bookmark: _Toc42004077][bookmark: _Toc50584461][bookmark: _Toc50584805][bookmark: _Toc57673722][bookmark: _Toc145674553][bookmark: _Toc162943904]Annex A (Informative):
Authorization
This clause defines the general principles used for defining the PIN authorization procedure:
…
-	security information can be pre-provisioned on the PINE/PEMC/PEGC/PIN Server/AS for authentication and authorization; pre-provisioning of security information is up to implementation;

	Yes

	The 5G system shall support a mechanism to mitigate repeated and unauthorized attempts to access PIN Elements (e.g.  mitigate a malicious flood of messages).
	
[Comments: CT1 has an ongoing discussion to resolve this requirement.]
	Ongoing

	6.38.2.8	Charging

	The 5G system shall support charging data collection for data traffic to/from individual UEs in a CPN or PIN (i.e., UEs behind the PIN Element with Gateway Capability or eRG and/or PRAS).
	[Comments: 
PEGC establishes PDU session using PIN ID in URSP rule, the operator can distinguish the PIN traffic and implement charging based on this information.]
	Yes

	[bookmark: _Toc163133282]6.38.2.9	Creation and Management

	[bookmark: _Hlk88001611]The 5G system shall support mechanisms for a network operator or authorized 3rd party (e.g., a PIN User) to create, remove and manage a PIN, including:
-	Authorizing/deauthorizing PIN Elements;
-	Authorizing/deauthorizing PIN Elements with Management Capability;
-	Authorizing/deauthorizing PIN Elements with Gateway Capability;
-	Establishing duration of the PIN;
-	Configure PIN Elements to enable service discovery of other PIN Elements;
-	Authorize/deauthorise if a PIN Element can use a PIN Element with Gateway Capability to communicate with the 5GS;
-	Authorize/deauthorise for a PIN Element(s):
-	which other PIN Element it can communicate with, 
-	which applications/service or service in that PIN it can access,
-	which PIN Element it can use as a relay.
-	Authorize/deauthorise a UE to perform service discovery of PIN Elements over the 5G network;
-	Configure a PIN Element for external connectivity e.g.via 5G system;
NOTE1:	The authorization can include the consideration of the location and time validity of the PIN and its PIN elements.
	[Comments: the corresponding stage-2 implementation can be found at the following clauses. The details are not presented here.] 
8.10	PIN Authorization
[bookmark: _Toc162943666]8.5.2	PIN Create
8.5.8.2.1	PIN client requests to join into a PIN
[bookmark: _Toc162943782]8.6	PIN enable 5GS communication
8.2.2.1	PIN Profile in a PIN
[bookmark: _Toc162943746]8.5.11	PIN services management

	Yes

	The 5G system shall support a mechanism to enable a UE that is not a PIN Element of the PIN or a non-3GPP device that is not a PIN element of the PIN to request to join the PIN.

	8.5.8.2.1	PIN client requests to join into a PIN
Figure 8.5.8.2.1-1 illustrates procedure of PIN client requests to join into a PIN, based on request/response model.
	Yes

	The 5G system shall support mechanisms for a network operator to configure the following policies in a PIN: 
-	Configure the connectivity type (e.g. licensed, unlicensed PIN direct connection) a PIN Element can use.

	

[Comments: No such policy]
	No

Proposal:

The 5G system shall support mechanisms for a network operator to configure the following policies in a PIN: 
-	Configure the connectivity type (e.g. licensed, unlicensed PIN direct connection) a PIN Element can use.


	[bookmark: OLE_LINK30]5G system shall be able to support mechanism to provide life span information of the PIN to the authorized 3rd party or the PIN elements when the PIN is created for limited time span.

	8.5.2.3.3	PIN creation response
> Expiration time 
Indicates the expiration time of the PIN.

	Yes

	The 5G system shall support mechanisms to provision a PIN Element to use either licensed (under control of a MNO) or unlicensed spectrum (may be under the control of the MNO, or not) (e.g., when it has no connectivity to the 5G system).

	

[Comments: No such mechanism.]
	No
Proposal:

The 5G system shall support mechanisms to provision a PIN Element to use either licensed (under control of a MNO) or unlicensed spectrum (may be under the control of the MNO, or not) (e.g., when it has no connectivity to the 5G system).



2. Proposal
SA1 should discuss the proposal above, and agree on a set of requirements to be removed from TS 22.261. Based on the outcome, a correposding CR will be submitted by the rapporteur.
